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Volume Purpose
Volume I establishes the substrate every other volume depends on. Before a control can be scanned, an identity authorized, a workload consolidated, or an authorization package assembled, four things must exist and be authoritative: a naming and addressing plane (DNS, DHCP, IPAM, certificate issuance), a device and cryptographic identity plane, an organizational identity source of truth, and an encrypted, governed transport between sites and clouds. This volume builds them.
In the series’ Functional Plane Model (Vol 0 Book 00, Executive Summary), Volume I is where the truth planes — naming/addressing and identity — are established, together with the transport and customer-owned edge enforcement that carry and protect everything above. The volume’s governing claim is the series’ Closure Necessity doctrine at its foundation: you cannot inventory what you cannot name, authorize what you cannot identify, or encrypt a circuit that has no overlay. Remove Volume I and the controls claimed in Volumes II–IV do not degrade — they become unevaluable.
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How This Volume Fits the Program
Volume I feeds everything downstream. The naming-plane join key (Vol I Book 01) is what lets the Multi-Cloud Evidence Fabric (Vol III Book 07) correlate five management stacks into one compliance picture; the identity SSOT (Vol I Book 04) is what SailPoint and every access decision sit on; the cryptographic identity (Vol I Book 03) is applied to the database tier in Volume II; and the transport + edge enforcement (Vol I Books 06–07) are where the customer-owned half of SC-7/SC-8 is closed — the half no CSP’s FedRAMP authorization covers. Volume I is the floor; the rest of the series is built on it.
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
Vol I Book 01 — Federal Agency Cloud Landing Zone
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This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET

Executive Summary
The Agency operates four distinct cloud environments — on-premises VMware Cloud Foundation, Microsoft Azure Government (GCC Moderate), AWS GovCloud, and Oracle Cloud Infrastructure (OCI) for OPM HRIT integration. Each environment uses a different Software Defined Networking fabric that replaces traditional broadcast DHCP with fabric-native IP assignment. Without a unified control layer, Agency has no cross-environment IP visibility, no unified DNS security policy, no automated certificate lifecycle, and must collect FedRAMP compliance evidence from four separate sources.
Unified DDI — an authoritative DNS/DHCP/IPAM plane with DNSSEC and RPZ — solves all four problems from a single control plane. InfoBlox DDI is the deployed example this document evaluates for Agency’s estate. Under Path A (cloud-managed, below) the control plane is InfoBlox’s FedRAMP-authorized offering, listed on the Marketplace as Infoblox Government Cloud (CSO FR2017257053, hosted on AWS GovCloud — verify current scope and authorization date on the FedRAMP Marketplace); under Path B (agency-operated, the better fit for Agency’s topology) the agency carries the component in its own boundary and no inheritance applies.
The DDI-specific scope of this authorization is six days old, not three years old. CSO FR2017257053 was originally authorized December 15, 2022 (Census/Commerce sponsored) for BloxOne Threat Defense Federal Cloud — a DNS-security/threat-intelligence service (Cloud Services Portal, TIDE, Dossier), not the DDI/IPAM management plane this book is about. Only on July 22, 2026 was the same CSO — rebranded Infoblox Government Cloud — recertified FedRAMP Moderate with an expanded boundary adding Universal DDI Management, NIOS-X Servers, and Universal Asset Insights. Every “CSO FR2017257053” citation below refers to that July 2026 event for DDI purposes, not the 2022/2023 Threat Defense authorization.
Mechanism, not product. Per series doctrine (Vol 0 Book 00, Executive Summary), closure necessity names mechanism classes, never products. The mechanism argued for throughout this document is unified DDI; InfoBlox is the deployed example chosen for Agency’s current estate, BlueCat Integrity is the principal mechanism-class peer, and the ConMon roadmap’s alternatives matrix documents what changes on substitution. Every closure claim below is a claim about the mechanism class.
The three business outcomes this document demonstrates:
1. Operational Risk Elimination. A single Infoblox deployment replaces four separate DNS systems, four separate IP inventory processes, and four separate certificate-tracking tools. When a new cloud workload spins up in any environment, Infoblox automatically allocates an IP (cross-cloud conflict checked), creates DNS A and PTR records, and enrolls a machine certificate via SCEP — in seconds, without a change ticket. When a workload decommissions, all three are revoked in a single automated pipeline, with a reconciliation check that catches partial failures.
2. Continuous FedRAMP Compliance. Infoblox is one of a small number of DDI platforms with its own FedRAMP Moderate CSO authorization (verify current authorization on the FedRAMP Marketplace at time of procurement). Under Path A, Agency inherits the DDI-layer controls rather than re-proving them; under Path B the same controls are agency-carried, with the evidence generated natively by the platform. Evidence for SC-20/21 (DNSSEC), CM-8 (inventory), IA-5(2) (certificates), AU-12 (audit), and IR-4 (incident response) is generated continuously and automatically — not assembled manually for annual assessments.
3. M365 GCC Boundary Enforcement. Microsoft publishes M365 GCC endpoint changes up to 12 times per year. Without automation, each change requires four manual updates across NSG rules, VPC security groups, RPZ policies, and VPN split-tunnel configurations — during which a gap exists between when Microsoft changes an endpoint and when Agency’s controls reflect it. Infoblox polls the Microsoft 365 IP & URL Web Service API daily and pushes all four enforcement updates simultaneously — closing the boundary gap to within minutes of the next daily poll, a worst-case bound of roughly 24 hours versus the 7+ days a manual four-ticket cycle typically takes.
Vendor relationships: InfoBlox has formal technology partnerships with all three of Agency’s primary cloud vendors. InfoBlox’s own FedRAMP-authorized service (Infoblox Government Cloud) runs on AWS GovCloud, making AWS the infrastructure foundation. InfoBlox is a Microsoft Azure Technology Alliance Partner with native Microsoft Sentinel, Defender Threat Intelligence, and Entra ID integrations. InfoBlox is available on the Oracle Cloud Marketplace with OCI connector support for the OPM HRIT integration path.
InfoBlox DDI can be deployed via two architecturally distinct paths; the choice determines the FedRAMP authorization inheritance model:
Path A — BloxOne DDI (Cloud-Managed, FedRAMP ATO Inherited)
InfoBlox operates the management control plane on AWS GovCloud (Infoblox Government Cloud, CSO FR2017257053 — verify current scope and authorization date on the FedRAMP Marketplace). The agency deploys BloxOne On-Prem Hosts in each environment; they connect to the InfoBlox-hosted management plane. FedRAMP authorization is inherited from InfoBlox’s ATO — the agency does not carry this component independently. Procurement via AWS GovCloud Marketplace (no separate IDIQ required). Best fit if the agency prefers a managed control plane and the simplest FedRAMP inheritance path.
Path B — NIOS Grid (Agency-Operated, On-Premises Hub)
The agency deploys an InfoBlox NIOS virtual appliance as the Grid Master on-premises (VMware ESXi or physical InfoBlox appliance). Grid Members are deployed in each environment (AWS GovCloud, Azure Government, Oracle OCI, additional on-premises sites) as spokes. The on-premises Grid Master is the authoritative hub; all Grid Members replicate configuration from it and handle local DNS/DHCP/IPAM for their environment. The agency documents NIOS within its own FedRAMP boundary — no ATO inheritance from InfoBlox’s CSO. Procurement via GSA Schedule (GS-35F) or agency IDIQ contract vehicle.
Agency topology note: For Agency’s multi-cloud architecture spanning AWS GovCloud, Azure Government, Oracle OCI, and on-premises VMware, Path B — NIOS Grid with an on-premises Grid Master — more closely matches Agency’s topology. No single cloud provider is the hub; all four environments are equal spokes of the on-premises control plane. The decision between Path A and Path B should involve OIS and the CIO Office, as it determines whether InfoBlox is a shared-responsibility SaaS or an agency-operated infrastructure component. Agency selection pending.
}-governed hub; Grid Members in AWS, Azure Gov, OCI, and on-prem sites as equal spokes; documented inside Agency’s own FedRAMP Moderate boundary with agency-owned evidence; procured via GSA Schedule GS-35F or agency IDIQ; best fit when no single cloud is the hub and the trust plane stays in-house. Amber note: Path B more closely matches Agency topology; the A/B decision belongs to OIS and the CIO Office; agency selection pending. White background. Source: Book 01 InfoBlox DDI Briefing deck, Date Code 2026-07-07 09:11 ET.” width=“100%”}

What Is a Federal Cloud Landing Zone?
A Cloud Landing Zone is the foundational, pre-configured environment that a federal agency provisions before any workload is deployed. It establishes the guardrails — network topology, identity controls, logging pipelines, encryption policies, and security baselines — that every subsequent workload inherits automatically.
For Agency operating under FedRAMP Moderate, the landing zone must satisfy four overlapping frameworks simultaneously:
· NIST SP 800-53 Rev 5 — the control catalog from which FedRAMP Moderate baselines are drawn
· CISA Zero Trust Maturity Model v2.0 — five pillars with three cross-cutting capabilities
· FedRAMP Moderate — boundary definition, continuous monitoring, evidence packaging
· FedRAMP 20x Consolidated Rules (2026) — automated, machine-readable compliance evidence enforced by infrastructure-as-code; Class A/B/C certification pipelines; mandatory January 1, 2027
FedRAMP 20x Consolidated Rules — June 25, 2026: FedRAMP published its Consolidated Rules for 2026 on June 25, 2026, transitioning 20x from pilot status to a fully available certification path with three classification tiers: Class A (opens August 3, 2026), Class B and C (open August 31, 2026). FedRAMP Ready submissions cease July 28, 2026. The Consolidated Rules become mandatory for all certified systems on January 1, 2027. Machine-readable structured rules are available in JSON format via GitHub for AI agent integration. InfoBlox DDI’s WAPI REST interface delivers machine-readable KSI evidence — the exact format the 20x framework requires — without manual assembly.
The Core Insight: DNS, DHCP, and IP address management (DDI) are not optional infrastructure services — they are foundational security controls. Every device that joins a network, every cloud workload that provisions, every certificate that authenticates a service depends on DNS and IP assignment working correctly. A landing zone without unified DDI has a structural security gap at its foundation.
Agency’s Multi-Cloud Landing Zone Scope
Agency’s landing zone spans four discrete cloud environments that must behave as a single logical security domain:
Agency Multi-Cloud Environments
	Environment
	Platform
	SDN Technology
	DHCP/IP Model
	FedRAMP Boundary

	On-Premises DC
	VMware VCF / ESXi
	NSX-T overlay (VXLAN/Geneve)
	NSX-T DHCP Server Profiles on T1/T0 Gateways
	Agency ATO

	Azure Government GCC
	Microsoft Azure
	Azure VNet (SDN fabric, no broadcast)
	Azure fabric assigns IPs; DHCP is abstracted away
	Azure Government FedRAMP High

	AWS GovCloud
	Amazon AWS
	VPC with ENI/Nitro hypervisor
	VPC DHCP Options Sets; EC2 metadata service
	AWS GovCloud FedRAMP High

	Oracle Cloud OCI (OPM HRIT)
	Oracle OCI
	VCN with VNIC overlay
	OCI DHCP options; instance metadata at 169.254.169.254
	OPM ATO (external)


The critical observation: none of these four environments uses traditional broadcast DHCP. Each uses a form of SDN where IP address assignment is managed by the hypervisor fabric — not a classic DHCP server. Without a unified IPAM overlay, these four IP spaces are opaque to each other and to Agency’s security operations center.

SDN and the End of Traditional DHCP
Traditional DHCP (RFC 2131) depends on Layer 2 broadcast. This model fundamentally breaks in Software Defined Networking environments because SDN uses overlay protocols (VXLAN, Geneve, STT) that operate at Layer 3 and suppress Layer 2 broadcasts by design.
VMware NSX-T: DHCP Server Profiles and VCF 9.1 Native Integration
VMware NSX-T replaces broadcast DHCP with DHCP Server Profiles attached to T1 Gateways. The NSX-T control plane intercepts DHCP requests at the logical switch level — the request never hits the physical network. Traditional DHCP servers are completely bypassed.
VMware Cloud Foundation 9.1 (released May 2026) introduced native InfoBlox DDI integration as a first-class feature:
1. VCF Automation tenant requests a new network segment
1. VCF background service calls InfoBlox NIOS WAPI or BloxOne REST API to reserve an IP block
1. NSX-T creates the logical segment using the InfoBlox-allocated CIDR
1. InfoBlox records the segment name, CIDR, VLAN/VNI, and tenant as extensible attributes
1. When VMs deploy, NSX-T DHCP assigns IPs; InfoBlox receives assignments via the IPAM plugin
1. DNS A/PTR records for each VM are created automatically — no manual DNS entry required
VCF 9.1 Significance: Before VCF 9.1, NSX-T InfoBlox integration required custom scripts and manual configuration. VCF 9.1 makes InfoBlox the native, default IPAM backend for VMware Cloud Foundation — meaning every new VCF deployment at Agency can have InfoBlox IPAM built in from day one.
Microsoft Azure Government: The Fabric Replaces DHCP
Azure Virtual Networks do not use DHCP in the traditional sense. When a VM is deployed, the Azure hypervisor fabric directly assigns the IP — the VM receives the IP via a synthetic DHCP response injected by the Azure host agent. There is no DHCP broadcast.
Azure reserves five IP addresses in every subnet that cannot be assigned (x.x.x.0 network, x.x.x.1 gateway, x.x.x.2–3 Azure DNS, x.x.x.255 broadcast). Beyond these, IP assignment is managed entirely by the Azure control plane.
InfoBlox’s Azure connector continuously pulls VNet subnet configurations and VM NIC IP assignments via the Azure Resource Manager API, writing every Azure IP into the Azure-GCC Network View in the InfoBlox IPAM database.
AWS GovCloud: VPC DHCP Options and the Nitro Hypervisor
AWS VPCs use DHCP Options Sets to specify DNS servers and domain names, but the actual IP assignment is managed by the AWS Nitro hypervisor — not a traditional DHCP server. EC2 instances receive IPs via a synthetic DHCP interaction at the VPC CIDR +2 address.
Replacing the default AmazonProvidedDNS with the InfoBlox Grid Member IP in the VPC DHCP Options Set directs all EC2 DNS queries through the enterprise RPZ and DNSSEC validation layer. InfoBlox’s AWS connector syncs EC2 instance IP assignments, subnet CIDRs, and VPC IPAM pool allocations into the AWS-GovCloud Network View.
Oracle OCI: VCN DHCP Options and the VNIC Overlay
OCI uses Virtual Network Interface Cards (VNICs) inside Virtual Cloud Networks. OCI’s internal DHCP implementation is fabric-native — the OCI hypervisor responds to DHCP requests on behalf of each subnet from the metadata service at 169.254.169.254.
For OPM HRIT, Agency cannot control OCI DHCP Options because OPM manages the tenancy. However, Agency can document all known OPM HRIT service IPs as external host records in InfoBlox (read-only OCI Network View) and configure conditional forwarders for OPM HRIT FQDNs routing through the FastConnect path.

InfoBlox as the SDN-Aware IPAM Control Plane
InfoBlox DDI operates as a control plane over SDN environments — not replacing the SDN fabric’s internal IP assignment mechanisms, but serving as the authoritative record and policy engine above them.
What InfoBlox Provides That SDN Cannot
InfoBlox Value-Add Over Native SDN
	Capability
	What SDN Platforms Provide
	What InfoBlox Adds

	IP assignment
	Per-environment only
	Cross-cloud conflict detection before allocation

	DNS
	Per-environment resolver
	Authoritative + recursive with DNSSEC, unified across all four

	DHCP inventory
	Per-VPC/VNet/segment dashboard
	Single CM-8-ready inventory spanning all environments

	Certificate management
	None / per-CA
	Certificate Tracker links cert to IP host record, expiry alerts

	Threat blocking
	Per-environment (DNS Firewall, NSG)
	Single RPZ policy propagated to all Grid Members in seconds

	Audit logging
	Per-environment log silo
	Single syslog stream to SIEM, AU-12 evidence

	IaC integration
	Per-cloud provider only
	Terraform InfoBlox provider works across all environments


Grid Master Deployment — On-Premises VMware and the Trust Case
For Agency, the InfoBlox NIOS Grid Master should be deployed as a virtual machine on on-premises VMware infrastructure (Path B from the Executive Summary). This is not only a technical topology choice — it is a trust architecture decision. DNS, DHCP, and IPAM together constitute the network naming and addressing control plane: every device’s address, every workload’s hostname, and every certificate’s subject name flows through them. Placing the Grid Master on-premises means Agency retains:
· Hypervisor-layer control — the Grid Master VM runs under Agency infrastructure team governance, not a cloud provider’s control plane
· Physical network isolation — the master is reachable from all four environments via dedicated management interfaces, not via public internet or cloud-provider backbone
· No single-cloud dependency — if any one cloud environment (AWS GovCloud, Azure Government, OCI) experiences an outage or a control-plane incident, the Grid Master continues to function from on-premises
· Boundary clarity — the NIOS Grid falls within Agency’s own FedRAMP authorization boundary; the agency controls the ATO evidence rather than inheriting it from a vendor CSO
Trust rationale: DNS poisoning, DHCP scope hijacking, and IPAM record manipulation are among the highest-impact attack vectors against network infrastructure. An adversary who controls the Grid Master can redirect any FQDN, drain any IP subnet, or suppress any workload’s DNS record — effectively owning the naming plane for all four Agency environments simultaneously. On-premises VMware deployment keeps this function under Agency’s direct institutional control.
OIS and the CIO Office must validate the trust boundary decision and define the Grid Admin role-holder accountability model before the Grid is deployed.
Least-Privilege Role Delegation
The Grid Master holds total administrative authority over DNS, DHCP, and IPAM. That authority must not reside in a single operational role. Agency should structure InfoBlox administrative access as four delegated function areas, each assigned to the owning CIO Component with read/write access scoped only to their area:
InfoBlox Least-Privilege Role Delegation
	Function
	Delegated To
	Scope
	Cannot Access

	DNS zone management
	Network / DNS Team
	Read/write on assigned DNS zones; DNSSEC key custody shared with OIS
	Other CIO Component zones; DHCP config; SCEP triggers

	DHCP scope management
	Network Infrastructure Team
	Read/write on assigned IP subnets and DHCP scopes
	DNS zone records; other teams’ subnets; SCEP policy

	SCEP / cert binding
	OIS / PKI Team
	Trigger SCEP enrollment at A-record creation; bind cert CN to DNS FQDN
	Zone configuration; DHCP scopes; other teams’ cert policies

	Cloud Grid Member management
	Per-environment Cloud Infra Teams (AWS GovCloud, Azure Government, OCI)
	Configure local Grid Member for assigned cloud environment
	Grid Master policy; other environments’ Grid Members

	Grid Admin (full authority)
	CIO/OIS-designated Grid Administrator
	Full DDI policy control
	— (must be protected with MFA + privileged access workstation)


DNS function separation applies to sub-functions as well. Within DNS zone management, component-level zone delegation allows different CIO Components to own their sub-namespaces:
· aws.agency.gov sub-zone — delegated to Cloud Infrastructure team (AWS)
· azure.agency.gov sub-zone — delegated to Cloud Infrastructure team (Azure)
· oci.agency.gov sub-zone — delegated to Cloud Infrastructure team (OCI)
· onprem.agency.gov sub-zone — delegated to on-premises Network Infrastructure team
· apps.agency.gov sub-zone — delegated to Application Development / DevOps
Each delegated zone owner can create, modify, and delete records within their zone without touching any other component’s DNS namespace. The Grid Master enforces zone-level access control; cross-zone queries still resolve via Grid Member forwarding, but record modification rights are strictly scoped.
Microsoft Partnership: M365 GCC Endpoint Lifecycle
InfoBlox and Microsoft have a formal Azure Technology Alliance Partnership with six distinct integration points:
Microsoft-InfoBlox Integration Points
	Integration
	What It Does

	Microsoft Sentinel Native Connector
	First-party Sentinel content pack — DNS Security Events, DHCP events, RPZ blocks stream to Sentinel without custom parsing

	Defender Threat Intelligence (MDTI)
	Bidirectional IOC sharing between InfoBlox TIDE and MDTI — a domain blocked by MDTI is also blocked by InfoBlox RPZ

	Entra ID / Azure AD SSO
	InfoBlox Grid Manager and BloxOne portal support Entra ID SAML/OIDC — Grid admin auth governed by Agency Conditional Access policies

	Azure Government Marketplace
	The Path A cloud-managed offering is procurable via existing Azure EA/ELA agreements — no separate IDIQ

	AD-Integrated DNS Migration
	Documented migration tooling from Windows DNS zones to InfoBlox Grid — AD still replicates, InfoBlox serves authoritative records

	M365 GCC Endpoint Lifecycle
	InfoBlox polls Microsoft 365 IP & URL Web Service API and auto-updates all enforcement layers


M365 GCC Boundary Enforcement
Microsoft publishes M365 endpoint changes (IP ranges + FQDNs) via the Office 365 IP and URL Web Service API. For GCC Moderate specifically, Microsoft publishes a separate GCC endpoint list — the commercial and GCC IP ranges are different and must not be mixed. A workstation accidentally reaching a commercial Microsoft 365 endpoint instead of the GCC endpoint is a FedRAMP boundary violation.
InfoBlox provides the automated enforcement pipeline:
1. Daily poll of the Microsoft M365 GCC endpoint API (version-change detection)
1. RPZ passthrough allow-list — GCC FQDNs explicitly allowed through threat blocking
1. RPZ block list — commercial M365 FQDNs (non-GCC) blocked at DNS layer
1. Azure NSG IP Group update — GCC Optimize IP ranges pushed to Azure Government
1. AWS GovCloud Security Group update — GCC IP ranges for outbound rules
1. VPN split-tunnel DNS — M365 Optimize FQDNs route via local interface, not VPN tunnel
1. Sentinel alert — any DNS query from an in-boundary workload to a commercial M365 endpoint triggers an IR ticket
Without InfoBlox automation: Each of Microsoft’s 8–12 annual endpoint changes requires four separate change tickets across NSG, Security Groups, RPZ, and VPN config — during which Agency has a boundary gap window. With InfoBlox, all four update within minutes of the next daily poll of Microsoft’s API — a worst-case gap of roughly 24 hours rather than the days-to-weeks a manual four-ticket cycle takes.
AWS Partnership: BloxOne Runs ON AWS GovCloud
} environments on the right” width=“100%”}
The AWS relationship is the deepest of all three cloud vendors: InfoBlox’s own FedRAMP-authorized cloud service (Infoblox Government Cloud, CSO FR2017257053 — verify current scope and date on the FedRAMP Marketplace) is hosted on AWS GovCloud. This makes AWS the infrastructure foundation for InfoBlox’s SaaS control plane.
Key Point (Path A only): When Agency uses the cloud-managed control plane, InfoBlox operates it on AWS GovCloud under InfoBlox’s own FedRAMP Moderate authorization (CSO FR2017257053) — that CSO’s authorization already accounts for its AWS hosting. Agency inherits the InfoBlox CSO it consumes; it does not separately inherit the underlying AWS IaaS authorization (a consumer inherits the service it consumes, not the provider’s own supply chain). Under Path B this inheritance does not apply; the agency operates and carries the component itself.
AWS-specific InfoBlox capabilities:
· AWS Landing Zone Accelerator (LZA) Integration: LZA is the AWS-published IaC package for FedRAMP-compliant landing zones. InfoBlox integrates as the DNS customization layer, replacing the default Route 53 Resolver-only DNS with Grid Member + RPZ + DNSSEC. FedRAMP 20x KSIs are enforced via SCP + InfoBlox RPZ policy.
· AWS Security Hub: InfoBlox RPZ block events flow natively to Security Hub findings and correlate with GuardDuty detections.
· ACM Private CA Integration: InfoBlox auto-creates DNS validation CNAME records for ACM certificate issuance; ACM PCA certificate expiry is tracked in InfoBlox Certificate Tracker.
· AWS IPAM Sync: AWS IPAM pool allocations are imported into InfoBlox’s AWS-GovCloud Network View — cross-cloud CIDR conflict detection includes native AWS IPAM-managed ranges.
· AWS GovCloud Marketplace Procurement (Path A): the cloud-managed offering is procurable via the GovCloud Marketplace against existing EA agreements — no separate IDIQ or procurement action required.
Route 53 Private Zone DNSSEC Gap: AWS Route 53 private hosted zones cannot be DNSSEC-signed — this is a documented AWS platform limitation as of 2026. InfoBlox Grid Members sign all internal zones including private SDN segments, closing this gap. This is a key differentiator for FedRAMP SC-20/SC-21 evidence.
Oracle Cloud / OCI: OPM HRIT Future Integration
} environment on left and OPM HRIT on Oracle OCI on right, with InfoBlox in the center managing the DNS conditional forwarder, certificate monitor, and IP documentation” width=“100%”}
OPM is migrating OPM HRIT (federal HR and benefits processing) to Oracle HCM Cloud on OCI. As OPM’s OPM HRIT moves to OCI-hosted SaaS, Agency’s integration path changes from a mainframe handoff to a cloud API call from Agency’s environment to OPM’s OCI-hosted service endpoints.
The challenge: OPM controls their OCI tenancy. Agency has no visibility into OPM’s certificate rotation schedule, IP range changes, or maintenance windows. When OPM rotates their OPM HRIT API TLS certificate without Agency’s trust stores being updated, the OPM HRIT API call fails — personnel action feeds stop, benefits enrollment breaks.
InfoBlox manages Agency’s side of the integration:
OPM HRIT Integration via InfoBlox
	Integration Layer
	InfoBlox Capability

	DNS resolution
	Conditional forwarder: *.opm.gov → OCI DNS endpoint; InfoBlox resolves from Agency network

	IP documentation
	OPM HRIT OCI IPs imported as external host records (read-only OCI Network View); SA-9 table auto-generated

	Certificate monitoring
	InfoBlox Certificate Tracker polls OPM HRIT HTTPS endpoints; captures TLS cert thumbprint + expiry

	Expiry alerting
	90/30/7-day alerts give Agency advance notice of OPM cert rotation

	Trust store prep
	New OPM cert thumbprint pre-staged in InfoBlox before rotation day — zero-downtime update


The OPM HRIT Pattern Repeats: OPM HRIT on OCI is the first of many federal inter-agency SaaS integrations (OPM, DHS, IRS, VA are all moving shared services to cloud SaaS). InfoBlox gives Agency the monitoring layer it needs for every inter-agency dependency: conditional DNS forwarders, Certificate Tracker, and external host records — from Agency’s side, without requiring API access to the partner agency’s cloud tenancy.

Certificate Management and Cloud PKI Integration
Software Defined Networking eliminates IP address broadcasts but creates a new requirement: in an SDN environment where workloads are ephemeral and IPs change frequently, every service-to-service call must be mutually authenticated with certificates. Certificate subject names (CN and SAN fields) must match DNS names registered in the DNS system — which InfoBlox manages. InfoBlox is therefore the natural integration point for certificate lifecycle management. This is not a convenience pairing: certificate issuance is itself a naming-plane function — CAA records govern which CAs may issue for a zone, and ACME DNS-01 validation proves domain control through the DNS the Grid is authoritative for. The full cryptographic-identity architecture built on this substrate is Vol I Book 03.
The Certificate Lifecycle in a Multi-Cloud SDN Environment
The complete certificate lifecycle for a cloud workload follows this sequence:
1. VM or container provisioned by VCF Automation, Terraform, or cloud-native IaC
1. InfoBlox IPAM allocates an IP from the correct Network View (cross-cloud conflict-checked)
1. InfoBlox Grid automatically creates a DNS A record: workload-name.environment.agency.gov → IP
1. Workload bootstrap sends SCEP or EST enrollment to the agency CA using the DNS name as the certificate SAN
1. CA (ADCS, Azure Key Vault with SCEP, AWS ACM Private CA) issues a certificate binding the SAN to the workload
1. InfoBlox Certificate Tracker receives the certificate thumbprint, expiry, and issuing CA, binding it to the IP host record
1. mTLS is active: the workload presents the certificate to authenticate to other services
1. 90/30/7 days before expiry, InfoBlox Certificate Tracker generates alerts for timely renewal
Integration with Each Cloud Certificate Manager
Certificate Manager Integrations
	Platform
	Integration Method
	InfoBlox Role

	ADCS (On-Prem)
	SCEP/EST connector; InfoBlox SCEP auto-enrollment
	Triggers enrollment on IP host record creation; binds cert thumbprint to IP record

	Azure Key Vault (GCC)
	Azure Key Vault REST API polling
	Imports cert metadata; correlates cert to Azure VM NIC IP; alerts on expiry

	AWS ACM Private CA
	ACM API; DNS validation CNAME auto-creation
	Creates ACM validation CNAMEs in Grid; tracks ACM PCA cert expiry

	Oracle OCI Certificates
	HTTPS endpoint polling (no OCI API needed)
	Imports OPM HRIT endpoint cert thumbprint; 90/30/7-day alerts to Agency team

	Keyfactor / Sectigo CLM
	Bidirectional API integration
	InfoBlox as DNS name SSOT for cert SAN validation; CLM uses InfoBlox IP ranges for discovery scanning


Zero Trust Enabler: Certificate-to-IP binding in InfoBlox is the technical foundation of ‘never trust, always verify’ at the network layer. When every IP host record carries a certificate thumbprint and expiry date, the network infrastructure itself becomes identity-aware — a core requirement of CISA’s Zero Trust Maturity Model Networks pillar at Advanced/Optimal level.
Cross-Book Link — NAC Endpoints and DNS/Certificate Binding (Vol I Books 02 and 03): The DNS A-record + SCEP certificate compound provisioning described above applies to cloud workloads (VMs and containers). For NAC-enrolled endpoint devices — laptops, workstations, and managed endpoints that authenticate via 802.1X EAP-TLS — the same compound pattern applies but is triggered differently:
1. Intune/SCEP enrollment (covered in Vol I Book 02) issues the machine certificate with CN={{DeviceName}} and SAN bound to the device’s Entra ID FQDN.
1. DNS A/PTR record for the endpoint should be confirmed or created in InfoBlox at DHCP lease assignment — binding the device’s DNS hostname (from Entra ID) to the DHCP-assigned IP address in the IPAM record.
1. Together, steps 1 and 2 produce a device where name, address, and key are bound at admission — the same compound guarantee that workload provisioning achieves, extended to the endpoint population.
This linkage — that every NAC-admitted device carries both a DNS hostname and a machine certificate, and that InfoBlox holds the authoritative binding record — is the shared foundation of Vol I Book 02 (NAC/802.1X) and Vol I Book 03 (Cryptographic Identity). The design decision for this binding must be validated with OIS.

Subdomain Strategy and Namespace Design
A unified DDI control plane governs DNS only as well as the namespace it manages. InfoBlox can enforce policy, automate lifecycle, and generate compliance evidence across every zone it is authoritative for — but the structure of those zones determines whether the platform scales cleanly or accumulates the same sprawl it was deployed to fix. Subdomain strategy is the architectural decision that makes the DDI investment operationally sustainable.
In modern hybrid multi-cloud environments, DNS is a control plane — not merely a name-to-IP directory. The namespace structure determines security policy scope (which RPZ rules apply to which services), certificate coverage (what wildcards are valid and at what depth), split-horizon resolution boundaries (which records are private vs. public), and the granularity of observability (whether a DNS query log entry identifies a cloud, environment, and service from the FQDN alone). Without deliberate namespace design, the outcome is DNS sprawl, certificate chaos, and opaque logs.
Why Legacy DNS Fails in Multi-Cloud
Legacy DNS was designed for a flat environment: one zone, manual A records, a single trust boundary. (The full strategic argument — why per-CSP DNS sync fails structurally, the AD DNS departure, the certificate-DNS surface, and DNS as the Layer 7 application surface — is developed in the companion whitepaper Next Generation DNS; this book owns the landing-zone build and control closure.) Agency now operates across four cloud environments with dynamic workloads, ephemeral IPs, and a security model where every service-to-service call is mutually authenticated by certificate. Three failure modes emerge without namespace governance:
Certificate chaos. Wildcard certificates (*.agency.gov) match one label to the left of the wildcard per RFC 6125 — they cover api.agency.gov but not prod.api.agency.gov. Without consistent subdomain depth, every new workload either requires a dedicated SAN certificate or causes a multi-SAN certificate to be manually updated. Structured subdomains enable structured wildcards: *.api.agency.gov covers all API workloads at one wildcard.
Uncontrolled split-brain. When internal and external DNS are not deliberately separated, the same FQDN resolves to different addresses by accident. Controlled split-horizon DNS is the same mechanism — intentional. Internal users get private resolution; external users get public resolution; InfoBlox view policy enforces both. Accidental split-brain is a misconfiguration; deliberate split-horizon is a security boundary.
}. Center: two resolvers with the same zone name but different data. Right: Answer A returns 10.1.4.22, a private IP unreachable from cloud; Answer B returns 20.14.8.55, a public IP that routes over the internet. Red panel below lists three structural reasons runbooks and audits fail: the failure is silent — the query succeeds with the wrong answer and surfaces as a network problem; the change surface is too large — every private endpoint and IP change touches up to five DNS systems; and security policy diverges too — an RPZ block applied in one resolver protects nothing behind the other four. White background. Source: Book 01 InfoBlox DDI Briefing deck, Date Code 2026-07-07 09:11 ET.” width=“100%”}
Opaque observability. When all workloads resolve through undifferentiated names, a DNS query log cannot identify the cloud, environment, or service from the FQDN. prod.api.azure.agency.gov is self-documenting. svc-443-node7.agency.gov is not.
Agency Namespace Structure
The following hierarchy applies five patterns — functional, geographic, environment, cloud-provider, and hybrid split-horizon — to Agency’s four-environment topology. Each leaf is a separately delegated zone in InfoBlox with its own DNSSEC signing policy, RBAC delegation, and RPZ attachment.
agency.gov                           (root — public, DNSSEC-signed, minimal records)
├── internal.agency.gov              (split-view — private resolution only, never public)
│   ├── vmw.internal.agency.gov     (VMware VCF on-premises workloads)
│   ├── azure.internal.agency.gov   (Azure Government private endpoints, Arc-enrolled servers)
│   ├── aws.internal.agency.gov     (AWS GovCloud VPC workloads)
│   └── oci.internal.agency.gov     (Oracle OCI / OPM HRIT resources)
├── api.agency.gov                   (backend services — split-view or public)
│   ├── prod.api.agency.gov
│   └── staging.api.agency.gov
├── auth.agency.gov                  (Entra ID, SAML, OIDC endpoints)
├── vc.agency.gov                    (video conferencing — Pexip, Teams Connector)
├── mgmt.agency.gov                  (Azure Arc, Intune enrollment, management plane)
└── mon.agency.gov                   (monitoring — ThousandEyes, Azure Monitor)
} as root with five functional first-level subdomains: internal (split-view, green), api, auth, vc (blue), and mgmt (orange, admin-only). Each L1 zone shows its wildcard cert scope, DNS view assignment, and RPZ policy. Sub-zone pills under internal show cloud platforms vmw/azure/aws/oci; under api show env tiers prod/staging; under vc show geographic nodes us-east and teamsconn.” width=“100%”}
Depth guideline: Prefer three labels or fewer. prod.api.agency.gov is preferable to us-east.prod.api.agency.gov unless geography carries an independent operational meaning (separate certificate, separate RPZ policy, separate routing). Each additional label multiplies certificate scope complexity and diagnostic friction.
Wildcard Certificate Alignment
The namespace structure directly determines certificate coverage. Each functional subdomain enables one wildcard covering all workloads in that function:
Wildcard certificate scope by namespace level
	Wildcard
	Covers
	Does Not Cover

	*.agency.gov
	api.agency.gov, vc.agency.gov, auth.agency.gov
	prod.api.agency.gov, us-east.vc.agency.gov

	*.api.agency.gov
	prod.api.agency.gov, staging.api.agency.gov
	deeper labels

	*.internal.agency.gov
	vmw.internal.agency.gov, azure.internal.agency.gov
	deeper labels

	*.vc.agency.gov
	all video conferencing endpoints
	deeper labels


The certificate lifecycle described in [Section -@sec-certs] — SCEP enrollment triggered by InfoBlox IP host record creation — follows this wildcard boundary. When a new workload provisions in azure.internal.agency.gov, InfoBlox creates the DNS record and triggers SCEP enrollment against the Azure GCC private CA, issuing a certificate with a SAN valid under *.azure.internal.agency.gov. The namespace zone determines the CA path; no per-workload certificate configuration is required.
Split-Horizon DNS — InfoBlox View Configuration
Split-horizon DNS configures InfoBlox to return different answers to the same query depending on the requestor’s source network. Internal Agency users receive private IP addresses; external internet requestors receive public IPs or NXDOMAIN for private-only zones. The application FQDN is identical in both cases — the split is enforced at the InfoBlox view layer, transparent to clients.
InfoBlox DNS views for Agency’s four-environment topology:
InfoBlox DNS view configuration for Agency
	View
	Source Networks
	Zones Served
	Private IPs Exposed

	internal-view
	10.0.0.0/8, VPN pool CIDRs
	internal.agency.gov, agency.gov (private records)
	Yes

	cloud-internal-view
	Azure VNet CIDRs, AWS VPC CIDRs, OCI VCN CIDRs
	*.internal.agency.gov, conditional forwarders to cloud-native DNS
	Yes

	external-view
	All other sources (internet)
	agency.gov public records only, DNSSEC-signed
	No


The internal.agency.gov zone exists only in the internal-view. A request from an internet source hits the external-view, which has no internal.agency.gov zone — the response is NXDOMAIN. Private IP space never appears in the external view.
Integration with cloud-native DNS: Azure Private DNS Zones (e.g., privatelink.database.windows.net for SQL managed instances) are reachable from on-premises via conditional forwarders in InfoBlox — queries for *.privatelink.database.windows.net are forwarded to the Azure Private DNS Resolver inbound endpoint in Agency’s Azure VNet. AWS Route 53 Resolver inbound endpoints serve the same function for GovCloud VPC private zones. Legacy Active Directory DNS servers forward queries for modern subdomains (api.agency.gov, vc.agency.gov) to InfoBlox via stub zones — AD DNS remains authoritative only for Kerberos and LDAP SRV records.
M365 GCC boundary enforcement via split-horizon: The external-view resolves M365 endpoints to public Microsoft IPs. The internal-view enforces the M365 GCC allow-list via RPZ — clients inside Agency’s network that resolve a Microsoft endpoint not on the current GCC allow-list receive an RPZ block response before any TCP connection is attempted. The split-horizon view is the enforcement boundary; the allow-list is the policy.
IaC and Automation Integration
The InfoBlox Terraform provider (infoblox/infoblox) manages zones, records, and views as infrastructure-as-code. All zone creation and delegation follows the same GitOps pipeline as Agency’s cloud infrastructure.
# Functional zone for video conferencing — delegated with RBAC to AV team
resource "infoblox_zone_auth" "vc_zone" {
  fqdn    = "vc.agency.gov"
  view    = "external"
  comment = "Pexip and Teams Connector endpoints"
}

# Blue/green Teams Connector — low TTL for fast cutover
resource "infoblox_cname_record" "teamsconn_active" {
  alias     = "teamsconn.vc.agency.gov"
  canonical = "blue.teamsconn.vc.agency.gov"  # swap to green.teamsconn.vc.agency.gov for cutover
  view      = "internal-view"
  ttl       = 60
}
vDiscovery naming templates: InfoBlox vDiscovery continuously scans all four cloud environments and auto-populates DNS records and IPAM entries. The naming template determines which zone receives the auto-populated record:
vDiscovery naming templates by cloud platform
	Platform
	vDiscovery Template
	Zone

	VMware vSphere
	{vm_name}.vmw.internal.agency.gov
	vmw.internal.agency.gov

	Azure Government
	{resource_name}.azure.internal.agency.gov
	azure.internal.agency.gov

	AWS GovCloud
	{instance_name}.aws.internal.agency.gov
	aws.internal.agency.gov

	Oracle OCI
	{instance_name}.oci.internal.agency.gov
	oci.internal.agency.gov


When a new VM provisions in any environment, InfoBlox creates the DNS record in the correct zone, allocates the IPAM entry in the correct Network View, and triggers SCEP enrollment in the correct CA — all from the zone the record belongs to. The namespace is the configuration.
Kubernetes external-dns: For Kubernetes workloads on any platform, the external-dns controller creates and removes InfoBlox DNS records as services come and go. A Service annotated with external-dns.alpha.kubernetes.io/hostname: payments.api.agency.gov results in an A record in prod.api.agency.gov pointing to the load balancer IP — created on Service creation, removed on Service deletion, with no manual DNS management required.
RPZ Policy Scoping by Subdomain
DNS Firewall RPZ policies in InfoBlox attach at the zone level. The subdomain structure determines the security policy granularity:
RPZ policy attachment by subdomain zone
	Zone
	RPZ Policy

	agency.gov external view
	CISA threat intelligence feed + M365 GCC allow-list

	vc.agency.gov
	SIP/H.323 federation allow-list; block unapproved conferencing endpoints

	internal.agency.gov
	Internal-only flag — NXDOMAIN for any external resolution attempt

	mgmt.agency.gov
	Strict: allow-list of management-plane destinations only; block all others


A query resolving through mgmt.agency.gov that does not match the management-plane allow-list returns an RPZ NXDOMAIN before any TCP connection is attempted. The subdomain boundary is the security boundary — without it, RPZ policy must be applied at the individual record level, which is operationally unmanageable at scale.
Additional NIST Controls from Namespace Design
The subdomain strategy adds one new control — AC-4 — to the NIST mapping in [Section -@sec-nist] and deepens two rows already present there (SC-22 and SA-9):
Additional controls from subdomain namespace design
	Control
	Title
	Contribution

	SC-22
	Architecture and Provisioning for Name/Address Resolution Service
	Zone hierarchy with delegated authority and view separation enforcing internal/external boundary

	AC-4
	Information Flow Enforcement
	Internal views prevent DNS resolution from cloud environments to unapproved external destinations; RPZ at zone level enforces M365 GCC allow-list

	SA-9
	External System Services
	Conditional forwarders to Azure Private DNS Resolver and AWS Route 53 Resolver are documented zone-level dependencies with per-forwarder audit trail



DNS-Based Traffic Steering as a DDI Function
Global server load balancing has always been a DNS function wearing an appliance badge. When a hardware GSLB appliance decides which data center or cloud region answers a user’s request, the mechanism it uses is a DNS response: the appliance acts as an authoritative name server that answers the same query differently depending on endpoint health, requestor topology, and policy weight. Strip away the chassis, and what remains is health-checked, policy-driven authoritative DNS — a control-plane function of the naming and addressing layer, not a data-plane function of any appliance tier.
}; InfoBlox DTC at center checking ICMP/TCP/HTTPS health monitors against three endpoint pools on the right: On-Premises (healthy, priority 1), AWS GovCloud (healthy, priority 2), and Azure Government (unhealthy, excluded from answer set). The DNS response returns the IP of the highest-priority healthy pool member.” width=“100%”}
Modern DDI platforms implement this function natively. InfoBlox DNS Traffic Control (DTC) attaches health monitors (ICMP, TCP, HTTP/S) to pools of service endpoints and computes each A/AAAA response at query time from pool member health, topology rules, and weighted ratios — a degraded endpoint simply stops appearing in answers, within one TTL, with no traffic ever passing through the Grid Member. The cloud providers expose the same function as DNS routing policy: Route 53 weighted, latency-based, geolocation, and failover routing policies; Azure Traffic Manager profiles; OCI Traffic Management steering policies. In every case the steering decision executes in the resolution path, and the “load balancer” is the answer itself.
This matters to the landing zone because the hardware application-delivery tier is dissolving, and its two halves land in two different places. The local half — reverse proxy, TLS offload, per-request distribution — dissolves into cloud-native delivery services provisioned in the landing zone (Azure Application Gateway and Front Door, AWS ALB/NLB, OCI Load Balancer), deployed per workload through the same IaC pipeline as everything else in this document. The global half — steering users between sites, regions, and clouds — dissolves into the DNS control plane this book builds. Neither half survives as an appliance tier to migrate; the forty-year history of how that tier accumulated, and why SD-WAN retires the WAN edge rather than replacing the load balancer, is told in Vol I Book 05.
Because global steering is DNS, every property this document establishes for the DDI plane applies to it automatically. Steering responses are served from zones the Grid signs, so DNSSEC covers the steering answer (SC-20). Steering configuration is managed as code through the same Terraform provider that manages zones and records (CM-2). Every steering decision is a logged DNS response in the unified syslog stream — a regional failover event is not an invisible appliance state change but an auditable sequence of answer changes with timestamps (AU-12, CA-7). And split-horizon views scope steering policy exactly as they scope every other record: internal requestors can be steered to private endpoints while external requestors are steered across public ones, from the same LBDN object.
The practical consequence for the buildout roadmap: when application teams ask where global traffic steering lives in the target architecture, the answer is not “procure a GSLB replacement.” The answer is that the capability is already present in the DDI layer deployed in Phases 1–4 — it is a policy configuration on the naming plane, inheriting the DNSSEC, IaC, and audit posture the landing zone already established.

NIST SP 800-53 Rev 5 Control Mapping
The following table maps InfoBlox DDI landing zone capabilities to specific NIST SP 800-53 Rev 5 controls. A single InfoBlox deployment provides evidence across 15 control rows covering 17 distinct NIST SP 800-53 Rev 5 controls that would otherwise require separate evidence collection from four separate platforms.
NIST SP 800-53 Rev 5 Control Coverage
	Control
	What InfoBlox DDI Provides
	Evidence Artifact
	Satisfies

	SC-20
	DNSSEC signing of all DNS zones including internal SDN segments
	DNSSEC key log; DS record at .gov registrar
	SC-20

	SC-21
	Recursive DNSSEC validation on all Grid Members; RPZ with CISA Protective DNS feed
	RPZ hit log → SIEM; validation failure alert
	SC-21

	SC-22
	Network Insight auto-generates DDI topology; Grid Master-to-Member map
	Network Insight export; SSP Appendix J
	SC-22

	SC-7
	RPZ enforces domain-level egress blocking across all four SDN environments; DNS exfiltration detection
	RPZ block rate dashboard; exfil alert config
	SC-7, SC-7(7)

	SC-8
	mTLS between workloads via certificate-to-IP binding; SCEP/EST enrollment before service traffic
	Certificate Tracker report; mTLS config
	SC-8, SC-8(1)

	CM-8
	Every IP host record = CM-8 inventory item; SDN connector enriches with VM name, OS, owner, cloud region
	IP host record export to ServiceNow CMDB
	CM-8, CM-8(1)

	CM-2
	IaC integration creates IP+DNS+cert records atomically and destroys them on decommission
	Terraform state; IP lifecycle audit log
	CM-2, CM-6

	SA-9
	External DNS registered as governed external services; all forwarded queries logged; OPM HRIT documented
	Forwarder config export; SSP SA-9 table
	SA-9

	IA-5(2)
	Certificate Tracker links cert thumbprint+expiry+issuer to IP host record; ADCS/Key Vault/ACM/OCI cert metadata
	Cert inventory report; expiry alert log
	IA-5(2)

	IA-9
	Every SDN workload receives a certificate via SCEP/EST automation at provisioning time
	SCEP enrollment log; cert-to-IP binding report
	IA-9

	AU-2
	DNS query events, DHCP lease events, IP allocation events, and cert enrollment events defined and logged
	SIEM event catalog; AU-2 event list
	AU-2

	AU-12
	Single syslog stream from all Grid Members across all four SDN environments; RFC 5424 format; 3-year retention
	SIEM dashboards; retention policy
	AU-12

	IR-4
	RPZ block events auto-generate SIEM IR tickets; DNSSEC failure triggers SOC alerts; DNS exfil detection
	IR playbook; RPZ alert→ticket pipeline
	IR-4, IR-5

	SI-3
	DNS-layer malware blocking via RPZ prevents resolution of C2 domains, ransomware, phishing
	RPZ block count by threat category
	SI-3

	PL-8
	Unified DDI architecture in SSP; InfoBlox FedRAMP ATO cited as inherited control for DDI layer
	SSP Section 13 architecture narrative
	PL-8


Closure Necessity — SC-20 / SC-21 (authoritative DNS). SC-20 requires the system to provide origin authentication and integrity verification artifacts with authoritative name resolution responses; SC-21 requires requesting systems to perform validation on the responses they receive. Both controls presuppose an authoritative naming plane, because there is nothing else that can close them: you cannot attest authoritative name resolution without an authoritative resolver. (SC-22 — the fault-tolerant, role-separated resolution architecture — is closed by the same Grid, but its closure-necessity anchor is registered for the cross-cloud build-out in Vol VIII rather than here.) No scanner creates a source of truth — a scanner, a compliance dashboard, or a conformance tool can only measure drift from a source of truth that must already exist. The DNSSEC-signed, view-separated Grid described in this document is not one implementation option among several; it is the class of mechanism these controls name.

CISA Zero Trust Maturity Model v2.0 Alignment
CISA’s Zero Trust Maturity Model v2.0 (April 2023) defines five pillars and three cross-cutting capabilities across four maturity stages: Traditional → Initial → Advanced → Optimal.
} at Advanced maturity through DNSSEC, certificate-to-IP binding, IaC automation, and unified syslog. FedRAMP 20x: Advanced equals AO-signable posture, mandatory January 1 2027.” width=“100%”}
Networks Pillar (Deepest Alignment)
CISA Zero Trust Networks Pillar Alignment
	CISA ZT Network Requirement
	InfoBlox DDI Implementation
	ZT Maturity Level

	Encrypt DNS traffic (DoH/DoT)
	Grid Members support DoH/DoT for client queries; DNSSEC validates response integrity end-to-end
	Advanced → Optimal

	Implement Protective DNS
	RPZ with CISA Protective DNS feed + TIDE commercial threat intel; blocks C2, phishing, DNS tunneling across all SDN environments
	Initial → Advanced

	DNS visibility for all workloads
	Unified syslog from all Grid Members; every DNS query logged with client IP, query name, response, latency
	Initial → Advanced

	IPAM as segmentation enforcement
	Network Views enforce CIDR segregation; IaC cannot allocate overlapping CIDRs; segment-level records map to NSX-T security groups and Azure NSGs
	Advanced

	SDN micro-segmentation integration
	NSX-T security groups can reference InfoBlox IPAM tags (workload classification, owner) as dynamic membership criteria
	Advanced → Optimal

	Certificate-based network authentication
	Certificate Tracker ensures every IP host record has a bound certificate; IP reputation replaced by certificate identity
	Advanced → Optimal


Identity Pillar (Network-Layer Support)
InfoBlox supports the Identity pillar through certificate lifecycle management — the mechanism by which workload identity is established at the network layer:
· SCEP/EST automation issues certificates to every new workload at provisioning time, establishing machine identity before the first connection
· Certificate-to-IP binding enables network devices to verify workload identity from the DNS/IPAM layer without agent deployment
· Certificate expiry alerting prevents identity credential expiration — a common cause of authentication outages
Cross-Cutting: Visibility and Analytics
InfoBlox contributes three telemetry streams to CISA’s Visibility and Analytics capability:
· DNS query telemetry: every DNS resolution event from every SDN workload, with client IP, query type, response, latency, and RPZ action
· DHCP/IP event telemetry: every IP allocation, renewal, and release with device metadata
· Certificate telemetry: every expiry warning and enrollment event
All three streams flow to the SIEM in consistent syslog format — enabling correlation across DNS, IP, and certificate events that individually appear innocuous but together may indicate lateral movement or data exfiltration.
Cross-Cutting: Automation and Orchestration
InfoBlox’s IaC integrations directly enable the CISA Automation and Orchestration capability:
· Network resource provisioning (IP, DNS, cert) is automated in IaC pipelines — no manual steps that bypass policy
· VCF 9.1 native InfoBlox integration automates DDI for VMware workloads from day one
· RPZ updates are automated from threat intelligence feeds — human review required only for false positive exceptions

FedRAMP Boundary Enforcement
InfoBlox DDI enforces the FedRAMP authorization boundary at three layers simultaneously:
Layer 1 — IP inventory feeds the boundary and asset documentation. A FedRAMP authorization boundary is defined by its components, services, interconnections, and data flows — not by IP address ranges (SaaS components and external services inside the boundary hold no agency IP). What InfoBlox IPAM provides is the authoritative record of every agency-addressed asset inside the boundary: the CM-8 IP/asset inventory export is a primary input to the boundary’s component inventory and network diagram, reconciled against the service and interconnection catalog rather than standing in for it.
Closure Necessity — CM-8 (system component inventory). CM-8 requires an inventory that accurately reflects the system and includes all components within its boundary. You cannot inventory what you cannot enumerate — and the only layer that observes every component at the moment it joins the network is the addressing plane, because every component must take an address before it can do anything else. Discovery scanners enumerate what answered a probe during a scan window; an IPAM database enumerates what was allocated, which is the population the scanner’s results must be reconciled against. Without the enumeration substrate, a scan result is a sample with no denominator. DHCP fingerprinting extends the same substrate downward to device identity at the moment of lease — the port-level device inventory built on it is the subject of Vol I Book 02.
Layer 2 — DNS = Boundary Enforcement at Egress. Every DNS query from every workload passes through the InfoBlox Grid Member (because all VPC/VNet/NSX-T DHCP Options point to it). InfoBlox enforces:
· RPZ blocks commercial M365 endpoints (prevents FedRAMP data reaching non-GCC Microsoft infrastructure)
· RPZ blocks non-FedRAMP SaaS FQDNs (prevents workloads from reaching unauthorized cloud services)
· Conditional forwarders for external services generate the SA-9 documentation automatically
· DNSSEC validation required — DNS spoofing that could redirect traffic outside the boundary is rejected
· Query logging for all workloads — AU-12 evidence: every external communication visible in DNS logs
Layer 3 — Certificate Binding = Boundary Identity. Only IP host records within the InfoBlox IPAM database can receive certificates via SCEP/EST enrollment automation. Certificate possession = boundary membership — a powerful assertion for boundary documentation and IA-9 satisfaction.

FedRAMP Moderate and FedRAMP 20x Controls
FedRAMP Moderate: The Evidence Package
InfoBlox DDI produces a complete evidence package for FedRAMP Moderate annual assessments without manual evidence collection:
FedRAMP Moderate Evidence Package
	Control Family
	Evidence Source
	Format
	Collection

	SC-20 / SC-21
	InfoBlox DNSSEC key rotation log; RPZ hit log
	Grid audit log export
	Automated

	CM-8
	InfoBlox IP host record database
	CSV / ServiceNow CMDB sync
	API export on demand

	IA-5(2)
	InfoBlox Certificate Tracker
	Certificate inventory report
	API export on demand

	AU-2 / AU-12
	SIEM fed by InfoBlox syslog stream
	SIEM query results
	Pre-built SIEM dashboards

	IR-4
	SIEM IR playbook execution logs; RPZ alert ticket history
	ServiceNow tickets
	ITSM integration

	SA-9
	InfoBlox External DNS Server config; SSP SA-9 table
	InfoBlox config export
	Grid config snapshot

	SC-22
	InfoBlox Network Insight topology report
	PDF / JSON topology export
	Network Insight scheduler


FedRAMP 20x: Automated KSI Enforcement
FedRAMP published its Consolidated Rules for 2026 on June 25, 2026, establishing a single stable ruleset that supersedes the 20x pilot framework. Three classification tiers replace the single 20x path: Class A (simplest CSPs, opens August 3, 2026), Class B and Class C (open August 31, 2026). The Consolidated Rules become mandatory for all certified systems on January 1, 2027. New Rev5 certifications will no longer be accepted after June 11, 2027. Machine-readable rules are published in JSON format via GitHub, enabling AI agent integration and automated compliance verification.
For Agency’s multi-environment landing zone, InfoBlox DDI is well-positioned for the Class B or Class C pathway given its multi-cloud scope. The WAPI REST interface delivers structured JSON evidence for every KSI — no manual assembly required.
FedRAMP 20x replaces periodic evidence collection with continuously-verified Key Security Indicators enforced by infrastructure-as-code guardrails:
FedRAMP 20x KSI Automation
	KSI-supporting capability
	InfoBlox Enforcement
	Automated?

	All DNS traffic encrypted or integrity-protected
	DNSSEC on all zones; DoH/DoT endpoint on Grid Members
	Yes — Grid policy

	Protective DNS for all workloads
	Grid Member = resolver for all VPC/VNet DHCP options; RPZ active
	Yes — DHCP Options + RPZ

	IP address inventory current and complete
	API connectors sync in near-real-time; CM-8 report on demand
	Yes — API connectors

	No CIDR overlap between environments
	Terraform InfoBlox provider blocks overlapping allocation at request time
	Yes — Terraform

	Certificate expiry monitored and auto-renewed
	Certificate Tracker 90/30/7-day alerts; SCEP/EST auto-renewal workflow
	Yes — Certificate Tracker

	Every workload has machine identity (cert)
	SCEP/EST enrollment triggered at IP host record creation
	Yes — Auto-enrollment

	DNS change events auditable
	All DNS/DHCP/IP changes logged; syslog to SIEM in real time
	Yes — Syslog + SIEM


FedRAMP 20x Positioning: InfoBlox DDI positions Agency ahead of the FedRAMP 20x transition. The machine-readable IP inventory (WAPI), automated KSI enforcement via IaC, and real-time SIEM integration align directly with FedRAMP 20x’s shift from periodic assessment to continuous automated verification.

Inter-Agency SaaS Integration: The OPM HRIT Template
OPM HRIT on OCI is the first of many federal inter-agency SaaS integrations. OPM, Agency, DHS, IRS, and VA are all moving shared services to cloud-hosted SaaS platforms. The pattern repeats every time:
1. Agency A moves a shared service to cloud SaaS (OPM HRIT → OCI)
1. Agency B (Agency) becomes an API consumer of that SaaS
1. Agency B has no visibility into Agency A’s certificate rotation, endpoint changes, or IP range changes
1. InfoBlox gives Agency B the monitoring layer it needs — from Agency’s side, without requiring access to the partner agency’s cloud
InfoBlox’s inter-agency integration toolkit:
· Conditional DNS forwarders — always know where the service resolves, even when the partner agency changes DNS
· Certificate Tracker endpoint polling — always know when the partner’s TLS cert will expire
· External host records — always document the partner’s IP ranges for SA-9 without API access to their cloud
· RPZ passthrough entries — ensure InfoBlox RPZ does not block the inter-agency API calls
· Sentinel alerts — detect if the inter-agency connection’s certificate has changed unexpectedly (potential MITM)

System Component Inventory — IPAM, CMDB, and the CM-8 Gap
IPAM Is Not an Asset Manager
InfoBlox IPAM is the network-layer addressing authority: every IP allocation, every DNS hostname, every DHCP lease, every machine certificate binding — from this plane’s point of view. It sees every device that has an IP address. It does not see:
· What software is installed on a device
· Whether a device’s OS is patched
· The organizational owner or data classification of a workload
· The FedRAMP boundary membership of an asset
· Relationships between assets (which application runs on which server, which server supports which system)
· Non-IP assets (smart cards, HSMs, air-gapped devices, physical media)
NIST SP 800-53 CM-8 (System Component Inventory) requires an inventory that includes hardware, software, firmware, and system interconnections — not just IP address records. InfoBlox satisfies the addressing dimension of CM-8; it does not satisfy the full control without a complementary CMDB.
Agency currently operates four asset management surfaces with no unified coordinator:
	Surface
	Scope
	What It Misses

	Microsoft Intune
	Windows, macOS, iOS, Android managed endpoints
	AWS EC2, OCI workloads, non-enrolled VMware VMs, network devices, IoT

	Azure Arc (servers)
	Windows Server + Linux on any cloud/on-prem — Arc-enrolled only
	Workloads not explicitly Arc-onboarded; OCI-native resources; non-server assets

	AWS Systems Manager (SSM)
	AWS EC2 instances (agent-installed)
	Azure, OCI, on-prem VMs; endpoint devices; network gear

	VMware vCenter
	On-premises VMware VMs and ESXi hosts
	Cloud-native workloads; endpoints; network devices


InfoBlox IPAM bridges these surfaces at the IP layer — every asset managed by any of the four platforms above will have a DHCP/DNS record in InfoBlox. But correlating IP records to organizational ownership, FedRAMP boundary membership, patch state, and software inventory requires a platform above the addressing layer.
Open Decision — Asset Manager / CMDB Platform
Agency has not yet selected a unified Asset Manager / CMDB for cross-platform inventory coordination. This decision must be made by the CIO Office with OIS input — it is architecturally significant (determines the CM-8 evidence strategy) and has procurement implications. The requirements below define what the selected platform must satisfy. Specific product selection is pending agency review.

Requirements for the Asset Manager / CMDB
The following requirements must be satisfied by whichever platform Agency selects. Requirements are grouped by compliance driver. All requirements must be satisfied regardless of product selection.
Asset Manager / CMDB Requirements
	ID
	Requirement
	Control
	Priority

	R-01
	Cross-platform automated discovery — must ingest asset records from Intune, Azure Arc, AWS Systems Manager, OCI Management Agent, VMware vCenter, InfoBlox IPAM, and network device management platforms without manual data entry
	CM-8
	Must

	R-02
	IP/IPAM correlation — every asset record must link to an InfoBlox IPAM record; the IP address, DNS FQDN, and DHCP lease state from InfoBlox are the authoritative network-layer identity for each asset
	CM-8, SC-22
	Must

	R-03
	Machine certificate binding — asset records must carry the machine certificate thumbprint and expiry for managed devices, populated from Intune SCEP enrollment (endpoint devices) and from InfoBlox Certificate Tracker (workloads)
	IA-5, SC-12, SC-17
	Must

	R-04
	FedRAMP boundary classification — each asset record must carry environment tag (AWS GovCloud, Azure Government, OCI, on-prem VMware) and FedRAMP system boundary membership; assets in-boundary vs. out-of-boundary must be queryable
	CM-8, CA-3
	Must

	R-05
	Component owner assignment — each asset must be assignable to a CIO Component owner; Component owners have read/write access scoped to their own assets and read-only access to nothing beyond their scope
	CM-8, AC-3, AC-6
	Must

	R-06
	Audit trail for asset record changes — every discovery-driven or manual change to an asset record must produce a log entry with timestamp, change source, before/after state, and actor identity; logs must feed the SIEM
	AU-3, AU-12, CM-8(1)
	Must

	R-07
	Network device coverage — must discover and maintain records for switches, routers, firewalls, load balancers, and wireless access points via SNMP, NetFlow, REST, or CDP/LLDP
	CM-8
	Must

	R-08
	Unmanaged / IoT / OT device visibility — devices identified by MAC address and DHCP fingerprint in InfoBlox that have no MDM enrollment must appear in the inventory as “unmanaged — device class: [fingerprint]”; these are CM-8 scope items even if they cannot be fully managed
	CM-8, IA-3
	Must

	R-09
	Software inventory per managed asset — installed software, version, and patch state linked to the asset record for all Intune-managed and Arc-enrolled assets
	CM-8(1)
	Should

	R-10
	Deduplication across sources — when Intune, Arc, AWS SSM, and InfoBlox all report the same physical or virtual asset, the platform must produce a single normalized canonical record, not four separate entries
	CM-8
	Must

	R-11
	FedRAMP Moderate or High authorization — the platform must carry its own FedRAMP ATO at Moderate or High impact, or be deployed within Agency’s own FedRAMP boundary with appropriate documentation
	FedRAMP
	Must

	R-12
	SIEM integration — must export asset inventory and change events to the SIEM (Vol III Book 06, SIEM/XDR Detection) for enrichment of security alerts with asset context
	SI-4, CA-7
	Must

	R-13
	ConMon evidence generation — must produce CM-8-compliant inventory exports (OSCAL format preferred) for the ConMon pipeline (Vol IV Book 06, Authorization Package & ConMon)
	CA-7
	Must

	R-14
	API-first — all discovery, query, and reporting functions must be available via documented REST API for integration with the IaC pipeline and ConMon toolchain
	CM-8
	Should

	R-15
	Lifecycle tracking — asset records must carry lifecycle state (provisioning / active / decommissioning / retired) and must support automated decommission notification from InfoBlox (DHCP lease release triggers review)
	CM-8(1)
	Should



FedRAMP-Authorized Product Candidates
The following platforms have federal government deployments and FedRAMP authorization status relevant to this requirement. Agency must verify current FedRAMP Marketplace listings at time of procurement — authorization status changes and this list reflects a point-in-time assessment. No selection is made here; this is a landscape to inform the CIO Office’s evaluation.
FedRAMP-Authorized Asset Manager Candidates (verify FedRAMP Marketplace at time of procurement — status changes)
	Platform
	FedRAMP Status
	Primary Strength
	Key Gap for Agency
	Requirements Met

	ServiceNow Now Platform (ITOM + CMDB)
	FedRAMP High — ServiceNow Government Cloud (High authorization encompasses the Moderate baseline this series targets; see Vol 0 Book 01 Questionnaire §product-status SSOT and Vol VII Book 00 boundary-treatment subsection). Verify on FedRAMP Marketplace at procurement
	Broadest CMDB capability; native Discovery across cloud APIs, VMware, network, and MDM; widely deployed across federal civilian agencies; full lifecycle, ownership, and relationship tracking
	High cost; complexity of implementation; Discovery requires agent or network-based scanning agents in each environment
	R-01 through R-15 (all, with proper configuration)

	Axonius Cybersecurity Asset Management
	FedRAMP authorization — verify current status on FedRAMP Marketplace
	Purpose-built for exactly this problem: correlates 800+ adapters (Intune, Arc, AWS SSM, OCI, VMware, InfoBlox, Qualys, Tenable) into a single deduplicated asset record; no agents required; fastest time-to-value for cross-platform correlation
	Less mature CMDB lifecycle and change management than ServiceNow; ITSM integration requires connector work
	R-01, R-02, R-03, R-05, R-06, R-08, R-10, R-11, R-12, R-14

	Qualys Global Asset Inventory (GAI) / VMDR
	FedRAMP Moderate (JAB P-ATO)
	Strong cloud connector coverage (AWS, Azure, GCP); vulnerability context tied to asset record; agentless cloud scanning
	Weaker normalization across MDM (Intune) and IPAM sources; primarily vulnerability-centric rather than CMDB-centric; limited certificate tracking
	R-01 (partial), R-04, R-06, R-08, R-09, R-11

	Tenable.sc (Security Center)
	FedRAMP Moderate (JAB P-ATO)
	Deep vulnerability and asset discovery; strong network device and IoT/OT coverage via passive network analysis (Nessus Network Monitor); widely deployed in federal agencies
	Not a CMDB — does not support organizational ownership hierarchy, lifecycle tracking, or ITSM-style asset management; certificate tracking limited
	R-01 (partial), R-06, R-07, R-08, R-09

	Microsoft Defender for Cloud (GCC High)
	FedRAMP High (as part of Microsoft GCC High)
	Native integration with Azure Arc, Intune, Defender for Endpoint; cloud security posture management for Azure, AWS, GCP; no additional procurement for Microsoft-licensed agencies
	Limited coverage of OCI, VMware non-Arc, network devices; not a general-purpose CMDB; strong for Microsoft estate, weak outside it
	R-01 (partial — Microsoft scope), R-04, R-06, R-11

	AWS Config + Systems Manager Inventory
	FedRAMP High (AWS GovCloud)
	Native AWS asset inventory; configuration history; Config Rules for compliance; no additional cost beyond AWS usage
	AWS-only — no coverage for Azure, OCI, on-prem, or endpoint devices; cannot serve as the unified cross-environment coordinator
	R-01 (AWS scope only), R-04, R-06, R-14

	Ivanti Neurons for ITSM + Asset Management
	FedRAMP Moderate (verify current status on FedRAMP Marketplace)
	Comprehensive ITSM + CMDB + discovery; strong on endpoint asset management and patch management; federal deployments
	Less cloud-native than ServiceNow for multi-cloud asset correlation; verify current FedRAMP scope and boundary
	R-01 (partial), R-05, R-06, R-09, R-10, R-15


Recommended Evaluation Approach
Agency should evaluate candidates against requirements R-01 through R-15 in a structured proof-of-concept across three specific scenarios:
1. Correlation test — take a single managed Windows laptop; confirm that the candidate platform produces one deduplicated asset record that includes the Intune MDM record, the InfoBlox DHCP record, the machine certificate from Intune SCEP, and the DNS FQDN. This is R-01, R-02, R-03, and R-10 simultaneously.
1. Unmanaged device test — connect an IoT device (or a device not enrolled in Intune) to a NAC-controlled port; confirm that the device appears in the inventory within one DHCP lease cycle as an unmanaged asset with InfoBlox DHCP fingerprint data. This is R-08.
1. Component owner scoping test — create two CIO Component owners in the candidate platform; confirm that each owner sees only their assigned assets and cannot access the other’s records. This is R-05.
Until a platform is selected and deployed, InfoBlox IPAM serves as the best-available addressing proxy for CM-8 — every in-scope IP address is documented, every DNS hostname is authoritative, and DHCP fingerprinting provides unmanaged device classification. This is not a full CM-8 closure; it is the network-layer foundation on which the CMDB will be built.

Architecture Summary
Full Landing Zone Architecture Summary
	Layer
	On-Premises VMware
	Azure Government
	AWS GovCloud
	Oracle OCI (OPM)
	InfoBlox Role

	IP Assignment
	NSX-T DHCP Profiles (VCF 9.1)
	Azure fabric / ARM API
	VPC DHCP Options / Nitro
	OCI VNIC / 169.254.169.254
	IPAM SSOT via connectors

	DNS Resolver
	Grid Member (replaces AD DNS)
	Azure DNS Private Resolver → Grid
	VPC DHCP Options → Grid
	OCI resolver → Grid forwarder
	Unified recursive + DNSSEC

	DNS Authority
	Grid Master (agency.gov)
	Grid Member + Azure Private DNS
	Grid Member + Route 53 private
	Grid forwarder + OCI DNS
	Grid Master as SSOT

	DHCP
	InfoBlox Grid DHCP (HA pair)
	Azure fabric (no Grid DHCP)
	AWS VPC DHCP
	OCI DHCP
	On-prem native; cloud via API

	IPAM
	On-Premises Network View
	Azure-GCC Network View
	AWS-GovCloud Network View
	OCI-OPM Network View (RO)
	Single DB, 4 Network Views

	Certificates
	ADCS via SCEP/EST
	Azure Key Vault; ARM API polling
	ACM Private CA; validation CNAMEs
	OCI Certs (OPM); cert polling
	Certificate Tracker

	Threat / RPZ
	RPZ on Grid Members; TIDE + CISA
	RPZ on Azure Grid Member
	RPZ on AWS Grid Member
	Grid forwarder RPZ
	Single policy, all environments

	Audit / SIEM
	Syslog from Grid Members
	Syslog from Azure Grid Member
	Syslog from AWS Grid Member
	Syslog from Grid forwarder
	One syslog stream

	FedRAMP Controls
	SC-20/21, CM-8, AU-12, IR-4
	SC-20/21, SA-9, IA-5(2), CM-8
	SC-20/21, SA-9, IA-5(2), CM-8
	SA-9, IA-5(2)
	Single evidence source



Recommended Buildout Roadmap
Each phase produces immediately usable compliance evidence and security value — there is no ‘big bang’ dependency before the first phase delivers results.
Phase 0 — Procurement and Architecture (Month 1)
· Path A: procure the InfoBlox cloud-managed offering (Infoblox Government Cloud) via AWS GovCloud Marketplace against existing EA (no new IDIQ); Path B: procure NIOS via GSA Schedule GS-35F or agency IDIQ
· Reference FedRAMP Marketplace CSO FR2017257053 in procurement documentation
· Design Network View CIDR allocation plan: audit all existing IP ranges across on-prem, Azure VNet, AWS VPC, OCI VCN for overlaps
· Engage InfoBlox Professional Services for VCF 9.1 DDI integration workshop
Phase 1 — On-Premises Foundation (Months 1–3)
· Deploy Grid Master HA pair; import all AD DNS zones; enable DNSSEC for agency.gov
· Submit DS record to .gov TLD registrar (closes SC-20 gap)
· Migrate Windows Server DHCP scopes to InfoBlox Grid DHCP; enable DHCP fingerprinting (the device-identity feed that Vol I Book 02 builds the NAC device inventory on)
· Configure syslog forwarding from all Grid Members to SIEM (Splunk/Sentinel); verify AU-12 event receipt
· Deploy SCEP connector to ADCS; test automated cert enrollment from new IP host record
· Generate first CM-8 IP inventory export; reconcile against existing CMDB
Phase 2 — VMware VCF 9.1 Integration (Months 2–4)
· Update VCF to 9.1; configure VCF-A to use InfoBlox WAPI as external IPAM backend
· Update NSX-T DHCP Server Profiles to route DNS to InfoBlox Grid Member IP
· Verify NSX-T VM IP assignments appear in InfoBlox On-Premises Network View within 60 seconds
Phase 3 — Azure Government Integration (Months 3–5)
· Deploy InfoBlox Grid Member as Azure VM in Hub VNet; configure Azure DNS Private Resolver to forward to Grid Member
· Register all Azure VNet/subnet CIDRs in InfoBlox Azure-GCC Network View; enable Azure connector
· Configure Azure Key Vault Certificate Manager polling in InfoBlox Certificate Tracker
· Configure M365 GCC endpoint API polling; test RPZ passthrough and commercial M365 RPZ block
Phase 4 — AWS GovCloud Integration (Months 5–7)
· Deploy InfoBlox Grid Member as EC2 instance in Transit VPC
· Update VPC DHCP Options Sets to use Grid Member IP as domain-name-server
· Enable InfoBlox AWS connector; register all VPC CIDR allocations in AWS-GovCloud Network View
· Configure ACM DNS validation CNAME automation; test certificate issuance for an internal ALB
· Integrate InfoBlox RPZ events with AWS Security Hub findings
Phase 5 — OCI OPM HRIT Integration (Months 7–9)
· Import all known OPM HRIT service endpoint IPs and FQDNs as external host records
· Configure InfoBlox conditional forwarder for OPM HRIT FQDNs through FastConnect path
· Connect InfoBlox Certificate Tracker to OPM HRIT HTTPS endpoints; verify 90-day cert expiry alert fires
· Document OCI integration in SSP SA-9 external services table with OPM as system owner
Phase 6 — FedRAMP Continuous Monitoring (Months 9–12)
· Complete InfoBlox FedRAMP documentation in SSP; reference CSO FR2017257053 for DDI-layer control inheritance (Path A only — Path B documents NIOS as an agency-operated component)
· Configure all seven FedRAMP control evidence exports as scheduled reports
· Implement IaC Terraform pipeline: IP allocation → DNS record → SCEP cert enrollment as single atomic pipeline
· Configure FedRAMP 20x KSI automation checks (DNSSEC status, RPZ coverage, cert expiry, CIDR conflict) as CI/CD pipeline tests
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Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-15 06:26 ET
Series Context — This document is Vol I Book 02 of the Federal Compliance series. Vol I Book 01 (Cloud Landing Zone, IPAM/DDI) establishes the cloud landing zone and the authoritative naming and addressing plane — IPAM, DHCP, DNS, and certificate issuance (DDI/PKI). This part lays the device identity substrate directly on top of that plane: before any certificate is trusted, any token is minted, or any application flow is authorized, the network must be able to answer the question what is physically connected to this port? Vol I Book 03 (Certificates & Tokens) builds the cryptographic identity plane on this substrate, and every subsequent part — network modernization, telecommunications, database consolidation, privileged access, telemetry, and the authorization package — depends on the answer being enforced at the wire.
What This Document Addresses
Vol I Book 01 of this series established the naming and addressing plane: every device that joins the network receives an address from an authoritative DHCP service, a name in an authoritative DNS zone, and a record in an authoritative IPAM database. That plane can observe and record every device — but observation is not authentication. The naming and addressing plane, by itself, cannot decide whether the device should have been admitted at all.
No control laid above it answers the simpler question either: what is physically plugged into this network port?
A threat actor with physical access to a conference room, a decommissioned office wing, or an unmonitored wiring closet can connect an unauthorized device to the Agency network and begin reconnaissance, lateral movement, or data exfiltration without presenting any user identity at all. Every identity control the rest of this series builds — the certificate and token plane of Vol I Book 03, the application authentication modernization of Vol II Books 01–02 (SQL Server Authentication and Implementation), the privileged access controls of Vol III Book 01 (Privileged Access Management) — is downstream of network admission. Those controls are effective only after a device has already been granted connectivity; built on unauthenticated ports, they are built on an unverified floor.
Network Access Control (NAC) with 802.1X port-based authentication addresses this at the wire. Before a device receives an IP address and network routing, it must present a cryptographically valid machine certificate to a RADIUS server that can verify the device’s identity against the Entra ID device inventory. If the certificate is absent, expired, or does not correspond to an enrolled managed device, the port is placed into a quarantine VLAN with no access to Agency resources.
This document covers the architecture, certificate provisioning pipeline, RADIUS design, policy tier structure, InfoBlox integration, Sentinel logging, and phased implementation for 802.1X NAC across the Agency GCC Moderate boundary. It closes the IA-3 (Device Identification and Authentication) control family at the only layer where it can be closed — the point of network admission — and lays the SC-7 (Boundary Protection) and CM-8 (System Component Inventory) foundations that the books that follow across Volumes I–IV extend upward through certificates, applications, telemetry, and the authorization package.
Device Identity vs. User Identity — NAC and 802.1X operate at the device layer, prior to any user authentication event. A device that fails 802.1X admission is quarantined regardless of the user credential that would subsequently be presented. This is a complementary, not redundant, control: Zero Trust requires verifying both who is the user and what is the device, independently.
The Device Identity Gap
Why User Identity Alone Is Insufficient
The Compliance series thesis is: Physics constrains, token liberates. The parts that follow this one implement the token side — Vol I Book 03 mints the cryptographic identities, and Vol I Book 05 through Vol III Book 01 bind transport, applications, and privileged access to them, until every user and service identity assertion is backed by a cryptographic token. But a token is presented by a device, and the integrity of the token depends on the integrity of the device presenting it. That is why the device identity substrate is laid now, immediately after the naming and addressing plane, rather than at the end.
Consider the following two scenarios in the completed architecture this series builds:
Scenario A — Credential theft on a managed device. An attacker phishes a user’s FIDO2 hardware key and clones the credential. The attacker can now present a valid Entra ID token. Conditional Access evaluates device compliance — the token is presented from the attacker’s unmanaged laptop, which fails the compliant device filter. Access is denied. The user identity control and the device compliance check together stop the attack.
Scenario B — Physical port access on an uncontrolled network. An attacker connects a laptop to a wired jack in an Agency conference room. Without NAC, the switch port assigns a DHCP lease and routes traffic immediately. The attacker now has Layer 3 connectivity to Agency internal resources — without presenting any user credential at all. All user identity controls are irrelevant until the attacker chooses to attempt authentication. The window for passive reconnaissance, ARP poisoning, DNS poisoning, and lateral movement scanning is open from the moment the cable is plugged in.
NAC closes Scenario B at the port level. The attacker’s laptop presents no machine certificate, 802.1X authentication fails, and the port is placed in the quarantine VLAN. The attacker has Layer 3 connectivity to the quarantine segment only — no routing to Agency resources, no DNS resolution for internal names.
The Federal Physical Access Reality
Federal facilities operate under physical access controls — PIV badge readers, mantrap entries, visitor escort requirements. These controls are strong at building perimeters but are not equivalent to network port authentication:
· Conference rooms are routinely accessible to vendors, contractors, and visitors with valid facility badges who do not have Agency IT authorization.
· Wiring closets in older federal buildings frequently lack electronic access control distinct from the floor-level badge reader.
· Decommissioned office areas retain live switch ports until physical decommissioning is completed — often weeks to months after occupancy ends.
· Hoteling workstations in hot-desk environments have live ports by design, and the physical occupant changes daily.
· IoT and OT devices (printers, badge readers, HVAC controllers, video conferencing endpoints) connect to the same switch fabric as workstations and servers in many federal deployments.
Each of these is a live network connection with no authentication gate. NAC with 802.1X makes the authentication gate the switch port itself — independent of the physical access regime.
} IT authorization. Wiring closets: older federal buildings often lack electronic access control distinct from the floor-level badge reader. Decommissioned areas: live switch ports persist weeks to months after occupancy ends. Hoteling workstations: hot-desk ports are live by design with a different physical occupant daily. IoT/OT devices: printers, badge readers, HVAC, and video endpoints share the same switch fabric as workstations and servers. Banner: each is a live network connection with no authentication gate — NAC makes the gate the switch port itself, independent of the physical access regime. White background. Source: Vol I Book 02 NAC briefing deck, Date Code 2026-07-07 10:15 ET.” width=“100%”}
Before and After: The Structural Comparison
} resources with no authentication gate. Right panel labeled AFTER shows the same laptop initiating 802.1X EAP exchange with the switch acting as authenticator, forwarding the EAP-TLS exchange to a RADIUS server, which validates the machine certificate against Entra ID device inventory, and the switch placing the port into the appropriate VLAN — compliant, non-compliant, or quarantine — before any IP address is issued to a routable segment.” width=“100%”}
Before this document — a device connecting to any Agency switch port in a managed facility receives network access determined solely by VLAN configuration on the port. No device identity assertion is required. Physical access to the facility is the only gate.
After this document — every switch port and wireless access point requires a valid machine certificate issued to an Entra-enrolled device. Devices that cannot present a valid certificate are placed in a quarantine VLAN. Devices that present a valid certificate from a non-compliant device (patch compliance failure, AV disabled) are placed in a remediation VLAN. Only devices that are enrolled, compliant, and certificate-valid receive access to the production VLAN.
The Voice VLAN Precedent
Network Access Control did not begin with 802.1X. It began, in production networks, with a telephone.
When IP telephony arrived in the late 1990s — before IEEE 802.1X-2001 was ratified, and years before supplicant software was broadly deployable — every desk deployment faced the same problem NAC solves today: two very different device classes, a phone and a workstation, sharing the same wall jack, requiring different network segments, different QoS treatment, and different access scope. The mechanism that solved it was not an authentication protocol. It was DHCP. A phone booting on the data VLAN sent a DHCP request that declared its device class — the vendor class identifier in option 60, and a characteristic pattern of requested options. The DHCP server recognized the class and answered with vendor-specific options carrying the voice VLAN ID and the address of the configuration server. The phone released its data-VLAN lease, re-tagged its traffic onto the voice VLAN, and requested a new address there. The switch never authenticated anything; the naming and addressing plane identified the device and the network differentiated its admission accordingly.
This is the structural precedent for everything in this document. Voice VLAN steering was the earliest production case of the pattern NAC generalizes: a device asserts an identity, an authoritative service classifies it, and the network assigns it a segment scoped to its function — before the device touches any production resource. Every element of the modern NAC policy tier structure is visible in embryo: device classification (option 60 fingerprint), differentiated VLAN assignment (voice vs. data), and function-scoped access (the phone reaches call control, not file shares). The DHCP server was acting as a policy decision point a decade before that term entered the architecture vocabulary.
The precedent also carried a structural weakness, and naming it precisely is what motivates the rest of this document: DHCP option-based steering is identity by assertion, not by proof. Any device can transmit a phone’s vendor class identifier; nothing in the exchange is cryptographically verified. That is acceptable for QoS steering, where the worst case of a false claim is mis-prioritized traffic. It is not acceptable for access control, where the worst case is an unauthorized device in a production segment. 802.1X with EAP-TLS replaces the assertion with a proof — a machine certificate whose private key never leaves the device — while the assertion-based lineage survives, deliberately and in a constrained role, in two places later in this document: MAC Authentication Bypass for devices that cannot run a supplicant, and DHCP fingerprinting as the classification and anomaly-detection signal that the IPAM layer feeds back into the NAC decision. The naming and addressing plane asserted device identity first; the identity plane this book builds makes the assertion provable.
NAC Architecture — RADIUS, 802.1X, and EAP-TLS
The Authentication Stack
802.1X Network Access Control is a port-based authentication framework defined in IEEE 802.1X-2020. It introduces three roles to every network admission event:
· Supplicant — the software on the device requesting network access. On Windows, this is the built-in 802.1X supplicant configured via Intune policy. On Linux, wpa_supplicant is the standard. On macOS, the native supplicant is configured through MDM.
· Authenticator — the network device that enforces access (a managed switch or wireless access point). The authenticator does not validate credentials itself; it relays the EAP exchange between the supplicant and the authentication server and enforces the VLAN assignment returned by the authentication server.
· Authentication Server — the RADIUS server that validates the supplicant’s credentials and returns the access decision (VLAN ID, session timeout, filter rules).
The exchange protocol between supplicant and authentication server is the Extensible Authentication Protocol (EAP), carried over RADIUS between the authenticator and the authentication server.
EAP Method Selection — Why EAP-TLS for Federal
NIST SP 800-120 (Recommendation for EAP Methods Used in Wireless Network Access Authentication) and NIST SP 800-153 (Guidelines for Securing Wireless Local Area Networks) both recommend EAP-TLS as the strongest EAP method for federal environments. A mutual-certificate, FIPS-approved EAP method is not optional under FedRAMP Moderate — EAP-TLS is recommended, EAP-PEAP/EAP-TLS is acceptable, and the password-based methods below are not:
EAP Method Comparison for Federal NAC
	EAP Method
	Credential
	Server Certificate
	Client Certificate
	FIPS Approved
	Federal Suitability

	EAP-PEAP/MSCHAPv2
	Password
	Required
	Not required
	No (MSCHAPv2)
	Not acceptable — NTLM derivative

	EAP-TTLS/PAP
	Password
	Required
	Not required
	No
	Not acceptable — plaintext credential in tunnel

	EAP-PEAP/EAP-TLS
	Certificate
	Required
	Required
	Yes
	Acceptable — but EAP-TLS alone is simpler

	EAP-TLS
	Certificate
	Required
	Required
	Yes
	Recommended — mutual certificate authentication


EAP-TLS provides mutual authentication: the RADIUS server presents its certificate to the supplicant (server identity), and the supplicant presents its machine certificate to the RADIUS server (device identity). Both assertions are cryptographically verified. Neither side can be impersonated without access to the private key of the relevant certificate authority.
This matters structurally: EAP-PEAP/MSCHAPv2, used in many legacy federal wireless deployments, is vulnerable to offline dictionary attacks against captured handshakes and rogue AP attacks (a malicious AP presents a self-signed server certificate that the supplicant accepts due to misconfigured validation). EAP-TLS with strict CA pinning eliminates both attack classes.
RADIUS Server Design for Federal Environments
The RADIUS server is the authentication server in the 802.1X architecture. For Agency GCC Moderate, the RADIUS platform choice is governance decision D3 (NPS vs. Cisco ISE vs. Aruba ClearPass) — and D3 is gated by the Entra-migration timeline (Vol I Book 05, Network Modernization), not by preference. The deciding criterion is Entra-native device authorization:
· Microsoft Network Policy Server (NPS) on Windows Server 2025 is viable for the hybrid-joined phase only. NPS authorizes a device by resolving its Active Directory computer object; it has no supported path for authorizing cloud-native Entra-joined devices — Microsoft provides no cloud NPS equivalent, and the community workaround (dummy AD computer objects) is unsustainable at fleet scale. NPS works against today’s estate precisely because the estate is hybrid-joined and AD objects still exist. Its viability degrades in direct proportion to Vol I Book 05’s AD-to-Entra migration progress.
· Cisco Identity Services Engine (ISE) and Aruba ClearPass — the dominant federal alternatives — both terminate EAP-TLS and authorize against the Entra ID / Intune device inventory without requiring an AD computer object. Either closes the Entra-native gap.
The sequencing requirement, stated plainly: D3 must select a platform that authorizes Entra-native devices before Vol I Book 05’s cloud-native cutover retires the AD objects NPS depends on. An agency may deploy NPS now for the hybrid phase — the NPS configuration in this document is written for that phase — but the D3 decision record must carry the migration trigger rather than treat NPS as the end state.
Cloud-issued device certificates are provisioned via Microsoft Cloud PKI (an Intune add-on, licensed via Intune Suite or standalone) or Intune SCEP against the agency’s AD CS — the certificate infrastructure section below covers both paths.
NPS High Availability — NPS does not natively replicate configuration between nodes. The standard approach for federal environments is:
1. Deploy two NPS servers in the same region.
1. Configure all RADIUS clients (switches, WAPs) with both servers, primary and secondary, with a 3-second failover timeout.
1. Use a shared NPS configuration export/import script (or Group Policy) to keep policy synchronized.
1. Monitor NPS availability with a Sentinel heartbeat alert (absence of RADIUS accounting events for > 5 minutes from a production authenticator triggers a P2 alert).
RADIUS Shared Secrets — Each authenticator (switch, WAP) requires a shared secret with the RADIUS server. For federal environments:
· Generate secrets with 32+ characters of cryptographic randomness.
· Store secrets in Azure Key Vault and rotate on a 180-day schedule.
· Use RADIUS over TLS (RadSec, RFC 6614) where the switch/WAP firmware supports it — this replaces the shared secret model with mutual TLS between authenticator and authentication server, eliminating the weakest link in the RADIUS trust chain.
802.1X Port Configuration
Every managed switch port that faces an end-device (not an uplink or trunk) is configured for 802.1X authentication. The configuration specifies three possible outcomes:
# Cisco IOS-XE example — port facing endpoint
interface GigabitEthernet1/0/1
 switchport mode access
 switchport access vlan 10          ! fallback only -- 802.1X overrides
 authentication port-control auto   ! enable 802.1X
 authentication host-mode multi-auth! allow phone + PC on same port
 authentication order dot1x mab     ! try 802.1X first, then MAB
 authentication priority dot1x mab  ! 802.1X always wins if both present
 dot1x pae authenticator
 dot1x timeout tx-period 10
 dot1x max-reauth-req 3
 spanning-tree portfast
 ip dhcp snooping limit rate 15
The authentication order dot1x mab line implements the fallback sequence: the port attempts 802.1X first (30-second window for a supplicant to respond). If no 802.1X supplicant responds, the port falls back to MAC Authentication Bypass (MAB) for devices that cannot participate in 802.1X (printers, IP phones, badge readers). MAB is covered in Section 6.
Certificate Infrastructure and Device Enrollment
The Certificate Trust Chain
NAC with EAP-TLS requires every managed device to hold a machine certificate trusted by the RADIUS server’s CA. This certificate is distinct from the user certificate (used for user authentication to Entra ID). The machine certificate proves device identity — that this physical device is an Agency-enrolled managed endpoint — independently of which user is logged in.
The certificate trust chain for Agency GCC Moderate NAC:
Microsoft Cloud PKI Root CA — or agency AD CS Root
  └─ Agency Device Identity CA (Intermediate, deployed via Intune)
       └─ Device Machine Certificates (issued per-device at enrollment)
Both issuance paths terminate in the same intermediate: Microsoft Cloud PKI (the Intune add-on for cloud-issued certificates) can host the issuing CA directly, or the agency’s existing AD CS issues via the Intune SCEP connector (NDES). The choice is a PKI-operations decision; the RADIUS trust configuration and the EAP-TLS exchange are identical under either.
The RADIUS server (NPS) is configured to trust the Agency Device Identity CA. Any device that presents a certificate signed by this CA and passes the revocation check is recognized as a managed Agency device.
Intune SCEP Certificate Enrollment
Certificates are provisioned via Simple Certificate Enrollment Protocol (SCEP), configured as an Intune device configuration profile. The enrollment flow:
1. Device completes Intune enrollment (Autopilot or manual MDM enrollment).
1. Intune pushes the SCEP certificate profile to the device.
1. The device generates a key pair locally (private key never leaves the device — stored in TPM where available).
1. The device sends a SCEP certificate request to the Intune SCEP connector (NDES server or cloud SCEP).
1. The SCEP connector forwards the request to the issuing CA after validating the Intune enrollment token.
1. The CA issues the certificate and returns it to the device via SCEP.
1. The device installs the certificate in the Computer certificate store (not the user store — this is critical for machine authentication to work before any user logs in).
Intune SCEP Profile — Key Parameters:
{
  "certificateStore": "Machine",
  "keyUsage": "DigitalSignature, KeyEncipherment",
  "subjectNameFormat": "CN={{DeviceName}}",
  "subjectAlternativeNameType": "UserPrincipalName",
  "subjectAlternativeNameValue": "{{DeviceId}}@tenant.onmicrosoft.com",
  "certificateValidityPeriodValue": 1,
  "certificateValidityPeriodScale": "Years",
  "renewalThresholdPercentage": 20,
  "keyStorageProvider": "Enroll to TPM KSP if present, otherwise Software KSP",
  "scepServerUrls": ["https://ndes.tenant.onmicrosoft.com/certsrv/mscep/mscep.dll"]
}
The subjectAlternativeNameValue uses {{DeviceId}} — the Intune Device ID. The NPS policy is configured to validate that the SAN in the presented certificate corresponds to an active, compliant device in the Entra ID device inventory via the Graph API. A certificate from a device that has since been wiped, deleted from Entra ID, or marked non-compliant is rejected even if the certificate itself has not expired.
Certificate Revocation
Two revocation mechanisms operate in parallel:
· CRL (Certificate Revocation List) — the CA publishes a CRL every 24 hours. NPS checks the CRL before accepting a certificate. The CRL distribution point URL must be reachable from all NPS servers (HTTP, not LDAP, for resilience).
· OCSP (Online Certificate Status Protocol) — for real-time revocation checks. The CA’s OCSP responder answers per-certificate status queries in under 500ms. NPS queries OCSP on every authentication if the CA supports it and the certificate includes an OCSP stapling extension.
When a device is decommissioned, stolen, or wiped, the device certificate is revoked in the CA within the same change window. The next 802.1X re-authentication (which occurs every 8 hours per the NPS policy) will fail the revocation check and move the port to the quarantine VLAN.
NAC Policy Tier Structure
Overview
The RADIUS server returns a VLAN assignment (and optionally a filter policy and session timeout) for each authenticated device. The VLAN assignment is the enforcement mechanism — it determines which network segment the device enters and therefore which resources it can reach.
} resources, DNS resolves to captive portal. Yes leads to second decision: is the device compliant per Intune (patch level current, AV active, encryption enabled)? No leads to Remediation VLAN (VLAN 200): access to Intune, Windows Update, and AV update endpoints only. Yes leads to Production VLAN (VLAN 100, department-specific): full Agency resource access per network ACLs.” width=“100%”}
NAC Policy Tiers
	Tier
	VLAN
	Condition
	Network Access

	Production
	100–190 (dept)
	Valid cert + Intune compliant
	Full Agency resource access per ACL

	Remediation
	200
	Valid cert + Intune non-compliant
	Intune, Windows Update, AV endpoints only

	Quarantine
	999
	No valid cert or cert revoked
	Internet-only; captive portal

	Guest
	500
	MAB — unmanaged device
	Internet-only; no Agency routing

	IoT
	300
	MAB — approved MAC prefix
	IoT management VLAN only


Production VLAN
A device reaches the production VLAN by satisfying two independent checks:
1. Certificate validity — the machine certificate is valid, not expired, issued by the Agency Device Identity CA, and not revoked (CRL/OCSP check passes).
1. Intune compliance — the NPS Network Policy queries the Intune Compliance API (via the NPS Extension for Azure MFA / Intune, or via a custom RADIUS attribute returned by a NAC-aware proxy) and confirms the device is in the compliant state.
The Intune compliance policy for NAC includes at minimum:
· OS patch level: current within 30 days
· BitLocker: enabled and recovery key escrowed to Entra ID
· Microsoft Defender Antivirus: enabled, definitions current within 7 days
· Secure Boot: enabled
· TPM: present and enabled
· Firewall: enabled on all profiles
A device that passes certificate validation but fails any compliance check is placed in the Remediation VLAN — it is never silently admitted to production. The Intune compliance status is re-evaluated on the 8-hour RADIUS session re-authentication. A device that fails compliance mid-day receives a Change of Authorization (CoA) message from the NAC policy engine and is moved from the production VLAN to the Remediation VLAN without requiring physical port action.
Remediation VLAN
The Remediation VLAN (VLAN 200) has a limited ACL that permits:
· HTTPS to *.manage.microsoft.com (Intune management traffic)
· HTTPS to *.update.microsoft.com and *.windowsupdate.com (Windows Update)
· HTTPS to *.wdcp.microsoft.com and *.wd.microsoft.com (Defender definition updates)
· DNS resolution for those names via the Agency DNS forwarder
· No routing to any Agency internal resource
A device placed in the Remediation VLAN can self-remediate: Windows Update runs automatically, Defender updates its definitions, and Intune re-evaluates compliance on the next check-in cycle (up to 8 hours). When the device returns to compliant state in Intune, the NAC policy engine sends a RADIUS CoA to the switch and the port is moved to the production VLAN without requiring manual intervention or a physical reconnect.
Quarantine VLAN
The Quarantine VLAN (VLAN 999) receives devices that fail certificate authentication entirely: no certificate presented, certificate from an unknown CA, expired certificate, or certificate revoked. These are devices that are either not Agency-managed or have been decommissioned.
A captive portal DNS redirect sends HTTP traffic from the quarantine VLAN to an internal page that explains: “This device is not authorized for Agency network access. If you believe this is in error, contact the Agency Help Desk.” This prevents the user from believing the network is simply down and generating a flood of unrelated help desk calls.
MAC Authentication Bypass (MAB) — Guest and IoT
Devices that cannot participate in 802.1X (IP phones, printers, badge readers, IP cameras, HVAC controllers) are handled via MAC Authentication Bypass (MAB). After the 802.1X timeout expires with no supplicant response, the switch sends the device’s MAC address to the RADIUS server as the authentication credential.
The NPS MAB policy matches the MAC address against two lookup tables:
· Approved IoT/OT MAC prefixes — manufacturer OUI prefixes for approved device categories (e.g., the OUI prefix for the Agency-standard IP phone model, the badge reader vendor). These receive VLAN 300 (IoT VLAN) with restricted routing to their management systems only.
· Guest — any MAC that does not match an approved prefix or an explicitly registered guest MAC receives VLAN 500 (Guest VLAN) with Internet routing only.
MAB is Identity by Assertion, Not Proof — MAC addresses are trivially spoofable. MAB provides device classification, not device authentication. An attacker who knows an approved IoT device’s MAC address can spoof it and receive IoT VLAN access. MAB should be restricted to device categories where 802.1X supplicant support is technically impossible (embedded firmware devices, legacy OT equipment), and the IoT VLAN should have minimal routing scope. For any device category where 802.1X is feasible, 802.1X must be required.
Posture Assessment Integration
Intune Compliance as the Posture Signal
The posture check in Agency’s NAC deployment is driven by Intune device compliance state, not by an inline NAC probe. This architectural choice is intentional:
· Inline NAC posture probes (agent-based or agentless) add a second management plane that must be kept synchronized with the MDM inventory — creating a reconciliation burden and a potential source of false positives/negatives.
· Intune compliance is the authoritative posture signal for all Windows and macOS endpoints already enrolled in Intune. The compliance policy runs on the device via the Intune Management Extension, evaluates the same controls that would be checked by a NAC probe (patch level, AV, encryption), and reports the result to the Intune service.
The NPS Extension for Intune NAC (or equivalent) reads the Intune compliance status for the device identified by the certificate SAN at authentication time and includes it in the RADIUS Access-Accept or Access-Reject.
RADIUS Change of Authorization (CoA) for Real-Time Enforcement
The standard 802.1X re-authentication interval (8 hours) means a device that fails compliance mid-day could remain on the production VLAN for up to 8 hours. RADIUS Change of Authorization (CoA, RFC 5176) shrinks this window.
Why this component exists at all: NPS has no RFC 5176 support. ISE and ClearPass issue CoA natively from their own session state; NPS cannot. The Azure-Function “NAC policy engine” below is a purpose-built dynamic-authorization client that routes around the NPS gap — and its existence is one of the strongest arguments for ISE/ClearPass in the D3 decision. Deploying it honestly means engineering, not two sentences:
· Network path: the function needs reachability to UDP 3799 on every switch’s management interface — a cloud-to-management-plane path that must be firewalled to exactly this flow.
· Authenticator trust: every switch must be configured to trust the function’s source IP as a dynamic-authorization client (aaa server radius dynamic-author), with its own shared secret under the same Key Vault rotation regime as the RADIUS secrets.
· Session identity: a CoA Disconnect/Re-Auth must carry session-identifying attributes (Calling-Station-Id, NAS-IP-Address, Acct-Session-Id) that exist only in RADIUS accounting data — so the accounting feed stops being telemetry and becomes Tier-0-adjacent enforcement infrastructure: its integrity and availability now gate an enforcement action.
The flow: the Azure Function polls the Intune compliance API every 15 minutes and sends a CoA Disconnect or Re-Auth to the owning switch when a device’s state changes from compliant to nonCompliant, using session attributes resolved from the accounting feed. The switch re-authenticates the device, the RADIUS server returns the Remediation VLAN, and the port moves without manual intervention.
Qualify the timing claim: “within 20 minutes” is 20 minutes after Intune registers the state change — the polling interval plus CoA propagation. Intune’s own compliance evaluation depends on device check-in cadence and can lag the actual on-device state change by hours. The bound that holds unconditionally is the 8-hour re-authentication backstop (see “Session Timeout and Re-Authentication”): even with the CoA agent down or Intune lagging, no non-compliant device survives past the next re-auth.
Wired and Wireless NAC
Wired 802.1X
Wired 802.1X is enabled on all access-layer switch ports connected to end devices. Uplink ports (trunks between switches, router-on-a-stick uplinks) are excluded from 802.1X and rely on physical security of the network infrastructure layer.
The key operational consideration for wired NAC rollout is the multi-auth mode setting. A single switch port may have both an IP phone (connected to the wall jack) and a PC (connected to the phone’s PC port, daisy-chained through the phone). The authentication host-mode multi-auth configuration allows both devices to authenticate independently: the phone authenticates via MAB (VLAN 300 / voice VLAN), and the PC authenticates via EAP-TLS (VLAN 100 / data VLAN). The switch tags the traffic from each device with the appropriate VLAN, and both devices coexist on the same physical port.
Wireless 802.1X — WPA3-Enterprise
Wireless 802.1X uses the same EAP-TLS supplicant and certificate infrastructure as wired, but the authenticator is the Wireless Access Point (WAP) or Wireless LAN Controller (WLC). The SSID for managed Agency devices is configured as WPA3-Enterprise (SAE + EAP-TLS), which provides Protected Management Frames (PMF) and eliminates the KRACK-class attacks that affect WPA2-Enterprise.
A separate guest SSID (WPA3-Personal or open with a captive portal) is provided for personal devices and visitors on a completely separate VLAN with no routing to Agency resources.
# Cisco WLC / Catalyst Center SSID configuration (CLI equivalent)
wlan Agency-Managed 1 Agency-Managed
 security wpa wpa3
 security wpa akm dot1x
 security dot1x eap-profile Agency-EAP-TLS
 no security wpa wpa2
 radio policy dot11 6ghz
 radio policy dot11 5ghz
 radio policy dot11 24ghz
 no shutdown
The WPA3-Enterprise SSID presents the RADIUS server certificate to the supplicant during EAP-TLS negotiation. The Windows 802.1X supplicant (configured via Intune) is set to validate the server certificate against a pinned root CA — the Microsoft Cloud PKI root, or the agency AD CS root, per the deployed issuance path. A rogue access point presenting a different certificate is rejected by the supplicant, preventing credential theft or session hijacking even if the rogue AP has the same SSID name.
Session Timeout and Re-Authentication
NPS Network Policy sets the following session parameters:
	Parameter
	Value
	Rationale

	Session-Timeout
	28800 (8 hours)
	Re-auth once per work shift; balance between security and overhead

	Termination-Action
	RADIUS-Request
	Re-authenticate (not disconnect) on timeout

	Idle-Timeout
	1800 (30 min)
	Disconnect inactive ports (unattended devices, power-off)


Re-authentication at 8 hours forces the RADIUS server to re-check certificate validity and Intune compliance at least once per shift, even without a CoA event. A device that was compliant at 08:00 but failed a compliance check at 14:00 will be moved to the Remediation VLAN no later than 16:00 (next re-auth) in the worst case, or within roughly 20 minutes of Intune registering the state change if the CoA agent is operational (Intune’s evaluation itself can lag the on-device change by hours — the re-auth interval is the unconditional bound).
InfoBlox Integration
DHCP Fingerprinting and Device Profiling
InfoBlox DDI (deployed in Vol I Book 01) integrates with NAC to provide device profiling — classifying devices by DHCP fingerprint (the pattern of DHCP options requested by a device) before or in parallel with 802.1X authentication. This serves two purposes:
1. IoT / OT device identification — devices that cannot participate in 802.1X are identified by their DHCP fingerprint (e.g., a Cisco IP phone requests specific DHCP options that match its device class). InfoBlox Grid feeds the device classification to the RADIUS server, enabling the NPS MAB policy to assign the correct VLAN based on device type rather than relying solely on MAC OUI lookup.
1. Anomaly detection — a device that presents a valid Agency machine certificate but whose DHCP fingerprint does not match any known Windows/macOS pattern (e.g., a Linux system or Android device) generates an alert in Sentinel. This catches cases where a valid certificate has been extracted from a managed device and installed on an unauthorized system.
IPAM-Driven VLAN Assignment
InfoBlox IPAM maintains the authoritative mapping of VLAN → IP address range → network policy. When NPS assigns a device to a VLAN, InfoBlox DHCP serves the address from the correct scope and records the assignment in the IPAM database. The IPAM record links:
· Device MAC address
· Device DNS name (from the Entra ID device object)
· Assigned VLAN and IP address
· Assignment timestamp and lease duration
· NAC authentication result (certificate SAN, compliance verdict)
This record is the CM-8 device inventory artifact for NAC-controlled devices. Every device that has ever connected to the Agency network — managed or not — has a DHCP record in InfoBlox. The NAC authentication result annotates the record with the identity assertion that was presented (or absent).
Cross-Book Link — DNS Hostname + Certificate Binding at NAC Admission (Vol I Books 01 and 03): For every NAC-admitted endpoint, two compound events should occur together at admission:
1. Machine certificate issued — Intune/SCEP enrollment (this book) issues a machine certificate with CN={{DeviceName}}. The certificate SAN is bound to the device’s Entra ID FQDN.
1. DNS A/PTR record confirmed in InfoBlox — the DHCP lease assignment (this section) should trigger InfoBlox to confirm or create a DNS A record binding the device’s hostname to its assigned IP address.
When both events complete, every NAC-admitted device has name, address, and key bound together — the same compound guarantee that Vol I Book 01 achieves for cloud workloads at provisioning time, extended to the endpoint population. The machine certificate architecture is generalized in Vol I Book 03. The design decision for the hostname-to-cert binding must be validated with OIS.
Logging and Monitoring
RADIUS Accounting to Sentinel
NPS RADIUS Accounting sends a record for every authentication event — Start, Interim-Update, and Stop — to a Log Analytics workspace via the NPS RADIUS accounting log forwarding. The events include:
· Device MAC address (Calling-Station-Id)
· Switch IP and port (NAS-IP-Address, NAS-Port)
· Authentication result (Access-Accept / Access-Reject)
· VLAN assigned (Tunnel-Private-Group-ID)
· Reason for rejection (if applicable)
· Certificate SAN (User-Name attribute in EAP-TLS)
· Session duration
These events are the IA-3 control evidence artifact — a complete audit trail of every device identity assertion and its outcome.
Sentinel Analytics Rules for NAC
// Alert: device admitted to production VLAN without Intune compliance
Event
| where Source == "NPS"
| extend vlan = extract("Tunnel-Private-Group-ID=([0-9]+)", 1, RenderedDescription)
| extend certSAN = extract("User-Name=([^;]+)", 1, RenderedDescription)
| where vlan in ("100", "101", "102", "110", "120")  // production VLANs
| join kind=leftouter (
    IntuneDeviceComplianceOrg
    | where ComplianceState != "compliant"
    | project DeviceId, ComplianceState
  ) on $left.certSAN == $right.DeviceId
| where isnotempty(ComplianceState)
| project TimeGenerated, certSAN, vlan, ComplianceState
// Alert: repeated 802.1X failures (possible rogue device or cert expiry)
Event
| where Source == "NPS"
| where RenderedDescription contains "Access-Reject"
| extend mac = extract("Calling-Station-Id=([0-9A-F:-]+)", 1, RenderedDescription)
| summarize FailCount = count, Ports = make_set(NASPort) by mac, bin(TimeGenerated, 1h)
| where FailCount >= 5
| project TimeGenerated, mac, FailCount, Ports
// Alert: certificate fingerprint mismatch (possible cert theft + replay)
NpsRadius_CL
| extend certSAN = extract("User-Name=([^;]+)", 1, RawData)
| extend macAddr = extract("Calling-Station-Id=([^;]+)", 1, RawData)
| join kind=inner (
    EntraDevices
    | project DeviceId, ExpectedMac = PhysicalIds
  ) on $left.certSAN == $right.DeviceId
| where not(macAddr in (ExpectedMac))
| project TimeGenerated, certSAN, macAddr, ExpectedMac
| extend AlertSeverity = "High"
The certificate fingerprint mismatch rule is the operational detection for certificate theft: if a valid device certificate is presented from a MAC address that does not match the enrolled device’s MAC, Sentinel generates a High-severity alert and the CoA agent immediately quarantines the port.
Phased Implementation
Deploying 802.1X across an existing federal environment requires a phased approach. Enabling enforcement before all devices are enrolled results in a network outage — printers, badge readers, and other non-802.1X devices lose connectivity. The standard federal NAC deployment sequence is four phases over 90–180 days.
Phase 1 — Monitor Mode (Weeks 1–4)
Configure 802.1X on all ports in open mode (authentication open on Cisco IOS-XE). In open mode:
· The 802.1X authentication exchange occurs normally.
· RADIUS returns Accept or Reject based on certificate validation and compliance.
· The switch ignores the Reject — all devices receive network access regardless of authentication result.
· All authentication events are logged to Sentinel.
The purpose of Phase 1 is discovery: identify every device that fails authentication (no certificate, expired certificate, non-compliant) before enforcement is enabled. This produces the inventory that informs the exception list for Phases 2–4.
At the end of Phase 1, produce a report:
· Count of devices that passed EAP-TLS with compliant status
· Count of devices that passed EAP-TLS but failed compliance
· Count of devices with no supplicant (MAB fallback)
· Count of devices with expired or missing certificates
· Count of unrecognized MAB devices
This report is the baseline for Phase 2 readiness.
Phase 2 — Wired Enforcement (Weeks 5–10)
Remove authentication open from workstation and server ports. Devices that fail authentication are now placed in the Quarantine or Remediation VLAN. The exception list from Phase 1 is entered as explicit MAB bypass rules for devices that cannot participate in 802.1X.
Key tasks:
1. Remediate all managed workstations with expired certificates (Intune SCEP profile re-push).
1. Register all approved IoT/OT devices in the InfoBlox MAC database with device class tags.
1. Configure the captive portal for the quarantine VLAN.
1. Enable the CoA agent (Azure Function) and test the compliance-state-change VLAN reassignment.
1. Enable the Sentinel analytics rules and configure alert routing to the Agency SOC.
Phase 3 — Wireless Enforcement (Weeks 11–14)
Deploy the WPA3-Enterprise SSID and migrate managed devices from the legacy WPA2-Personal or WPA2-Enterprise SSID. The migration is device-by-device via Intune Wi-Fi profile push:
1. Push the new WPA3-Enterprise Wi-Fi profile to all Intune-enrolled devices.
1. The profile includes the EAP-TLS settings, RADIUS server certificate trust, and the SSID name.
1. Devices connect to the new SSID automatically using the machine certificate.
1. Retire the legacy SSID after all managed device migrations are confirmed in Sentinel.
The guest SSID is deployed in parallel, isolated on VLAN 500, with captive portal acknowledgment required for first-time access.
Phase 4 — IoT Segmentation and Hardening (Weeks 15–20)
Refine the MAB policy based on operational experience from Phases 2–3:
· Apply ACLs on the IoT VLAN (VLAN 300) to restrict each device category to only the management ports and protocols it requires (e.g., IP phones receive SIP/RTP to the voice gateway only; badge readers receive OSDP to the physical access control server only).
· Document the exception process for new IoT device deployments (asset registration in InfoBlox before deployment is a prerequisite for MAB approval).
· Conduct a tabletop exercise simulating a rogue device plugged into a conference room port — verify that the quarantine VLAN fires, Sentinel alerts, and the CoA agent responds correctly.
NIST SP 800-53 Rev 5 Control Closure
The following table maps each NIST control addressed by this document to its state before and after implementation.
NIST SP 800-53 Rev 5 control closure for Vol I Book 02 — Network Access Control
	Control
	Title
	Without This Document
	With This Document
	Authority

	IA-3
	Device Identification and Authentication
	Devices connect to Agency network ports without presenting any device identity assertion; the network cannot distinguish a managed Agency workstation from an unauthorized device on the same physical port
	Every device must present a valid EAP-TLS machine certificate issued by the Agency Device Identity CA before receiving network access; certificate SAN is validated against the Entra ID device inventory; unauthorized devices are quarantined
	NIST SP 800-53 Rev 5 IA-3

	IA-3(1)
	Cryptographic Bidirectional Authentication
	No device-layer mutual authentication exists; switches do not authenticate to devices and devices do not authenticate to the network
	EAP-TLS provides mutual authentication: the RADIUS server presents its certificate to the supplicant (network identity), and the supplicant presents its machine certificate to the RADIUS server (device identity); both are verified cryptographically
	NIST SP 800-53 Rev 5 IA-3(1)

	AC-3
	Access Enforcement
	Network access policy is enforced only at the IP/application layer (firewalls, Entra Conditional Access); a device that gains Layer 3 connectivity bypasses application-layer controls until it attempts to authenticate
	Network access policy is enforced at the port layer before IP connectivity is granted; a device that cannot authenticate never receives a routed IP address in a production segment
	NIST SP 800-53 Rev 5 AC-3

	AC-17
	Remote Access
	VPN and remote access require user authentication via Entra ID; device compliance is evaluated by Conditional Access
	NAC certificate validation at the physical port and wireless association layer provides an independent device identity assertion that pre-dates any user remote access session; posture verification is consistent across in-office and remote access paths
	NIST SP 800-53 Rev 5 AC-17

	AC-19
	Access Control for Mobile Devices
	Mobile devices and personal laptops connecting to Agency wireless receive the same SSID access as managed devices; no device identity check distinguishes them
	WPA3-Enterprise with EAP-TLS restricts the managed SSID to Intune-enrolled devices with valid machine certificates; personal devices and unmanaged mobile devices cannot authenticate to the managed SSID and are directed to the guest SSID
	NIST SP 800-53 Rev 5 AC-19

	AC-20
	Use of External Systems
	Vendor and contractor devices that connect to Agency conference room ports are treated identically to managed Agency devices by the network
	Vendor and contractor devices that cannot present a valid Agency machine certificate are placed in the quarantine VLAN; if vendor NAC access is required, an explicit exception process (MAC registration + IoT VLAN + time-limited ACL) is used with documented approval
	NIST SP 800-53 Rev 5 AC-20

	SC-7(3)
	Access Points
	Network access points (switch ports, WAPs) are open to any physically connected device; the boundary is the building perimeter, not the network port
	Every switch port and WAP SSID (managed) is a boundary enforcement point; 802.1X authentication is the access control mechanism at each access point; unauthorized devices cannot traverse the boundary regardless of physical facility access
	NIST SP 800-53 Rev 5 SC-7(3)

	SC-7(5)
	Deny by Default — Allow by Exception
	Unauthenticated devices receive full network access by VLAN assignment; the default is open
	Unauthenticated devices (no 802.1X supplicant, no MAB match) receive VLAN 999 (quarantine) with no routing to Agency resources; the default is deny; access must be explicitly granted by a successful authentication
	NIST SP 800-53 Rev 5 SC-7(5)

	CM-6
	Configuration Settings
	Device configuration compliance (patch level, AV, encryption) is assessed by Intune but is not enforced at the network admission layer; a non-compliant device can connect to the production network
	Intune compliance state is evaluated at every 802.1X authentication and on CoA events (15-minute polling); a device that fails Intune compliance is moved to the Remediation VLAN within ~20 minutes of Intune registering the state change, bounded unconditionally by the 8-hour re-authentication interval
	NIST SP 800-53 Rev 5 CM-6

	CM-7
	Least Functionality
	Any device that obtains physical network connectivity receives production VLAN routing; IoT devices and printers have unrestricted lateral movement potential within the VLAN
	IoT and OT devices receive VLAN 300 with ACLs restricting them to only the management ports and protocols their function requires; a printer can reach the print server port only, not the file server or Active Directory
	NIST SP 800-53 Rev 5 CM-7

	CM-8
	System Component Inventory
	Device inventory is maintained in Intune (enrolled managed devices) and SCCM/MEM, but unmanaged devices that connect to the network are not captured in any authoritative inventory
	Every device that connects to a NAC-controlled port generates a RADIUS accounting record linked to an InfoBlox DHCP record; managed and unmanaged devices alike are recorded with MAC address, port, VLAN, authentication result, and timestamp; this is the authoritative network device inventory
	NIST SP 800-53 Rev 5 CM-8


Closure Necessity — IA-3 at the point of admission. IA-3 requires the system to uniquely identify and authenticate devices before establishing a network connection. The connection is established at exactly one place — the switch port or the wireless association — so the authentication must interpose at that place, before an address is issued and routing begins. Only a port-based authentication protocol carrying a verifiable device credential (802.1X with EAP-TLS, backed by the device identity substrate this document builds) can do that: a vulnerability scanner discovers a device only after it is already connected, an MDM agent reports only from devices already enrolled, and a firewall evaluates packets from devices already admitted. There is no configuration setting, scanner finding, or policy document that authenticates a port. Scope, stated precisely: this is the campus wired/wireless closure — for remote devices there is no agency switch port to interpose at, and IA-3 is closed at the ZTNA layer instead (the NAC → ZTNA continuum section covers the handoff).
Closure Necessity — CM-8 and the enumeration problem. CM-8 requires a component inventory that accurately reflects the system and includes all components within the system — including the components nobody enrolled. An MDM inventory contains only devices that completed enrollment; a scanner sees only the address ranges and time windows it is pointed at. The one plane every device must touch in order to function at all — managed or rogue — is the addressing plane: to communicate, it must obtain an address. Obtaining is not the same as requesting: a device with a manually configured static address never touches DHCP fingerprinting. The architecture closes that bypass rather than assuming it away — on NAC-enforced segments, 802.1X port authentication quarantines the unauthenticated device regardless of how it addressed itself, and DHCP snooping plus IP Source Guard drop traffic from addresses with no corresponding DHCP lease, making DHCP the only viable address-acquisition path. With the static-assignment bypass closed, IPAM with DHCP fingerprinting, annotated by the NAC authentication result, is the only mechanism that enumerates every component and is thus the authoritative CM-8 inventory. You cannot inventory what you cannot enumerate, and no scanner creates a source of truth; it can only measure drift from one.
FedRAMP 20x Key Security Indicator Alignment
Configuration-management evidence (KSI-SVC theme — Service Configuration): NAC posture enforcement via Intune compliance provides a network-layer gate that prevents non-compliant devices from accessing production resources. This lays a network-admission enforcement point beneath the configuration-management evidence depth that Vol IV Books 02–03 (Supply Chain Risk Management and Program Management & Governance) later establish at the policy and governance layer.
Vulnerability-detection evidence (KSI-MLA theme — Monitoring, Logging, and Auditing): The NAC posture check evaluates Defender AV definition currency and OS patch level at network admission — the same indicators Vol III Book 02 (Vulnerability Management) later uses for its vulnerability-management evidence. A device with an overdue patch that passes vulnerability scanner thresholds on its scheduled scan date but falls out of compliance between scans is caught by NAC posture at the next re-authentication. NAC provides continuous enforcement between point-in-time scan windows.
Device-layer MFA evidence (KSI-IAM theme): EAP-TLS machine certificate authentication is a hardware-bound device credential (certificate key in TPM) that constitutes a device MFA factor — something the device has (the certificate) combined with hardware attestation (TPM key non-exportability). This deepens the evidence narrative behind the ScuBA-based IAM rules (KSI-001..010) by extending phishing-resistant authentication from the user identity layer to the device identity layer.
Agencies implementing this document should capture the following as OSCAL AR evidence artifacts: NPS RADIUS accounting log export (90-day retention, per AU-11); Intune compliance report export showing NAC-enrolled devices; InfoBlox DHCP audit log for the NAC-controlled VLAN scopes; and the Phase 1 monitor-mode baseline report.
From Port to Token: the NAC → ZTNA Continuum
Every admission decision in this document answers the same three questions: is this device known, is its identity proven, and is its posture current? What varies across the rest of the series is not the questions — it is where the answer is enforced.
At the port, the answer is enforced by VLAN assignment: a switch consults a RADIUS server, and the device lands in a segment scoped to its trust level. That enforcement is location-bound by construction — it protects the wire, and only the wire. The moment the same device reaches an application through a cloud front door, a ZTNA broker, or a conditional access gateway, the port’s verdict is out of scope. Zero Trust Network Access re-asks the three questions at every access request, and it enforces the answer not in a VLAN but in a token: the device certificate minted here becomes a claim, the Intune compliance state evaluated here becomes a claim, and the access token carries both to whatever policy enforcement point sits in front of the resource.
This is a continuum, not a replacement. Vol I Book 03 (Certificates and Tokens) takes the machine certificate this document provisions for the RADIUS exchange and generalizes it into the series’ cryptographic identity plane — the same SCEP pipeline, the same TPM-bound keys, the same revocation infrastructure, now issuing identities for users, services, and workloads as well as switch-port admission. Vol I Book 05 (application-aware modernization) then rebuilds the network itself around those identities, so that transport policy, not just admission policy, is decided per-application and per-identity. Posture asserted at the port evolves into posture asserted in the token; the port remains the enforcement point for the one layer no token can reach — the physical wire — while the token carries the identical device identity everywhere the wire does not go.

Federal Compliance — Vol I Book 02 of the series. Vol I Book 01 established the authoritative naming and addressing plane; Vol I Book 02 lays the device identity substrate on top of it, closing the device identity gap at the network port before any higher-layer identity assertion is made. Vol I Book 03 builds the certificate and token identity plane on this substrate, and the books that follow across Volumes I–IV carry those identities through transport, applications, operations, and the authorization package. Together the nineteen parts provide self-assessed evidence for all 29 rules in the series’ internal KSI decomposition (modeled on the FedRAMP 20x CR26 KSI schema) and the NIST SP 800-53 Rev 5 controls recorded as closed in the series compliance spine (federal-compliance-compliance-spine.yml), pending independent security control assessment (SCA).
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET
Series Context — This document is Vol I Book 03 of the Federal Compliance series. Vol I Book 01 established the naming and addressing plane — authoritative DNS, DHCP, and IPAM as the landing-zone source of truth. Vol I Book 02 established device identity at the network port — 802.1X, EAP-TLS, and the machine certificate as the admission credential. This part completes the identity plane’s cryptographic foundation: how certificates are issued, revoked, and automated as a function of the naming plane, and how tokens replace network sessions as the carrier of identity. Vol II Books 01 and 02 — SQL Server authentication modernization — are direct applications of the doctrine this part establishes.
For decision makers: read this page first.
Your agency’s authentication architecture still assumes the network is a place. Kerberos — the protocol beneath most federal application sign-ins — proves identity by demonstrating a relationship to the network: a reachable domain controller for ticket issuance, an uninterrupted session, a network the agency controls end to end. The transport modernization your agency is executing (SD-WAN with inline inspection, direct internet access under TIC 3.0, multi-cloud landing zones) removes every one of those assumptions on purpose, because removing them is what makes the network fast and resilient.
Four things this document establishes:
1. You cannot keep both the modern network and the legacy credential. When session-based authentication fails on modern transport, it does not stop — it silently falls back to NTLM, a protocol that cannot be audited, cannot be gated by policy, and is replayable by attackers. Modernizing the WAN without modernizing the credential converts an unknown fraction of your authentication to your weakest protocol without anyone deciding to.
1. Certificates are a naming-plane function, not a parallel bureaucracy. Which authorities may issue for your names is published and enforced in DNS (CAA records); automated issuance proves control of a name through DNS (ACME DNS-01); revocation checking resolves through DNS. The authoritative DDI platform built in Vol I Book 01 is the issuance gate. Certificate operations belong to the same functional plane.
1. Manual certificate management is ending by arithmetic, not by preference. Industry policy is driving public certificate lifetimes from 398 days toward 47 days by 2029. At those lifetimes, a mid-size estate generates a renewal event faster than any ticket queue can process one. Automation is the only operating model that closes.
1. Phishing-resistant MFA is PKI wearing a usability layer. The only credential families federal policy accepts as phishing-resistant — PIV certificates and FIDO2 authenticators — are hardware-held key pairs bound to names. The mandates of OMB M-22-09 and BOD 25-01 are implementable exactly to the degree that this document’s certificate and token architecture exists.
The controls this document addresses — IA-5(2), SC-12, SC-17, IA-2(1), IA-2(2) — each depend on the certificate and token architecture established here; every claim is demonstrated against control text and protocol behavior in the closure table at the end.
What This Document Addresses
Every book in this series ultimately depends on one substitution: identity carried by the network path is replaced by identity carried in the credential. Vol I Book 01 built the authoritative naming plane. Vol I Book 02 used a machine certificate to authenticate devices at the port. This book explains where those certificates come from, why they must be automated, why tokens rather than sessions must carry user and workload identity, and which NIST SP 800-53 Rev 5 controls have no closure path that does not run through this architecture.
The argument proceeds in five movements:
1. Why domain-controller-tethered authentication died. Kerberos binds identity to KDC reachability — a domain controller must be reachable to issue and renew tickets, and client and DC must share a clock. The modern estate breaks that dependency — not through multipath or NAT (Kerberos tolerates both: the SD-WAN overlay resequences packets and holds the transport session across path switches, and Windows omits client addresses from tickets by default precisely because of NAT and DHCP), but through cloud tenancies where no KDC is reachable for ticket issuance at all, and slow active-passive WAN failover that stalls domain-controller re-discovery. This is not a tuning problem — it is a protocol-versus-boundary contradiction, and its failure mode is a silent fallback to NTLM or a 30-to-45-second logon.
1. PKI is a naming-plane function. Certificate issuance, revocation checking, and DNS are one substrate. CAA records put issuance policy in DNS; ACME DNS-01 challenges make the authoritative zone the issuance gate; CRL/OCSP reachability is a DNS resolution dependency.
1. Certificate lifecycle automation. ACME, SCEP/EST, and short-lived certificates end the spreadsheet-tracked certificate authority — an operational model that industry lifetime policy has made arithmetically impossible to sustain.
1. Token-based identity. OAuth 2.0/OIDC, certificate-based authentication, and phishing-resistant MFA — the BOD 25-01 and OMB M-22-09 alignment layer.
1. Machine and workload identity. Service principals, managed identities, and workload identity federation — the elimination of stored secrets from the non-human identity estate.
Where this sits in the Functional Plane Model — Certificates and tokens are identity-plane truth. The policy enforcement plane (conditional access, ZTNA, SASE PEPs) consumes this truth; it does not create it. Per the series hierarchy rule: enforcement planes can be re-platformed or absorbed; truth planes can only be depended on. A conditional access policy evaluating a forged or stale identity assertion enforces the wrong answer very efficiently. This book is about making the assertion true.
What this document does not cover — Directory rationalization and the authorization data model (which attributes a token should assert) are Vol I Book 05’s Principle 1 territory; privileged session management built on these credentials is Vol III Book 01 (Privileged Access Management); the SIEM content that consumes identity telemetry is Vol III Book 06 (SIEM/XDR Detection). This document is the credential layer those parts assume: where keys come from, how they are governed, and how identity travels once it no longer rides the network session.
The Death of Session-Based, Location-Bound Authentication
The Three Bindings Kerberos Makes
Kerberos (RFC 4120) was engineered for a network that no longer exists, and its engineering was excellent for that network. A client obtains a ticket from a Key Distribution Center, presents it to a service, and the service validates it — all across a flat LAN measured in single-digit milliseconds. To make that work, Kerberos binds identity three ways:
The three bindings of session-based authentication and their fate on modern transport
	Binding
	What Kerberos Assumes
	What the Modern Transport Provides

	Session binding
	The authenticated exchange rides one stateful, continuous connection between client and service
	The SD-WAN overlay itself preserves the stream — it resequences multipath packets and holds the transport session across path switches. What interrupts session state is what sits on the modern path: inline inspection, NAT rebinding, and decrypt/re-encrypt middleboxes

	Location binding
	A domain controller is reachable — not within any protocol-defined latency bound, but reachable at all, and on a path fast enough that logon-time operations complete. RFC 4120 sets a five-minute clock-skew tolerance and no latency requirement
	Workloads span on-premises virtualization, two hyperscale government clouds, and an externally managed tenancy; the KDC is co-located with none of them — and while service-side ticket validation is offline, ticket issuance and renewal require that reachability

	Time binding
	Client and KDC clocks agree within five minutes
	The only binding that survives — NTP disciplining is solvable everywhere


Two of the three bindings fail on the modern estate — not because the overlay mishandles packets, but because the estate now spans inspection points and trust boundaries the protocol never contemplated. That is the structural point: the transport and boundary modernization mandated by TIC 3.0 and demonstrated in Vol I Book 05 is incompatible with the authentication model most federal application estates still run. You cannot keep both.
What the Modern Path Does to a Session-Bound Ticket
Vol I Book 05 develops this argument in full — the security-stacking history in which inline proxies, NAT tiers, and stacked firewalls broke Kerberos sessions across the 2010s, and why the cross-boundary estate finishes the job. The load-bearing facts, restated:
· Under active-passive failover, a Kerberos exchange that is mid-flight when a path fails times out over several seconds — the “logon takes 45 seconds” symptom field offices report.
· Under active-active multipath, packets of one conversation traverse multiple physical paths simultaneously by design. The overlay resequences them into one ordered stream, and a transport-layer path switch costs roughly 50 ms. The transport problem is solved — multipath itself does not break a Kerberos exchange.
· But the authentication contract is not solved, because the modernized path is not just plural — it is inspected, translated, and boundary-spanning. A protocol that binds its proof of identity to the continuity of a network session inherits every discontinuity the session suffers — every NAT rebind, every inline decrypt/re-encrypt, every stateful device that sees only half a flow. And a protocol whose ticket issuance and renewal require a reachable KDC cannot issue tickets in a cloud tenancy that has no path to one, however healthy the transport. Token-based authentication survives all of these, because the proof travels in the credential, not in the connection.
The Fallback Nobody Chose
When Kerberos cannot complete — unreachable KDC, missing SPN, clock skew — Windows does not fail closed. It falls back to NTLM. Vol II Book 01 documents what that means for the database estate: authentication that cannot be audited at the token level, cannot be gated by conditional access, and is replayable via pass-the-hash. The fallback is silent, which means an agency that modernizes its WAN without modernizing its credential architecture does not keep Kerberos — it converts an unknown fraction of its authentication traffic to NTLM without anyone deciding to.
BOD 25-01’s secure configuration baselines and OMB M-22-09 both point the same direction: legacy authentication off, modern token-based authentication on, phishing-resistant MFA underneath it. The remainder of this book is the architecture that makes those directives implementable rather than aspirational.
The Property Table
The full comparison, stated as protocol properties rather than preferences — each row is checkable against protocol behavior, which is what the series’ consistency rules require of every claim:
Session-based versus credential-based identity as protocol properties
	Property
	Session-Based (Kerberos/NTLM)
	Credential-Based (X.509 / OAuth 2.0 / OIDC)

	Proof of identity lives in
	The authenticated network session
	The signed credential itself

	Verification requires
	Reachable KDC at ticket issuance and renewal (service-side validation is offline against the service’s key — the dependency is the issuance path, not a per-request callback)
	Local signature check against published trust anchors and keys

	Survives path switch / NAT rebind
	Path switch: yes at the transport layer (the overlay resequences); NAT rebind and stateful-middlebox session breaks: no
	Yes — nothing about validity references the path

	Survives inline decrypt/re-encrypt
	No — the middlebox is a session break
	Yes — the assertion is opaque to the path

	Works across boundaries the agency does not control
	No — requires domain reachability
	Yes — requires only the issuer’s published keys

	Failure mode
	Silent fallback to a weaker protocol (NTLM)
	Explicit denial at the policy gate

	Policy evaluation point
	At initial ticket grant, then inert
	At every issuance and every refresh-token redemption

	Audit granularity
	Logon events without cryptographic binding
	Per-token, per-scope, per-device structured events

	Latency dependency
	KDC reachability at logon, password change, and GPO retrieval — a deployment-era flat-LAN assumption, not a protocol bound
	None beyond the request itself


The one-sentence version: the network stopped being a place, so identity can no longer be proof of place. Identity must be proof of key possession — a certificate or a token, verified by signature, valid anywhere the mathematics is valid, which is everywhere.
Why This Cannot Be Patched
Three remediation strategies are regularly proposed to keep session-based authentication alive on modern transport. Each fails for a structural reason, and naming the reason matters because the series’ Closure Necessity doctrine requires it:
· “Pin authentication traffic to a single path.” SD-WAN overlays can steer an application class onto one transport. But pinning authentication to a single path re-creates the active-passive failure mode for exactly the traffic least able to tolerate it, forfeits the multipath resilience the agency bought, and does nothing about the inline inspection and NAT that broke sessions before multipath existed. The remedy un-modernizes the WAN for the benefit of a 1999 protocol.
· “Deploy read-only domain controllers everywhere.” Replicating KDCs to every branch and cloud region restores the location binding by copying the location everywhere. It multiplies the credential estate’s attack surface (every KDC replica is a Tier-0 asset), does not fix session binding at all, and is impossible in environments the agency does not control — the externally managed tenancy has no domain controller and never will.
· “Extend the domain into the cloud.” Site-to-site tunnels carrying domain traffic to cloud regions recreate the hairpin that Vol I Book 05’s physics argument closed: authentication round-trips ride the tunnel back to wherever the domain controllers live, re-importing the latency floor into every logon. The tunnel moves the problem; it cannot shorten the distance.
Every patch preserves the premise — that identity is proven by network relationship — and the premise is what died. The remediation is not a better session; it is a credential that does not need one.
PKI as a Naming-Plane Function
A Certificate Is a Naming Claim
Strip the ceremony away and an X.509 certificate is one sentence: the holder of this private key is entitled to this name. The name — a DNS name in a subject alternative name entry, a service principal name, a device identifier mapped to a directory object — comes from the naming plane. The key comes from the subject. The certificate authority’s entire job is to verify that the entity requesting the binding actually controls the name.
That verification is a DNS operation. This is the fact that makes PKI a naming-plane function rather than a parallel bureaucracy:
· CAA records (RFC 8659) publish issuance policy in the zone itself. A Certification Authority Authorization record declares which CAs are authorized to issue for a domain, and public CAs are required by the CA/Browser Forum Baseline Requirements to check and honor CAA at issuance time. Issuance policy enforcement is therefore a property of the authoritative DNS zone — the zone Vol I Book 01 placed under unified DDI control. A policy memo asks CAs nicely; a CAA record is checked by protocol.
· ACME DNS-01 challenges (RFC 8555) prove control of a name by provisioning a _acme-challenge TXT record that the CA queries before issuing. Only an entity with write access to the authoritative zone can complete the challenge. The authoritative DNS server — the DDI platform — is literally the gate through which automated issuance passes.
· Revocation checking is a resolution dependency. CRL distribution points and OCSP responder addresses are URLs inside the certificate; every validation that checks certificate status begins with a DNS query. An agency whose resolvers fail has not lost name lookup — it has lost the ability to authenticate anything whose validation requires a status check. DNSSEC validation on those lookups (Vol I Book 01, SC-20/21) protects the revocation path itself from spoofing.
One Substrate, Three Consumers
This framing is not aesthetic — it dictates ownership of function. Because issuance authorization (CAA), issuance proof (DNS-01), and validation reachability (CRL/OCSP resolution) all execute against the authoritative zone, certificate operations belong to the same functional plane as DNS, DHCP, and IPAM. The series has already met the consumers:
Certificate consumers across the series
	Consumer
	Certificate Function
	Series Home

	Device identity at the port
	Machine certificates enrolled via SCEP at device provisioning, validated by RADIUS/EAP-TLS
	Vol I Book 02

	Workload transport identity
	Server and service certificates issued at IP allocation time, revoked atomically at decommission
	Vol I Book 01

	User and application authentication
	Certificate-based authentication and token signing keys
	This book, applied in Vol II Books 01–02


When Vol I Book 01 described a workload spin-up that allocates an IP, creates DNS A/PTR records, and enrolls a machine certificate in one automated transaction, that was this doctrine in motion: name, address, and key bound together at birth, revoked together at death. A certificate tracked separately from the naming plane is a certificate whose name can silently stop being true.
Cross-Book Link — The Same Binding for NAC-Enrolled Endpoints (Vol I Books 01 and 02): The “name, address, and key bound together” compound guarantee applies equally to NAC-enrolled endpoint devices:
· Vol I Book 02 covers the machine certificate side — Intune/SCEP enrollment issues a certificate with CN={{DeviceName}} at 802.1X admission.
· Vol I Book 01 owns the DNS hostname side — the InfoBlox DHCP lease assignment should confirm or create a DNS A/PTR record binding the device’s name to its admitted IP.
The bridging proposition — that every NAC-admitted endpoint has both a DNS hostname and a machine certificate, and that InfoBlox holds the authoritative binding record — is currently a design gap across the series. The intent is that this compound guarantee holds for both cloud workloads (IP allocation → DNS A → SCEP) and for endpoint devices (Intune enrollment → machine cert → DNS A confirmation at DHCP lease). OIS must validate this design and the SCEP-to-DNS linkage implementation before it is treated as a closed control.
The Internal Trust Hierarchy
Public CAs cover names the public Internet must trust. Everything else — device certificates, internal service listeners, user authentication certificates, token-signing keys — chains to the agency’s internal hierarchy. The design rules are few and non-negotiable:
· An offline root. The root CA signs exactly two things — issuing CA certificates and its own CRL — and spends its life powered off, its key in a hardware security module, exercised only at ceremonies. The root is a trust anchor under SC-17(b); its compromise is unrecoverable short of re-establishing trust on every relying party in the estate, which is why it is never network-reachable.
· Purpose-scoped issuing CAs. Separate issuing CAs (or at minimum separate certificate profiles with disjoint extended key usage) for device identity, server transport, and user authentication. Scoping limits the blast radius of an issuing-CA compromise to one credential class and makes trust-store policy expressible: the RADIUS infrastructure of Vol I Book 02 trusts the device-identity chain, not every certificate the agency ever minted.
· Name-constrained issuance. Issuing CAs carry name constraints limiting them to the agency’s namespaces. A constrained CA that is compromised can still only issue for names the constraint permits — the naming plane exerting authority even over a subverted issuer.
· Status infrastructure as production service. CRL distribution points and OCSP responders are highly available, monitored services whose hostnames live in DNSSEC-signed zones. Relying parties additionally maintain local revocation caches — the IA-5(2)(b)(2) requirement — so that a status-infrastructure outage degrades to cached answers rather than to authentication failure or, worse, to silently skipped checking.
The internal trust hierarchy — key protection descends as lifetime shortens
	Tier
	Key Protection
	Network Posture
	Signs
	Lifetime Order

	Root CA
	HSM, offline
	Never connected
	Issuing CA certificates, root CRL
	Decades

	Issuing CAs
	HSM, online
	Enrollment protocols only (ACME/SCEP/EST)
	End-entity certificates, CRLs, OCSP responses
	Years

	End entities
	TPM / platform key store / smart card
	N/A
	Authentication and transport exchanges
	Days to months


Closure Necessity — SC-17 certificate issuance under policy. SC-17 requires certificates to be issued under an organization-defined certificate policy and requires trust stores to contain only approved trust anchors. A written certificate policy constrains no one at the moment of issuance; the only machine-enforced expression of issuance policy is the CAA record in the authoritative zone, checked by protocol at every public issuance, paired with an internal CA whose enrollment gates (SCEP/EST/ACME) execute against the same authoritative naming plane. There is no scanner, memo, or procurement clause that prevents an unauthorized issuance after the fact — only the naming plane can refuse it before the fact.
Certificate Lifecycle Automation — The End of the Spreadsheet CA
The Failure Mode Being Retired
The legacy operating model for federal certificate management is a spreadsheet: a list of certificates, expiry dates, owning contacts, and renewal reminders maintained by hand. Its failure modes are so uniform they are practically a curriculum:
· The expiry outage. A certificate expires because the reminder went to a departed employee’s mailbox. The application fails closed at 2 a.m. The post-incident action item is a better spreadsheet.
· The unknown certificate. A scan finds a certificate on a production listener that appears in no inventory. Nobody knows which CA issued it, who holds the private key, or what breaks if it is revoked. It is left alone, which is the worst available answer.
· The immortal key. A service has presented the same key pair for six years across three re-issuances because renewal reused the CSR. Key compromise anywhere in that window is compromise everywhere in it.
These are not staffing failures. They are the arithmetic of manual custody at machine scale: an estate of thousands of certificates with lifetimes measured in weeks cannot be operated by calendar reminders even in principle.
The Arithmetic Just Got Worse — Deliberately
The CA/Browser Forum has adopted a schedule that reduces the maximum validity of publicly trusted TLS certificates from 398 days stepwise down to 47 days by 2029, with the first reductions already in force in 2026. The browser ecosystem is doing this on purpose: short-lived certificates shrink the window in which a mis-issued or compromised certificate is useful, and they reduce the load-bearing role of revocation (a 30-day certificate is “revoked” by simply not renewing it). The policy consequence for agencies is blunt:
At 47-day lifetimes, manual certificate management is not risky — it is impossible. An estate of 2,000 certificates renewing every 47 days generates a renewal event roughly every 34 minutes, around the clock. No ticket queue processes that. Automation is not a maturity milestone; it is the only arithmetic that closes.
The Automation Stack
The replacement stack has three layers, all already procured by an agency that built Vol I Books 01–02:
1. Enrollment protocols. ACME (RFC 8555) for anything that can complete an HTTP-01 or DNS-01 challenge; SCEP or EST for managed devices enrolled through the device management platform (the Vol I Book 02 pipeline); platform-native issuance for cloud workloads. In every case the credential arrives at provisioning time, without a human in the loop.
Enrollment protocols and their naming-plane dependencies
	Protocol
	Proof of Entitlement
	Primary Consumers
	Naming-Plane Dependency

	ACME (RFC 8555)
	DNS-01 TXT record or HTTP-01 token at the name being certified
	Web listeners, load-balanced services, anything with a resolvable name
	The DDI API writes the challenge record; the authoritative zone is the gate

	SCEP
	Enrollment challenge delivered through the device management channel
	Managed endpoints, network devices (the Vol I Book 02 machine certificates)
	Device record and certificate bound to the IPAM inventory object

	EST (RFC 7030)
	TLS-authenticated enrollment, including re-enrollment on an existing certificate
	Infrastructure and IoT/OT devices requiring certificate-authenticated renewal
	Same inventory binding; renewal authenticated by the expiring credential

	Platform-native issuance
	Cloud control-plane attestation of the workload
	Managed identities, platform-issued transport certificates
	Name and identity issued in the same provisioning transaction


1. Short lifetimes as policy. Internal CA profiles align with where the public ecosystem is going: lifetimes in days to low months, renewal at two-thirds of lifetime, new key pair at every renewal. Short lifetimes convert revocation from an emergency procedure into a default behavior — the certificate that is not renewed is the certificate that is revoked.
1. Inventory as a DDI attribute. Every certificate is recorded against the IPAM object for the name and address it serves — issuer, serial, expiry, enrollment protocol, and the automation that renews it. The certificate inventory is not a new system; it is a column set on the authoritative inventory that CM-8 already requires. An unknown certificate becomes a detectable condition: a listener presenting a certificate with no corresponding IPAM record is, by definition, drift.
Revocation in a Short-Lived World
Short lifetimes change what revocation is for. With multi-year certificates, revocation carries the entire burden of undoing a bad issuance or a compromised key — and it carries it badly: CRLs grow monotonically, OCSP adds a per-connection dependency, and many clients soft-fail when status infrastructure is unreachable, which converts the revocation check into a formality an on-path attacker can suppress. The modern division of labor:
· Expiry does the routine work. A 30-day certificate that stops renewing is functionally revoked within days, with no status query involved. The overwhelming majority of “revocations” — decommissioned services, role changes, superseded keys — become non-renewals executed by the same automation that issued the credential.
· Revocation does the emergency work. Confirmed key compromise still triggers actual revocation, published to CRL/OCSP immediately, and the compensating actions that matter more at short lifetimes: the automation re-keys and re-issues the affected identity in minutes, and the old certificate ages out shortly regardless.
· OCSP stapling inverts the reachability dependency. Where supported, the certificate presenter fetches and staples its own time-stamped status proof, so the relying party validates status without its own network fetch — removing the soft-fail window and the resolver dependency from the client side of the exchange.
· Local revocation caches are the control-text backstop. IA-5(2)(b)(2)’s required local cache of revocation data means a status-infrastructure outage degrades gracefully instead of silently disabling checking.
Certificate Telemetry as Evidence
Every lifecycle event — enrollment, renewal, revocation, failed challenge, expiry-without-renewal — is a structured log record streamed to the evidence plane (the SIEM/XDR architecture of Vol III Book 06). Three analytics matter operationally:
1. Expiry horizon without renewal automation. Any certificate inside two renewal windows of expiry with no bound renewal job is an incident now, not on expiry day.
1. Issuance outside the pipeline. A certificate observed on a listener (via the scanning estate of Vol III Book 02, Vulnerability Management) that has no corresponding enrollment record and no IPAM binding is unauthorized issuance or shadow infrastructure — either way, a finding.
1. Challenge-failure clustering. Repeated DNS-01 failures against one zone indicate either DDI API breakage (an availability problem) or an attempt to obtain certificates for names the requester does not control (a security problem). The same signal, triaged by source.
The operational tell that this is working: certificate expiry disappears as an incident category, and certificate questions become DNS queries. “What is presenting on this name, issued by whom, expiring when?” is answered by the naming plane in one lookup — because issuance was never allowed to happen anywhere else.
Token-Based Identity — OAuth 2.0, OIDC, and Phishing-Resistant MFA
The Token Inverts the Trust Model
Session-based authentication asks the network to vouch for continuity: the service trusts that the connection it authenticated is the connection still talking. Token-based authentication asks mathematics to vouch for the claim itself. An OAuth 2.0 / OpenID Connect token is a signed assertion — this user, this device posture, these authorizations, this time window, this signature — that any service can verify offline against the issuer’s published signing keys. As Vol I Book 05 states: Kerberos assumes client and server are in the same room; tokens assume they are strangers on the Internet.
The properties that follow are exactly the ones the multipath analysis demanded:
· Path independence. The token is valid on any path, across any number of path switches, through any NAT. Nothing about its validity references the network.
· Verification without callback. The service validates a signature; it does not open a connection to a domain controller. The KDC-reachability dependency is gone.
· Policy at issuance. Every token issuance is a policy decision point: the identity provider evaluates user credential strength, device compliance (the Vol I Book 02 machine identity, surfaced as a device claim), location plausibility, and session risk before signing. Conditional access is the policy-enforcement plane consuming identity-plane truth — the plane separation the series hierarchy requires.
· Audit at the token level. Every issuance, refresh, and revocation is a structured event. This is the telemetry NTLM structurally cannot produce and that the evidence plane (Vol III Book 06, Vol IV Book 06) requires.
The Anatomy of the Token Layer
“Token” names three artifacts with different jobs, lifetimes, and theft values. Conflating them produces bad policy; separating them makes the policy write itself:
The three token artifacts and their theft economics
	Artifact
	Asserts
	Presented To
	Lifetime Posture
	If Stolen

	ID token (OIDC)
	Who authenticated, how, and when — the authentication event itself
	The requesting application, once
	Minutes; consumed at sign-in
	Low direct value; not an access credential

	Access token (OAuth 2.0)
	What the bearer may do against one resource, for a bounded window
	The resource (API, database, service) on every call
	Short — typically around an hour, shorter for sensitive scopes
	Usable until expiry; the reason lifetimes stay short and scopes stay narrow

	Refresh token
	The right to obtain new access tokens without re-authentication
	Only the identity provider
	Long-lived but revocable, bound to the client and evaluated against policy at every redemption
	The high-value target; every redemption re-enters the policy gate, so revocation and risk signals cut it off


Two engineering consequences follow. First, the policy gate runs more than once: refresh-token redemption re-evaluates conditional access, so a device that falls out of compliance or a user whose risk score spikes loses access at the next refresh — continuous access evaluation tightens this further by pushing revocation events to resources between refreshes. Second, token signing keys are SC-12 objects: the identity provider’s signing keys, published for verification and rotated on schedule, are cryptographic keys whose generation, rotation, and retirement follow the same lifecycle discipline as every certificate in this book. Relying services fetch current keys from the issuer’s published metadata; key rotation is invisible to applications because verification was built against the published set, not against a hardcoded key — the same “automation, not custody” doctrine, applied to the trust fabric itself.
Certificate-Based Authentication and Phishing-Resistant MFA
Tokens answer how identity travels. The credential ceremony underneath them — how the human proves presence to the identity provider — is where federal policy has drawn its sharpest line. OMB M-22-09 requires phishing-resistant MFA for agency staff, contractors, and partners; BOD 25-01’s secure configuration baselines for the federal cloud productivity estate enforce modern authentication and the retirement of legacy protocols that bypass it.
“Phishing-resistant” is a protocol property, not a marketing adjective. It means verifier-impersonation resistance: the credential cannot be replayed to the identity provider by a look-alike site, because the authentication is cryptographically bound to the origin or channel it terminates in. Exactly two credential families in general federal deployment have this property:
Credential families and verifier-impersonation resistance
	Credential
	Mechanism
	Why It Cannot Be Phished

	PIV / smart card (certificate-based authentication)
	Private key on hardware token; authentication is a signature over a challenge bound to the TLS channel
	The key never leaves the card; a proxied challenge fails channel binding; there is no shared secret to capture

	FIDO2 / WebAuthn platform or roaming authenticator
	Origin-bound key pair per relying party; the browser signs the actual origin into the assertion
	A credential registered to the legitimate origin produces an assertion a look-alike origin cannot use; the phishing site receives a signature for the wrong name

	One-time passcodes, push approval, SMS
	Shared secret or human approval relayed out of band
	Not phishing-resistant — the human can be induced to relay the secret or approve the attacker’s session; excluded by M-22-09 for this reason


Note what both phishing-resistant rows have in common: they are certificates and key pairs. Certificate-based authentication is PKI applied to the user; WebAuthn is PKI with per-origin key issuance. The naming-plane doctrine of this book does not stop at TLS listeners — the human credential layer is the same cryptography, bound to names (origins, principals) the same way.
Token Theft Is the New Credential Theft — and It Is a Smaller Problem
Moving identity into tokens does not end credential attacks; it relocates them. An attacker who cannot phish a FIDO2 assertion will attempt to steal the token — from process memory, from a compromised endpoint, from an intercepted session. Honest accounting requires stating both halves:
· The exposure is real. A bearer token is usable by whoever bears it. Stolen access tokens work until expiry; stolen refresh tokens work until revoked or rejected by policy.
· The exposure is structurally smaller than what it replaced. A stolen password is durable, reusable everywhere it was reused, and invisible in use. A stolen access token is scoped to one resource, dead within the hour, and every use is a logged, attributable event. A stolen refresh token must survive the policy gate at every redemption — device compliance claims it cannot fake (the Vol I Book 02 machine identity surfacing as a token claim), location and risk evaluation, and revocation that takes effect at the next redemption rather than at the next password reset campaign.
· The countermeasures are the rest of this series. Endpoint protection and posture (Vol I Book 02, Vol III Book 01) shrink the theft surface; token-level telemetry (Vol III Book 06) makes anomalous use detectable — a token minted to one device presenting from another is a high-fidelity signal that password architectures could never emit; proof-of-possession binding, where supported, ties the token to a key the bearer must hold, converting the bearer artifact back into a cryptographic one.
The correct summary is not “tokens cannot be stolen.” It is: the token architecture bounds what theft buys — in scope, in time, and in silence — and each bound is a protocol property, not a promise.
The dependency that makes this a series, not a shopping list: the token asserts authorizations; the authorizations must be true. Vol I Book 05’s Principle 1 — restore a single source of truth — is a precondition, not a preference: an identity provider signing group memberships inherited from twelve drifted regional directory trees produces well-formed tokens asserting broken facts. Cryptography transports truth; it does not manufacture it.
Federal Policy Alignment
The architecture in this book is not one option among several for satisfying the identity mandates — the mandates were written assuming it. The mapping, directive by directive:
Directive-to-mechanism mapping for the cryptographic identity layer
	Directive / Framework
	What It Requires
	What in This Book Satisfies It

	OMB M-22-09 (Federal Zero Trust Strategy)
	Phishing-resistant MFA for agency staff, contractors, and partners; enterprise identity systems; per-request authorization
	PIV/CBA and FIDO2 as the enforced credential families; token issuance as the per-request policy gate

	CISA BOD 25-01 (Implementing Secure Practices for Cloud Services)
	SCuBA secure configuration baselines for the federal cloud productivity estate, including modern authentication and retirement of legacy protocols
	Phase 3’s legacy-authentication shutdown; token-based authentication as the only remaining path through the identity provider

	NIST SP 800-207 (Zero Trust Architecture)
	Access decided per-session by policy, using identity, device, and context signals; no implicit trust from network location
	Tokens as the per-session decision artifact; device certificates (Vol I Book 02) surfaced as claims; location removed from the trust calculus entirely

	NIST SP 800-63 (Digital Identity Guidelines)
	Authenticator assurance levels; verifier-impersonation resistance at the highest assurance level
	Hardware-held, origin/channel-bound key pairs — the only authenticator class that satisfies verifier-impersonation resistance

	CISA Zero Trust Maturity Model v2.0 — Identity pillar
	Advanced/Optimal maturity requires phishing-resistant MFA and continuous validation with automated identity lifecycle
	The full stack of this book: automated credential lifecycle, phishing-resistant enforcement, continuous access evaluation

	FedRAMP 20x (Consolidated Rules, 2026)
	Continuous, machine-readable KSI evidence rather than periodic assessment
	Every issuance, renewal, token grant, and policy evaluation is a structured event; the identity plane’s evidence stream binds to slot-01 (see KSI alignment below)


Reading the table honestly — none of these directives names a product, and this book names products only as examples of functions. What the directives do name are protocol properties: phishing resistance, per-session decisions, machine-readable evidence, elimination of implicit network trust. Protocol properties are exactly what cannot be procured as adjectives; they exist where the mechanism exists. That is why this table maps each requirement to a mechanism rather than to a purchase.
For the governance framing above this operational layer — why identity has to be the addressing root before the other ZTMM pillars can mature, and how ZTMM v2.0 / M-22-09 / SP 800-207 fit together — see Zero Trust Governance Principles.
Machine and Workload Identity
The Non-Human Majority
In a modernized federal environment, human authentications are a rounding error. Every application-to-database connection, every pipeline deployment, every API call between services, every scheduled job authenticates — and historically, each did so with the worst credential in the estate: a service account password, stored in a connection string, rotated never, known to an unknowable set of people and scripts. The workload identity progression retires this in three steps, each removing a class of stored secret:
The workload identity progression — each step removes a class of stored secret
	Generation
	Credential
	What Still Exists to Steal
	Residual Failure Mode

	Service account
	Password in configuration
	The password, everywhere the configuration goes
	Pass-the-hash, credential sprawl, rotation outages

	Service principal with secret or certificate
	Client secret or certificate held by the application
	The secret/key material, in the application’s custody
	Leaked secrets in code repositories; expiry outages

	Managed identity
	Platform-issued token; no credential in application custody
	Nothing in the application; the platform attests the workload
	Compromise requires compromising the workload itself — which is the irreducible case

	Workload identity federation
	External workload exchanges its own platform’s OIDC token for access; no secret crosses the boundary
	Nothing stored on either side
	Trust misconfiguration — governed as policy, not as secret custody


The direction of travel is the same one the SPIFFE model formalizes for platform-agnostic environments: short-lived, automatically issued, attested credentials bound to a workload’s verified identity rather than to a stored secret. Whether the implementation is a cloud platform’s managed identity, federation between platforms’ token issuers, or a SPIFFE-style identity document, the doctrine is identical — the workload’s identity is attested by the platform that runs it, at runtime, and expires in minutes. There is no secret to leak because there is no secret.
Where Keys Live
The workload progression works only if private keys are held somewhere theft-resistant. The storage hierarchy is a policy decision made once and enforced by enrollment profiles — the certificate template or identity platform simply refuses to issue to software-held keys where hardware exists:
Key storage descends in ceremony as lifetime descends in duration
	Key Class
	Storage
	Non-Exportability
	Applies To

	Trust anchors, issuing CA keys, token-signing keys
	HSM (FIPS 140-validated)
	Hardware-enforced; keys are used, never read
	The trust fabric itself

	Device and user credentials
	TPM / smart card / platform authenticator
	Hardware-enforced; attestation available at enrollment
	Vol I Book 02 machine certificates, PIV, FIDO2

	Workload transport and application keys
	Platform key service / managed key vault
	Platform-enforced; access is an audited API call under its own policy
	Service certificates, application secrets in transition

	Ephemeral session and federation keys
	Memory, minutes-scale lifetime
	Lifetime is the control
	Token exchange, TLS session keys


The pattern repeats the trust-hierarchy rule from the PKI section: the longer a key lives and the more it signs, the deeper in hardware it sits. Enrollment-time attestation — the platform proving the key was generated in hardware before the CA issues against it — turns this from an aspiration into an issuance gate, which is IA-5(2)(a)(1)’s “enforce authorized access to the corresponding private key” implemented as protocol rather than as procedure.
What This Sets Up
This is the hinge to the application books. Vol II Book 01 replaces domain credentials in the SQL Server estate with managed identities and token-based authentication; Vol II Book 02 is its implementation runbook. Read them as applications of this chapter — the database is simply the first large estate where the workload-identity progression is executed end-to-end:
Vol II Books 01–02 as applications of this book’s doctrine
	Vol II Books 01–02 Mechanism
	The Vol I Book 03 Doctrine It Applies

	Domain credential replaced by a platform-attested identity on each database host
	The workload identity progression, stage three: secret nowhere

	Connection strings stripped of passwords; the application requests a token at connect time
	Token-based identity: the proof travels in the credential, verified without a callback to a domain controller

	NTLM eliminated by removing Kerberos’s reason to fall back, not by blocking a port
	“The Fallback Nobody Chose”: fallback ends when the session-based protocol is no longer in the path at all

	Every database authentication becomes a policy-gated, logged token issuance
	Token issuance as the policy decision point; audit at the token level

	Migration sequenced by estate inventory and dependency mapping before any login is disabled
	Phase 1’s rule: establish truth before demanding it


Later parts repeat the same move against other estates — privileged sessions (Vol III Book 01), data-plane access (Vol III Book 05), detection surfaces (Vol III Book 06) — and none of them introduces new identity doctrine, because after this part there is none left to introduce.
Phased Implementation
The sequencing principle: establish truth before demanding it. Each phase creates the inventory and telemetry that make the next phase’s enforcement decisions safe. Durations are indicative for a mid-size federal estate; the ordering is not optional, because each phase’s gate is the previous phase’s output.
Phase 1 — Certificate Estate Discovery (Weeks 1–4)
Enumerate before automating. Network scanning of every listener, CA database exports from every issuing authority (including the departmental ones nobody admits to), trust-store audits on representative endpoint and server populations, and correlation of all of it against the IPAM inventory. The outputs: a certificate inventory keyed to DDI records, a list of unknown-issuer certificates for investigation, and a trust-anchor census against which SC-17(b) cleanup is scoped. In parallel, enable authentication-protocol auditing across the estate — the Kerberos/NTLM fallback measurement that Vol II Book 01 requires begins here.
Gate: every production certificate has an owner, an issuer, and an IPAM binding — or an investigation ticket.
Phase 2 — Issuance Automation (Weeks 5–12)
Stand up (or rationalize) the internal hierarchy: offline root ceremony, purpose-scoped issuing CAs on HSMs, CAA records published in every public zone, ACME service wired to the DDI API for DNS-01, SCEP/EST confirmed against the Vol I Book 02 device pipeline. New issuance flows through automation from this phase forward; existing certificates migrate at their next renewal rather than by forced re-issuance. Shorten internal lifetimes profile by profile as renewal automation proves itself.
Gate: zero manual issuance requests for covered certificate classes in a 30-day window; renewal automation demonstrated through at least one full cycle.
Phase 3 — Token Migration and Phishing-Resistant Enforcement (Weeks 13–24)
Register applications against the identity provider; enforce phishing-resistant authenticators for privileged accounts first (IA-2(1)), then for the general population (IA-2(2)); disable legacy authentication protocols tenant-wide per the BOD 25-01 baseline posture — the step that converts MFA from a setting into a fact, because a protocol that bypasses the policy gate is a bypass of every policy the gate enforces. Report-only conditional access precedes enforcement at each step, using the token telemetry to find the applications that would break before they break.
Gate: legacy authentication blocked with a measured zero business impact; privileged access impossible without a phishing-resistant assertion.
Phase 4 — Workload Identity Conversion (Weeks 25–40)
Execute the progression of the workload identity table against the service estate: inventory every stored secret (connection strings, pipeline variables, configuration files), convert platform-resident workloads to managed identities, establish federation for cross-platform workloads, and expire the vacated secrets rather than merely abandoning them. Vol II Book 02 is the worked example of this phase for the database estate; its runbook structure generalizes.
Gate: the secret inventory trends monotonically to zero for covered workload classes, and every remaining entry has a named exception with an expiry date.
NIST SP 800-53 Rev 5 Control Closure
The table maps each control this document closes to its state without the architecture, its state with it, and — per the series’ Closure Necessity doctrine — why no alternate mechanism closes it. Control language follows NIST SP 800-53 Rev 5.
NIST SP 800-53 Rev 5 control closure for Vol I Book 03 — Certificates & Tokens
	Control
	Title
	Without This Architecture
	With This Architecture
	Why No Alternative Closes It

	IA-5(2)
	Authenticator Management — Public Key-Based Authentication
	Certificates are validated inconsistently or not at all; revocation status is unchecked because CRL/OCSP endpoints are unreachable or unknown; private keys accumulate in files and spreadsheets with no access enforcement; certificate identities are not reliably mapped to accounts
	Path validation to approved trust anchors with status checking on every authentication; private keys generated and held in hardware (TPM, HSM, smart card) with enforced access; certificate-to-account mapping maintained in the directory; local revocation caches per IA-5(2)(b)(2) preserve validation when the network path to revocation data fails
	Rev 5 IA-5(2) requires constructing and verifying a certification path including status information at authentication time — a per-authentication protocol act. No manual process, periodic audit, or scanner can perform path validation for a live authentication; only validating infrastructure wired into the authentication flow can, and its revocation endpoints resolve through the authoritative naming plane

	SC-12
	Cryptographic Key Establishment and Management
	Keys are generated ad hoc by whoever needs them, distributed by file copy, stored in configuration, never destroyed; key custody is undocumentable because it was never a system property
	Keys are generated in platform key services and hardware modules at provisioning time, distributed only as protocol artifacts (never as files), stored in non-exportable hardware where the platform supports it, and destroyed by lifecycle automation at decommission — the same atomic transaction that retires the name and address
	SC-12 governs generation, distribution, storage, access, and destruction as managed properties. At workload scale (thousands of keys, lifetimes in days) these properties can only hold if the key lifecycle is executed by the provisioning platform itself; human custody cannot demonstrate destruction or constrain distribution of material it handles by hand

	SC-17
	Public Key Infrastructure Certificates
	Certificates issued by any CA a project happens to use, under no enforced policy; trust stores accumulate unapproved anchors that no process reviews
	All issuance flows through policy-gated enrollment (ACME/SCEP/EST) against the authoritative naming plane; CAA records make public issuance policy protocol-enforced; trust stores are configuration-managed to contain only approved anchors, with drift detected against the DDI-keyed certificate inventory
	SC-17 requires issuance under a certificate policy and trust stores containing only approved trust anchors. A policy document cannot refuse an issuance; only issuance-time gates can — CAA checked by protocol at every public issuance, enrollment authentication at every internal issuance. Trust-anchor governance requires an authoritative inventory to diff against; no scanner creates one

	IA-2(1)
	Identification and Authentication — Multi-Factor Authentication to Privileged Accounts
	Privileged access gated by passwords or phishable MFA (OTP, push); a relayed credential yields the estate’s highest privileges
	Privileged accounts require phishing-resistant, verifier-impersonation-resistant authenticators (PIV/CBA or FIDO2), enforced at token issuance; no phishing-resistant assertion, no privileged token
	The control requires MFA; M-22-09 requires the phishing-resistant form. Phishing resistance is a protocol property — origin/channel binding of a hardware-held key. No training program, detection rule, or policy makes a relayable secret non-relayable; only a credential with nothing to relay does

	IA-2(2)
	Identification and Authentication — Multi-Factor Authentication to Non-Privileged Accounts
	Standard users authenticate with passwords plus phishable second factors; phishing any user yields a foothold that lateral movement converts into privilege
	All user access requires MFA with phishing-resistant authenticators as the enforced default; legacy authentication protocols that bypass MFA are disabled per the BOD 25-01 baseline posture
	Same mechanism as IA-2(1); additionally, MFA enforcement is real only if unenforceable paths are closed — legacy protocols that skip the token-issuance policy gate must be disabled at the identity provider, because a control bypassed by protocol selection is not a control


Closure Necessity — IA-5(2) revocation checking. Rev 5 IA-5(2)(b)(1) requires validating certificates “by constructing and verifying a certification path to an accepted trust anchor, including checking certificate status information.” Status checking is a network act against CRL/OCSP endpoints whose addresses resolve through DNS — which makes authoritative, DNSSEC-protected resolution a precondition of every PKI authentication in the estate. No alternative exists: a spreadsheet cannot answer a status query, an annual audit cannot check status at authentication time, and an unvalidated resolver turns the revocation check itself into a spoofing target. The naming plane of Vol I Book 01 is not adjacent to this control; it is inside it.
Closure Necessity — SC-12 at machine scale. SC-12 makes key generation, distribution, storage, access, and destruction managed properties of the system. Short-lived certificates and workload identities multiply key events by orders of magnitude — an estate that once rotated hundreds of keys annually now cycles thousands weekly. The only mechanism that satisfies the control’s five verbs at that rate is lifecycle automation executed by the provisioning platform, with keys born in hardware and destroyed in the decommission transaction. There is no staffing level at which manual key custody closes SC-12 for a machine-scale estate; the arithmetic, not the ambition, is the constraint.
Closure Necessity — IA-2(1)/(2) phishing resistance. The MFA controls close only with authenticators that are impossible to relay, not merely inconvenient to phish. Verifier-impersonation resistance is a cryptographic property — a private key that never leaves hardware, signing a challenge bound to the origin or channel it terminates in. Any credential a human can read, forward, or approve can be extracted by deceiving the human; no awareness campaign changes that. The only closure path is a credential with no relayable secret — which is to say, the certificate and key-pair infrastructure this book builds. Phishing-resistant MFA is PKI wearing a usability layer.
FedRAMP 20x KSI Alignment — slot-01 identity
In the series’ continuous-monitoring architecture, this book’s evidence binds to the slot-01 identity evidence slot, which carries the KSI-IAM theme rules in the evaluation engine. Slot-01 was previously fed by the identity-plane and privileged-access parts of the original series; under the current series structure it additionally binds this book’s certificate-lifecycle and token-issuance evidence — enrollment and renewal logs from the automated CA pipeline, token issuance and conditional-access evaluation records, and the authenticator-strength posture for privileged and non-privileged accounts.
Per the series’ conformance-tooling doctrine (Theme E): the ScuBA-based configuration rules attest that identity settings match the baseline. They measure drift from an intended state — they cannot author one. The intended state — which CA may issue for which names, which authenticators count as phishing-resistant, which workloads hold which identities — is authored by the architecture in this book, and the slot-01 evidence stream is what makes that authored state continuously attestable. The authoritative KSI Closure Necessity Matrix lives in Vol 0 Book 00; Vol IV Book 06 carries the evidence procedures behind it.
Series Context — Vol I Book 03
This part completes the foundation trilogy:
· Vol I Book 01 — the naming and addressing plane: authoritative DNS, DHCP, IPAM, and the landing zone that makes every workload enumerable.
· Vol I Book 02 — device identity at the port: the machine certificate as the admission credential, quarantine as the default.
· Vol I Book 03 (this document) — cryptographic identity as a whole: certificates as naming-plane artifacts, lifecycle automation as the only sustainable operating model, tokens as the path-independent carrier of user and workload identity.
Everything after this point is application and evidence. Vol I Book 05 and Vol I Book 06 modernize the transport that made this identity model mandatory. Vol II Books 01–02 execute this book’s doctrine against the database estate — the first proof that session-bound authentication can be removed, not merely deprecated. The privileged access, detection, and continuity parts consume the token-level telemetry this architecture emits, and Vol IV Book 06 assembles it into the authorization package.
How the Series Doctrine Lands in This Part
For readers tracking the six doctrine themes across the series:
The six doctrine themes as they appear in Vol I Book 03
	Theme
	Its Expression in This Book

	A — Closure Necessity
	IA-5(2), SC-12, SC-17, IA-2(1)/(2) each addressed by a named mechanism — path validation as a protocol act, key lifecycle as provisioning-platform behavior, CAA as protocol-enforced issuance policy, verifier-impersonation resistance as a cryptographic property

	B — DIA Fixes Nothing
	The transport half of this book’s premise: the modern path is faster and carries no identity; the pipe cannot vouch for anyone. Identity had to move into the credential because the network stopped carrying it

	C — The ADC/Proxy Dissolution
	The session-terminating middleboxes that broke Kerberos across the 2010s dissolve into planes that verify signatures instead of holding state; TLS termination points become certificate consumers of the automated lifecycle, not session anchors

	D — Functional Planes, Not Divisions
	Certificates and tokens are identity-plane truth; conditional access and ZTNA are enforcement-plane consumers. Issuance authority lives in the naming plane. No owner is named anywhere in this book, because none needs to be

	E — Conformance Tooling Coverage Gap
	Configuration baselines attest that identity settings match an intended state; this book authors the intended state. The slot-01 evidence stream is what makes the authored state continuously attestable

	F — Accreditation Substrate
	Does not land in this book. Theme F — the accreditation and ConMon gates that turn control closure into an authorization package — is carried by the governance volumes; this book supplies the certificate and token lifecycle evidence those gates consume


The doctrine in one paragraph: names are authoritative (Vol I Book 01), devices prove themselves with keys bound to names (Vol I Book 02), and every identity — human, device, workload — is a cryptographic claim about a name, issued under policy the naming plane enforces, carried in a credential no network path can break (Vol I Book 03). The network stopped being a place. After this part, identity no longer cares.

Federal Compliance — Vol I Book 03. Vol I Books 01–02 established the naming plane and device identity; Vol I Book 03 establishes cryptographic identity for users, devices, and workloads; Vol I Book 04 (HRIT Identity & Org SSOT) anchors those identities in the authoritative HR and organizational source of truth. The books that follow across Volumes I–IV apply this foundation to transport, applications, operations, and the authorization package.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-08 16:07 ET
Series Context — This document is Vol I Book 04 of the Federal Compliance series, and the last of the four substrate books. Vol I Book 01 established the naming and addressing plane — what things are called and where they live. Vol I Book 02 established device identity at the port. Vol I Book 03 established cryptographic identity — certificates and tokens as the path-independent carriers of every identity claim. This part establishes what none of them can: the truth those claims assert. A token proves that an assertion was signed; it cannot prove the assertion describes a real, current employee with a real, current role. That fact originates in exactly one place — the human capital system of record — and this book makes it the authoritative source for the identity and organizational attributes every later part consumes. The modernization tracks from Vol I Book 05 onward depend on this substrate; in particular, the identity-modernization program of Vol I Book 05 executes Principle 1 (single source of truth) against the directory estate, and Vol I Book 03’s tokens assert what this book makes true.
For decision makers: read this page first.
Your agency has spent three books building an identity architecture that can prove, cryptographically and at every hop, that a claim was made by the party authorized to make it. None of those three books can tell you whether the claim is true — whether the person behind the credential still works for the agency, still holds the position the access was granted for, still reports to the supervisor who approved it. That truth is not a network fact, a certificate fact, or a directory fact. It is an employment fact, and it lives in exactly one system: the human capital system of record.
Four things this document establishes:
1. Vol I Books 01-03 built the courier; this part writes the letter. Vol 0 Book 00 states the structural dependency: Principle 3 (token-based identity) depends on Principle 1 (single source of truth). Tokens work only if the authorization they assert is correct. Replacing session-based authentication while authorization remains encoded in twelve regional OU trees means signing broken authorizations efficiently. This book is the source of truth that dependency requires.
1. Account lifecycle is an HR event stream, not a ticket queue. Hire, transfer, and separation are recorded as business events in the HR system before any administrator hears about them. An event-driven provisioning feed makes account creation, access re-derivation, and same-day revocation consequences of those records. A ticket queue makes them rumors of those records — days late, sometimes never.
1. The org chart must stop being a drawing and become an API. Supervisory hierarchy, positions, and cost centers exist today as OU paths, Visio diagrams, and spreadsheets — none of which a policy engine can query. When organizational structure is a governed, queryable record, group membership is computed from attributes, access packages route approvals to the supervisor of record, and a reorganization is a data change instead of a migration project.
1. A SaaS system of record integrates entirely through truth-plane surfaces. The deployed human capital platform — Oracle HCM Cloud, in the externally managed tenancy Vol I Book 01 placed as the fourth landing-zone environment — touches the enterprise through federation (SAML/OIDC), provisioning protocol (SCIM 2.0), DNS resolution, and evidence export. Outbound HTTPS, no network adjacency, no agents, no domain join. Every one of those surfaces is an identity-plane or naming-plane function the substrate parts already govern.
The controls this document closes — AC-2, IA-4, SI-12 — and the personnel-security controls whose automation evidence it supplies — PS-4, PS-5 — have no alternate closure path, because every one of them ultimately requires a fact that only the HR system of record possesses. AC-2(1) automated account management is realized by the same pipeline but does not carry a standalone necessity anchor. Each claim is demonstrated against control text in the closure table at the end.
What This Document Addresses
Every preceding part of this series has hardened how identity is asserted: names resolve authoritatively (Vol I Book 01), devices authenticate at the wire (Vol I Book 02), and users and workloads carry cryptographic credentials no network path can break (Vol I Book 03). This part addresses what the assertions say. An access token carries claims — an identifier, group memberships, role assignments. Those claims are projections of upstream facts: this person is employed; this person holds this position; this person reports to this supervisor; this person’s affiliation ended on this date. If the upstream facts are stale, scattered, or unrecorded, the whole cryptographic apparatus notarizes fiction.
The provisioning-pipeline treatment of the same program — how authoritative HR events route into the identity platform under an HR-agnostic adapter architecture, with the evidence contract that routing produces — is the HR-Driven Identity series, which also carries the Federal HR 2.0 current state (consolidation memo, Oracle Core HCM award, wave schedule) in its Chapter 02.
The argument proceeds in five movements:
1. The fragmented truth problem. Identity truth today is scattered across regional OU trees, per-system account stores, and spreadsheets; organizational truth is encoded in OU paths and drawings. Orphaned accounts are the visible symptom of a missing source, not an operational lapse.
1. OPM HRIT as the system of record. What a human capital platform actually owns — worker records, positions, assignments, supervisory hierarchy, effective dating — and the discipline of authoritative versus derived attributes.
1. The identity SSOT. The joiner-mover-leaver lifecycle as an event stream: HR-driven provisioning into the identity platform, one identifier per person for the life of the affiliation, and deprovisioning as an HR event rather than a ticket.
1. The organizational SSOT. Supervisory org, position management, and cost centers as queryable truth; dynamic groups, access packages, and ABAC attributes derived from HR records instead of assigned by hand.
1. The integration surface. Why a SaaS system of record couples to the enterprise exclusively through identity-plane and naming-plane functions — and why that is an architectural feature, not a limitation.
Where this sits in the Functional Plane Model — The HR system of record is identity-plane truth: the human and organizational half of plane 3, alongside the cryptographic half Vol I Book 03 established. Per the series hierarchy rule, truth planes can only be depended on. The directory, the dynamic groups, the access packages, and the conditional access policies of later parts are derivations and enforcements of what this plane asserts. When a downstream attribute disagrees with the HR record, the HR record wins and the downstream value is corrected — the correction never flows the other way. Fix the record, not the projection.
What this document does not cover — Credential mechanics (how the identity is carried) are Vol I Book 03; the directory-consolidation program that executes Principle 1 against twelve regional AD silos is Vol I Book 05; privileged access built on these identities is Vol III Book 01 (Privileged Access Management); the privacy controls governing the HR data itself as PII are Vol IV Book 04 (PII Processing & Transparency). This document is the truth layer those parts assume: where the facts about people and organizational structure originate, how they flow, and why no other origin can substitute.
The Fragmented Truth Problem
Where Identity Truth Lives Today
Ask a federal estate three questions — who works here, what do they do, and who do they report to — and no single system answers. The answers are distributed across:
· Twelve regional Active Directory OU trees, each built when compute was regional, each drifted through decades of reorganizations, ad-hoc container moves, and administrator judgment calls. The OU estate was originally a downstream projection of organizational truth; nobody maintained the projection, and the source it projected was never machine-readable to begin with.
· Per-system account stores. Every application old enough to predate federation keeps its own user table: database logins, mainframe RACF profiles, contact-center agent rosters, badge systems. Each is a private, unsynchronized opinion about who exists.
· Spreadsheets and email. The onboarding tracker, the contractor roster, the separation checklist — operational documents that carry authoritative-grade decisions (who gets an account, when access ends) with none of the properties of an authoritative source: no schema, no lineage, no events, no audit.
· Drawings. The organizational chart itself lives in Visio and briefing slides. It is read by humans, cited in memos, and queryable by absolutely no policy engine anywhere in the enterprise.
Each fragment is locally maintained and globally wrong. The regional OU tree knows an account exists but not whether its owner is still employed. The application user table knows a login works but not what position justified it. The spreadsheet knows a contractor started but is a copy the moment it is saved. Fragmented truth is not partial truth — it is contradiction with no arbiter, because no fragment is designated to win.
The Visible Symptom: Orphaned Accounts
The measurable consequence is the orphaned account: an enabled credential whose human justification has ended. Every audit finds them; every remediation sweep removes a batch; every year they return — because sweeps treat the symptom. An orphaned account is not an administrator’s mistake. It is the structurally guaranteed output of an architecture in which the system that knows a person left (HR) and the systems that must act on it (directory, applications, badge, VPN, database) share no event channel. The information exists on day zero; it arrives — by ticket, by email, by quarterly review, or by audit finding — days to months later, or never. No amount of process discipline closes a gap whose cause is the absence of a wire.
The anatomy is worth one concrete timeline, because it shows where the information is at every point during the gap:
The orphan timeline — the fact exists on day −14; the fragments learn it by accident
	Day
	What the HR System Knows
	What the Fragments Know
	Exposure

	−14
	Separation recorded, effective day 0
	Nothing — no fragment subscribes to HR events
	None yet; the fact exists and is actionable

	0
	Separation effective
	Directory: account enabled. Applications: logins valid. Badge: active
	Credentials of a former worker are fully live

	+3
	Unchanged
	Supervisor emails a ticket; the directory account is disabled; nine application accounts are not
	Partial: the fragments deprovision independently, in whatever order tickets are worked

	+45
	Unchanged
	A quarterly review flags two of the nine; nobody is sure who owns the rest
	The finding is now aging toward an audit

	+180
	Unchanged
	A penetration test authenticates to a case system with an orphaned service-desk account
	The gap is now an incident narrative


Nothing in that timeline is a failure of diligence. It is the wiring diagram working as built: a system that records the truth, five systems that need it, and no channel between them. The same anatomy produces the quieter failures: the transferred employee who keeps the old division’s access for years (the access-accretion problem PS-5 exists to stop), the contractor converted to staff who now has two identities, the rehired annuitant with three.
The Statutory Frame
This series has already cited the two federal frames that make the fix a mandate rather than a preference. The Evidence Act (2018) and the Federal Data Strategy require that agency data trace to a single authoritative system of record for each data type, with documented lineage from source to decision. The FICAM Architecture requires that every governed identity carry a complete, authoritative set of identity attributes derived from authoritative sources such as HR systems (Vol I Book 05 develops both against the directory estate; Vol 0 Book 00 binds them to AC-2 and SI-12). Neither frame is satisfied by cleaning the fragments. Both are satisfied only by designating the source — and for facts about people and organizational placement, the only candidate system that records hire, position, reporting line, and separation as a matter of business authority is the human capital system.
Why This Cannot Be Patched
Three remediation strategies are regularly proposed to fix fragmented identity truth without designating a source. Each fails for a structural reason, and — as with the authentication patches Vol I Book 03 dismantled — naming the reason is what the series’ Closure Necessity doctrine requires:
· “Clean up the directory.” A directory-hygiene project produces a correct snapshot with no event source behind it. Drift resumes the day the project ends, because hires, transfers, and separations keep happening in a system the directory still cannot hear. Cleanup is a measurement, not a source — the identity-plane restatement of the series’ axiom that no scanner creates a source of truth; it can only measure drift from one.
· “Make the directory the master.” Elevating the directory to authority inverts causation. Employment facts would then have to be entered into the directory by administrators — that is, by tickets — which re-creates the ticket queue as the source of truth, now with a grander title and still with no effective dating, no positions, no supervisory hierarchy, and no business authority behind any entry. Nothing that happens inside a directory is a hire or a separation. The directory can hold truth; it cannot originate it.
· “Review our way to correctness.” Quarterly access reviews sample state; they cannot observe transitions. A review that runs ninety days after a separation certifies an orphan for a quarter, and a reviewer confronted with four hundred entitlements approves them in bulk — the rubber-stamp failure mode every assessor recognizes. Reviews are AC-2(j)’s verification layer and this architecture keeps them (sharper — see the organizational SSOT below); but a detective control needs a truth to detect drift from, and reviews cannot manufacture the truth they check against.
Every patch preserves the premise — that identity truth can be maintained where it is consumed rather than where it originates — and the premise is the defect. The remediation is not a cleaner copy; it is a designated origin with an event feed.
OPM HRIT: The Program and Its Timeline
Before this book can designate OPM HRIT as the system of record, it owes the reader an introduction — awareness of the program cannot be assumed, and the architecture that follows makes considerably more sense once its fifty-year backstory is visible.
What it is. OPM HRIT is the Office of Personnel Management’s Human Resources Information Technology line — the shared-services program through which OPM delivers HR systems and workforce data services across the federal government: personnel action processing (the SF-50 pipeline), the electronic Official Personnel Folder (eOPF), and the government-wide HR data backbone, Enterprise Human Resources Integration (EHRI). Since December 2025 the program has a directing instrument: the joint OMB/OPM memorandum Creating “Federal HR 2.0” by Consolidating Core Human Capital Management Across the Federal Government (December 10, 2025), which consolidates 100+ agency Core HCM systems onto one government-wide platform and — significant for integration planning — schedules eOPF and EHRI to become redundant and decommissioned once the Core HCM platform absorbs their function. Anything built against the EHRI/eOPF feed shapes is building against systems the program has already scheduled for retirement; the durable integration surface is the Core HCM platform’s own (federation, SCIM provisioning, extracts).
Who OPM is in this story. Not just a policy shop. Under OMB M-19-16 (Centralized Mission Support Capabilities for the Federal Government, April 2019), OPM was designated the HR Quality Services Management Office (HR QSMO) — the government-wide standards owner and storefront for HR IT. The policy direction is explicit: agencies procure HR technology through the QSMO’s vetted marketplace rather than building bespoke systems.
Why Agency touches it. Agency consumes OPM HRIT services for personnel actions and workforce records today. As OPM modernizes delivery to SaaS — Oracle HCM Cloud, from the externally managed OCI tenancy Vol I Book 01 placed as the fourth landing-zone environment — Agency’s integration surface changes from file and mainframe handoffs to a federated API surface, which is exactly the provisioning feed this book turns into the identity SSOT.
Fifty Years of Consolidation
Every milestone in the program’s history moves the same direction: fewer systems, more authoritative data, shared delivery. The SSOT architecture in this book is not a novel invention — it is the landing point that five decades of federal HR consolidation policy have been driving toward.
The OPM HRIT timeline — five decades of consolidation
	Year
	Milestone
	What Changed

	1972
	CPDF
	The Central Personnel Data File — OPM’s first government-wide personnel data system

	2002
	e-Gov era
	e-Payroll consolidates 26 federal payroll providers to 4; eOPF begins digitizing the paper personnel folder

	2004
	HR Line of Business
	OPM-led shared-services program; the federal HR business reference model; agency HR moves to shared service centers

	~2010
	EHRI
	Enterprise Human Resources Integration replaces CPDF — the government-wide HR data warehouse plus electronic OPF

	2019
	HR QSMO
	OMB M-19-16 designates OPM the HR Quality Services Management Office — standards owner and storefront

	2021
	QSMO marketplace
	The vetted HR IT catalog opens; agencies steered to standards-aligned shared solutions

	2025
	Federal HR 2.0
	The joint OMB/OPM memorandum (December 10, 2025) directs one government-wide Core HCM platform; agencies pause their own Core HCM modernization

	2026
	Core HCM award
	The Federal HRIT Modernization Core HCM contract is awarded to Oracle (June 11, 2026) — Oracle Fusion Cloud HCM, SaaS, the system-of-record feed this book builds on; Wave 1 agency transitions begin

	2027
	Wave transitions
	Wave 2 — the wave that includes Agency — completes in FY 2027; each agency’s onboarding runs ~8 months with interconnections live around month 5

	2028
	One system
	Government-wide adoption goal (FY 2028); eOPF and EHRI become redundant and are decommissioned


Program-status caveat — as of 2026-07-23 the directing memo (December 10, 2025) and the Core HCM award (Oracle Fusion Cloud HCM, June 11, 2026) are on the record; the 2027–2028 rows are the program’s announced schedule, and wave assignments, onboarding timing, and the post-award integration surfaces still evolve — verify current Federal HR 2.0 program status at engagement time. The doctrine of this book is deliberately source-agnostic (see the provisioning pipeline below): if the deployed platform changes, the adapter changes and nothing else does. The execution of this book’s provisioning feed against the awarded program — waves, interfaces, phases, and gates — is the companion HRIT to HR-Driven IAM Execution Plan.
OPM HRIT as the System of Record
What a Human Capital System Actually Owns
The human capital platform — OPM HRIT, in federal shorthand; the deployed instance in this architecture is Oracle HCM Cloud, delivered SaaS from the externally managed OCI tenancy that Vol I Book 01 placed as the fourth landing-zone environment — is not “the payroll system” any more than the DDI platform of Vol I Book 01 is “the DHCP server.” It is the system where four categories of fact are created rather than copied:
The four record families the system of record owns
	Record
	What It Asserts
	Why It Cannot Originate Anywhere Else

	Worker record
	A person exists as a worker: identifier, legal name, worker type (employee, contractor, intern), employment status
	Hiring is an HR business act; the record is created by the act, not in response to it

	Position
	A seat exists in the organization with a title, grade, and organizational placement — independent of any incumbent
	Positions are established and abolished by organizational authority; a vacancy is a real, recorded state

	Assignment
	A worker holds a position, in an organization, at a location, under a supervisor, effective on a date
	The assignment is the employment relationship; every downstream access decision is a projection of it

	Supervisory hierarchy
	Who reports to whom — the reporting line from any worker to the head of the agency
	Reporting relationships are established by the same business acts that create assignments; the directory’s manager field is at best a copy


The Division of Labor: System of Record Versus Identity Provider
Naming the HCM as the identity SSOT invites a predictable misreading — that it competes with the identity platform. It does not, and the boundary between them is worth stating precisely, because each is authoritative for a different category of fact:
The division of labor between the system of record and the identity platform
	Function
	System of Record (HCM)
	Identity Platform (Entra ID)

	Who a worker is — existence, status, type
	Authoritative
	Derived: account state follows the record

	Where a worker sits — position, org, supervisor
	Authoritative
	Derived: attributes stamped, memberships computed

	How identity is proven — credentials, MFA, device binding
	—
	Authoritative (Vol I Book 03’s plane)

	Whether a request is permitted now — conditional access, sessions
	—
	Authoritative (policy enforcement)

	Token issuance and claims format
	—
	Authoritative; claim values trace upstream


The HCM never authenticates a user to an application; the identity platform never decides whether someone is employed. The pipeline in this book is the seam between them, and the direction of authority across that seam never reverses: the HCM asserts facts about people and structure; the identity platform asserts facts about credentials and sessions and derives everything else. The two-authority model is the same truth-plane discipline the series applied between DDI and the certificate estate in Vol I Books 01 and 03 — different planes own different verbs, and no plane edits another’s nouns.
Effective Dating: Truth With a Timeline
The property that separates a system of record from a directory is effective dating. An HCM record does not say “Jane is in the Program Integrity division”; it says “Jane’s assignment to Program Integrity is effective 2026-08-03, superseding her prior assignment, which ended 2026-08-02.” Future-dated hires, transfers, and separations exist in the system before they are true, with the date on which they become true.
This is not a bookkeeping nicety — it is what makes proactive automation possible. Day-one readiness (account, licenses, and group memberships waiting when a new hire badges in) requires knowing the hire before the start date. Same-day revocation requires knowing the separation on its effective date, not when the paperwork finishes circulating. A directory records state; the system of record records state transitions with timestamps, which is exactly the shape an event-driven lifecycle consumes.
Authoritative Versus Derived Attributes
The discipline that makes the SSOT operable is a written, governed answer to one question per attribute: which plane owns this? An attribute is authoritative where it is created by a business act, and derived everywhere else. Derived attributes are computed, stamped, and read — never edited in place.
The attribute authority map — which plane owns which fact
	Attribute
	Authoritative Plane
	Derived Consumers

	Worker identifier (employeeId)
	HR system of record — the immutable correlation anchor, assigned at first affiliation
	Directory correlation key, audit joins, per-system account linkage

	Legal name, worker type, employment status
	HR system of record
	Display name, account enable/disable state, guest-versus-member classification

	Position, title, grade
	HR system of record
	Role-eligible access packages, approval routing

	Organizational placement (department, org code, cost center)
	HR system of record
	Dynamic group membership, ABAC attributes, chargeback

	Supervisor / reporting line
	HR system of record
	manager attribute, access-package approval routing, attestation campaigns

	Duty location
	HR system of record
	Conditional access named-location context, E911 records (Vol I Book 06)

	User principal name, mail, group memberships
	Identity platform — derived from HR attributes by rule
	Applications, token claims

	Device identity, names, addresses, certificates
	Naming and addressing plane (Vol I Books 01-03)
	NAC admission, workload identity, TLS

	Credential strength, token claims format
	Identity plane, cryptographic half (Vol I Book 03)
	Policy enforcement plane


The map has one rule with no exceptions: corrections flow upstream. When a token carries a wrong department, the fix is a correction to the HR record (or to the derivation rule) — never a hand-edit of the directory attribute, because a hand-edited projection is a new fragment, and fragments are the disease this part cures.
The Identity SSOT
The Lifecycle Is an Event Stream
Joiner, mover, leaver — plus the two transitions estates forget until they hurt, rehire and conversion (contractor to employee) — are the five state transitions a worker record undergoes. Each is recorded in the HR system as an effective-dated event, and each maps to a deterministic set of identity actions:
The five lifecycle events and their derived identity actions
	HR Event
	Recorded Fact
	Identity Actions Derived From It

	Joiner
	Future-dated hire: worker record + assignment created
	Account created ahead of start date, disabled until effective date; licenses and baseline group memberships derived from assignment attributes; credential enrollment (Vol I Book 02 device, Vol I Book 03 authenticator) queued for day one

	Mover
	Assignment change: new position, organization, location, or supervisor
	Attributes re-stamped; dynamic memberships re-computed — old division’s access leaves as the new division’s arrives; access review triggered on the residual (PS-5); approval routing follows the new supervisor of record

	Leaver
	Effective-dated separation
	On the effective date: account disabled, sessions and refresh tokens revoked, group memberships removed, credentials revoked through the Vol I Book 03 lifecycle, mailbox and data handled per retention policy — as one automated sequence with one timestamped evidence trail (PS-4)

	Rehire
	Returning worker matched to prior worker record
	Prior identifier re-linked — the person resumes their identity rather than acquiring a second one (IA-4)

	Conversion
	Worker type changes; affiliation continuous
	Same identifier, re-derived access; the contractor-to-employee seam stops minting duplicate identities


The load-bearing property is the direction of causation. Nobody requests an account for a new hire; the hire causes the account. Nobody remembers to disable a leaver; the separation record is the disablement, with an effective date the automation honors to the day. The ticket queue survives only for exceptions — and every exception is visible as a deviation from a computed baseline, which is what makes the exceptions auditable.
Consider the two architectures side by side in the completed series, in the paired-scenario form Vol I Book 02 used for the port:
Scenario A — separation under fragmented truth. A worker separates on a Friday. Their FIDO2 key, machine certificate, and enrolled device are all valid — Vol I Books 02 and 03 built them well, and nothing about the separation touches any of them. Conditional access evaluates a compliant device and a phishing-resistant credential and correctly allows. Every control fires correctly, because every control is asserting exactly what its plane knows — and no plane knows the one fact that matters. The strength of the substrate now works for the former worker.
Scenario B — separation under the identity SSOT. The same Friday, the effective-dated record initiates the leaver sequence: the account disables, sessions and refresh tokens revoke, memberships drop, the certificate revokes through the Vol I Book 03 lifecycle, and the device’s admission credential dies with it — so Monday’s port authentication fails at the wire per Vol I Book 02. Each step leaves a timestamp. The substrate’s strength now works for the agency, because the truth plane finally told it the truth.
The pair is the whole book in miniature: Vol I Books 01-03 determine how forcefully the architecture asserts identity; this part determines whether what it asserts is still true.
HR-Driven Provisioning Into the Identity Plane
The pipeline that carries events from the system of record into the identity platform follows the API-driven inbound provisioning architecture — the HR-agnostic pattern this series adopts, verified against Microsoft Learn. Its shape:
HR system of record → integration middleware → Microsoft Graph bulkUpload API → Entra ID provisioning service — SCIM 2.0 (RFC 7643/7644) as the wire format, submitted over HTTPS, accepted asynchronously with HTTP 202, processed in near real time.
Three properties of this design are doctrine, not implementation detail:
· The architecture is source-agnostic; the deployed source is a configuration. The middleware normalizes any HCM’s export into the canonical SCIM payload, so the bulkUpload call is identical regardless of HR source. Oracle HCM Cloud is the deployed system of record in this architecture — named here the way the series names InfoBlox and Entra ID — but nothing in the design depends on it. If the source ever changes, the adapter changes; the doctrine, the pipeline, and every downstream derivation do not. That is what “HR-agnostic” buys: the SSOT is a role, filled by whichever system holds business authority.
· One entry point, therefore one provenance stream. All inbound identity writes flow through the single provisioning surface, and the middleware emits a provenance record per provisioning event before the Graph call returns. One entry point is what makes lineage (SI-12) and drift detection tractable — there is exactly one door to instrument.
· The envelope is engineered, not assumed. The verified operating numbers: throttling at 40 API calls per 5-second window; tenant daily caps of 2,000 calls per 24 hours (Entra ID P1/P2) or 6,000 (Entra ID Governance); batch payloads of up to 50 operations per call; Entra ID P1 as the licensing floor; and, where on-premises AD writeback persists during directory coexistence, three active provisioning agents for high availability. Worth one sentence of series doctrine: the spec’s own correction history records that its first draft overstated the throttling envelope five-fold and was corrected on verification against the authoritative source — which is precisely the falsifiability discipline this series demands of every load-bearing number.
Native HR connectors, where they exist for a given HCM, are permitted as accelerators — but the API-driven path is the canonical architecture, because it is the one that works for any source and the only one whose middleware layer can compute organizational attributes and emit provenance before the identity platform ever sees the record.
Microsoft’s HR-Driven Provisioning: Two Landing Zones
The pattern this book describes has a first-party name in the Microsoft documentation: HR-driven provisioning. Awareness of this cannot be assumed, so it is worth stating plainly — the architecture above is not custom middleware glue. Microsoft ships it as a generally available, documented feature family in which the HR system is the start-of-authority for identity lifecycle and the Entra provisioning service carries its records into the directory targets.
Two on-ramps exist: prebuilt cloud-HR connectors (Workday, SAP SuccessFactors), and the API-driven inbound provisioning path — the Graph bulkUpload endpoint accepting SCIM 2.0 payloads — which is source-agnostic and is the architecture described above. In both cases the provisioning service applies scoping filters (who provisions at all) and expression-based attribute mappings (how HR fields become directory attributes).
The consequential fact for a coexisting estate: the same HR feed can land in two different zones, separately or simultaneously —
· API-driven inbound provisioning to Entra ID writes users directly in the cloud directory.
· API-driven inbound provisioning to on-premises Active Directory delivers the same payloads through Entra provisioning agents (deploy three for high availability) that write to AD DS.
Landing in Active Directory: Containers and the Manager Chain
Most of the estate still lives in on-premises AD, so the AD landing zone deserves detail. Four mechanics:
· Where the account lands — the OU is computed, not hand-picked. The parentDistinguishedName attribute mapping derives the destination container from HR attributes; Microsoft’s planning guidance shows expression rules (a Switch over department or location) selecting the OU. Placement by rule ends the drag-and-drop tradition that produced the twelve drifted regional trees.
· The reporting line becomes a queryable chain. The provisioning service resolves the supervisor by employeeId match against already-provisioned users and writes AD’s manager attribute as a DN reference. Exchange, the address book, and approval tooling read that chain; manager updates flow on mover events.
· The attribute surface carries the worker record. department, title, division, company, employeeId, employeeType, and extensionAttributes project the worker record into AD; scoping filters exclude populations that should not provision, and expressions construct UPNs and display names consistently.
· The operational floor. Entra provisioning agents — three, for high availability, per the verified envelope above — perform the AD DS writes from inside the agency network. Accounts enable on the hire date and disable on the leave date: effective dating flows all the way down to the domain controller.
The caveat that motivates the rest of this book: AD stores structure as place. An OU is a container, and Group Policy that reads OU position inherits every reorganization. HR-driven provisioning keeps AD correct; it cannot make AD’s model attribute-native.
Landing in Entra ID: Attributes, Not Containers
Entra ID has no OUs. The worker record lands as first-class attributes, and organizational structure becomes data:
· The attribute surface. manager (a directory relationship, not a string — it powers the organization chart in Teams and Outlook profile cards), department, jobTitle, employeeId, employeeType, employeeHireDate / employeeLeaveDateTime, and employeeOrgData with costCenter and division. The attribute authority map earlier in this book, realized in Microsoft’s own schema.
· Structure becomes computation. Dynamic membership rules evaluate those attributes continuously — nobody joins a group and nobody forgets to leave one. Access packages route approvals to the manager relationship (the supervisor of record). Administrative units scope delegated administration by attribute — the OU’s one legitimate remaining job, reimplemented without making policy read a container path.
· Lifecycle is platform-native. Entra Lifecycle Workflows trigger directly off employeeHireDate and employeeLeaveDateTime: pre-hire onboarding, day-one enablement, and leaver revocation run as first-class platform features keyed to the HR effective dates — not as scheduled scripts someone maintains.
The visible payoff for every employee: the org chart in Teams and Outlook stops being decorative. When manager and employeeOrgData derive from the HR record, the profile card is the supervisory org — the same truth that routes approvals and computes access.
Absorbing Organizational and Reporting Structure: AD versus Entra ID
Absorbing organizational and reporting structure — AD versus Entra ID
	Dimension
	Active Directory
	Entra ID

	Structural container
	OU tree — structure as place; GPO reads position
	None — structure as attributes; policy reads claims and groups

	Reporting line
	manager DN reference — Exchange, address book
	manager relationship — org chart in Teams/Outlook, approval routing

	Org placement
	OU computed at provisioning (parentDistinguishedName)
	employeeOrgData (division, costCenter) + department, stamped

	Membership
	Static groups, nesting, manual or scripted
	Dynamic membership rules — computed, continuously evaluated

	Delegated admin
	OU ACL delegation
	Administrative units, attribute-scoped

	Reorg cost
	OU restructure + GPO re-link — a migration project
	Attribute re-stamp + rule re-evaluation — a data change


Both directories can absorb the org chart via HR-driven provisioning — but only one absorbs it as data. The row that decides the argument is the last one: an AD reorganization is a migration project with months of drift; an Entra reorganization is a data change. Microsoft’s platform direction and this series’ overlay-and-retire doctrine point the same way: provision both zones during coexistence, read structure from attributes, and retire OU-bound policy deliberately (Phase 4 below, in coordination with Vol I Book 05).
One Person, One Identifier
IA-4 requires managing identifiers by receiving authorization to assign them, selecting and assigning them to the intended entity, and preventing their reuse for a defined period. The enterprise discipline this architecture implements is stricter and simpler: one person, one identifier, for the life of the affiliation — across every account, system, rehire, and conversion.
The employeeId assigned at first affiliation is the immutable correlation anchor. It never changes with name, position, region, or worker type; every account in every system that belongs to the person carries it; and when the person returns after a break in service, the rehire event re-links the same identifier rather than minting a fresh identity. This is only possible where the person — not the account — is the tracked entity. A directory cannot do it: directories track accounts, and an account deleted at separation takes its history with it. The worker record persists across affiliations, which is why identifier non-reuse and rehire correlation are properties of the HR plane, projected downward.
The same anchor is what makes audit joins possible at all: the token event in the SIEM, the database login, the badge swipe, and the personnel action resolve to one person only because one identifier threads them.
The Worker-Type Boundary
One authoritative attribute deserves special notice because entire policy families hang from it: worker type. Employee, contractor, intern, volunteer — the classification determines member-versus-guest treatment in the tenant, license assignment, access ceilings, and which conditional-access baseline applies. When worker type is a directory field someone sets at account creation, it is wrong exactly as often as staffing paperwork is ambiguous, and the errors are invisible because nothing reconciles them. When it is derived from the worker record, the contractor whose engagement ends loses access on the engagement’s end date (a leaver event for a non-employee), and the conversion seam — contractor on Friday, employee on Monday — is a re-derivation on the same identifier rather than a second identity with a second, forgotten first account. IA-4(4)’s status characterization (identifying each individual as, for example, a contractor) falls out of the same attribute for free: the characteristic is asserted by the system that classifies workers as a business act, not annotated by an administrator who heard about it.
Deprovisioning Is an HR Event, Not a Ticket
The leaver sequence deserves its own statement, because it is where the fragmented-truth architecture kills its audit findings — and occasionally its incident reports. In the target state, separation processing is initiated by the effective-dated termination record, and the automated sequence executes on that date, in order, as one workflow:
1. Disable the account — the sign-in gate closes first.
1. Revoke active sessions and refresh tokens — disabling prevents new tokens; revocation ends the ones already issued, so the control takes effect in token-lifetime minutes rather than at next sign-in.
1. Verify — read back the revocation state; a step that cannot be confirmed is a step that did not happen, as far as evidence is concerned.
1. Remove group memberships and access-package assignments — entitlements end even where a downstream application caches identity.
1. Revoke credentials — certificates through the Vol I Book 03 lifecycle; the device’s admission credential through the Vol I Book 02 pipeline, so the port stops trusting the hardware too.
1. Disposition data — mailbox archive or conversion, file ownership transfer, retention and litigation-hold exceptions applied per policy rather than per memory.
Each step emits a timestamped evidence record; the distance between the HR effective date and the last revocation timestamp becomes a measured, reportable ConMon metric instead of an unknowable. Emergency terminations take a defined manual entry into the same sequence — the trigger is human, the execution and the evidence are identical.
Contrast the input signals available to any alternative mechanism. The network cannot see a termination — the leaver’s laptop authenticates on their last day exactly as it did the day before. The SIEM sees absence of activity, which is indistinguishable from leave. The quarterly access review discovers the account up to ninety days late. Only one system in the enterprise records the separation as a first-class fact with an effective date — and once it does, everything downstream is a subscription.
The Measured Lifecycle
An event-driven lifecycle is also, incidentally but not accidentally, a measured one — every event-to-action interval is a number, and the numbers are the slot-01 evidence stream:
The lifecycle metrics the event-driven architecture makes measurable
	Metric
	Definition
	What It Evidences

	Separation-to-revocation interval
	HR effective date/time → last revocation timestamp in the leaver sequence
	PS-4’s disable-within-time-period, continuously

	Transfer-to-review interval
	Transfer effective date → residual-access review completion
	PS-5’s initiate-within-time-period

	Joiner readiness rate
	Share of new hires whose account, licenses, and baseline access exist at start-of-day one
	AC-2 lifecycle automation working in the creation direction

	Correlation coverage
	Share of enabled accounts resolvable to a current worker record
	The orphan population, as a query instead of a hunt

	Derivation purity
	Share of group memberships computed by rule versus assigned by hand
	How much of the estate still runs on fragments


None of these numbers exists in a ticket-driven estate — not because nobody computes them, but because the events they measure are not recorded as events. The metric is the argument: an architecture that cannot measure its own revocation latency is asserting PS-4 compliance on faith.
The Organizational SSOT
Structure as Queryable Truth
The second half of this book’s title is the one estates habitually skip. Identity SSOT projects say “HR drives accounts” and stop — leaving organizational truth (who reports to whom, which positions exist, which cost center pays) in the OU paths and the Visio files. The result is an identity plane that knows who exists but not where they sit, which forces every access decision back onto hand-maintained groups — and hand-maintained groups are per-system account stores wearing a nicer name.
The organizational SSOT makes three record families queryable:
· Supervisory organization. The reporting hierarchy as effective-dated records: any worker’s chain of command, resolvable by API at decision time. This is the fact that access-package approvals, attestation campaigns, and separation-of-duties checks all silently depend on — and today mostly fake with a stale directory manager field.
· Position management. Positions as records independent of incumbents. Access eligibility attaches to the position (“this seat is entitled to the case-processing system”), so a vacancy holds no access, an incumbent inherits the seat’s baseline on assignment, and a mover sheds it on reassignment — automatically, because the assignment is the membership rule’s input.
· Cost centers. The financial dimension of placement, driving license chargeback and scoping the blast radius of any entitlement to the organizational unit that owns it.
Vol I Book 05’s history explains why this matters at reorganization time. Under fragmented truth, a reorganization is a migration project: OU restructuring, group renames, GPO re-links, months of drift. Under the organizational SSOT, a reorganization is a data change — the HR records change, the attributes re-stamp, the memberships recompute — and the doctrinal corollary follows: a drifted OU estate is overlaid and retired, not remediated. Rebuilding OU trees to match reality is expensive, high-risk, and pointless once no policy reads OU position; the truth is stamped as attributes, policy re-bases onto attribute-driven groups, and the residual OU bindings are inventoried and decommissioned deliberately.
From HR Attributes to Access: The Derivation Chain
The organizational SSOT earns its keep through one repeatable chain:
Worker record → stamped attributes → dynamic groups → entitlements.
Dynamic groups are membership rules over HR-derived attributes (“all workers whose org code is under X and worker type is employee”), evaluated continuously by the identity platform. Access packages bundle entitlements behind eligibility rules and approval flows that route to the supervisor of record. Conditional access and application roles consume the same attributes as ABAC inputs, and role assignments — RBAC — are granted through the packages rather than by direct assignment. The properties that follow:
· Nobody joins these groups; membership is computed. There is no group owner to lobby, no ticket to lose, no offboarding step to forget. The mover’s access converges on the new assignment’s derivation within the provisioning cycle.
· Every entitlement has a because. Access exists because an attribute satisfied a rule; the attribute exists because an HR record asserted it; the record has an author, a date, and a business act behind it. That chain is the access authorization data AC-2 wants, and it is queryable end to end.
· ABAC and RBAC stop being rival religions. Roles define what a position may touch; attributes prove which position the person holds. Both resolve against the same upstream truth, which is the only arrangement in which they cannot disagree.
Attestation Lands on the Same Rail
The access reviews this book declined to accept as a source of truth return here as a sharpened verification of it. Once entitlements derive from the organizational SSOT, AC-2(j)’s periodic review stops being a spreadsheet mailed to whoever a stale directory field names, and becomes a campaign the org SSOT itself scopes and routes:
· The reviewer is the supervisor of record — resolved from the reporting hierarchy at campaign launch, not from a manager field last edited during a previous administration.
· The review population is attribute-scoped — “all workers in this organization with access outside its derivation baseline” is a query, so reviewers see the exceptions rather than four hundred rubber-stampable rows.
· The review outcome is a record correction — a rejected entitlement is removed by fixing the attribute, the rule, or the exception entry that produced it, so the same wrong answer cannot regrow from the same wrong input.
The separation-of-duties checks of later parts read the same rails: conflicting-role detection needs to know that two roles are held by the same person (the IA-4 anchor) and whether an approver reports to the requester (the supervisory org). Both facts are queries against this book’s records; neither is answerable from a directory that tracks accounts and drawings that track boxes.
A SaaS Integration Surface Is an Identity-Plane Surface
The system of record in this architecture is SaaS-delivered from a tenancy the agency does not operate, under an external authorization boundary (Vol I Book 01 placed it as the fourth landing-zone environment; Vol I Book 03 already observed that the externally managed tenancy has no domain controller and never will). For an estate whose integration reflexes were formed by IaaS and on-premises systems, this looks like a constraint. Examined against the Functional Plane Model, it is the opposite: every surface a SaaS system of record exposes is a function of the truth planes the substrate parts already govern.
The SaaS integration surface decomposed into functional planes
	Integration Function
	SaaS System of Record
	IaaS / VM-Centric System
	Functional Plane

	Sign-in
	Federation — SAML/OIDC assertion from the agency identity provider; trust anchored in exchanged signing keys
	OS-level credentials, domain join, local accounts
	Identity plane (Vol I Book 03’s tokens, verbatim)

	Data flow out (workers, org)
	SCIM 2.0 / REST extract into the provisioning pipeline over outbound HTTPS
	Agents installed on hosts; file drops on shares; database links
	Identity plane (this book’s pipeline)

	Reachability
	DNS resolution of the tenancy’s published service names — through the validating resolvers of Vol I Book 01
	Routes, peering, firewall rules, network adjacency
	Naming and addressing plane

	Evidence
	API export of audit and provenance records into the ConMon pipeline
	Log agents, collectors, syslog adjacency
	Evidence and telemetry plane

	Patch/operate
	The provider’s obligation inside its own authorization boundary
	The agency’s obligation, host by host
	— (the boundary is the point)


The structural contrast is what matters. An IaaS integration couples through the enforcement planes — network adjacency, host agents, OS credentials — so every integration widens the attack surface the enforcement planes must then police. The SaaS system of record couples through the truth planes: it is reached by name, trusted by federation, integrated by provisioning protocol, and audited by evidence export, over outbound HTTPS and nothing else. There is no network path to segment, no host to patch inside the agency boundary, no stored OS credential to rotate. The coupling is thin precisely where couplings are dangerous — which is why an externally authorized tenancy can hold the enterprise’s most authoritative records and still leave the agency’s own boundary smaller than before, and why no organizational diagram is needed to reason about it: the plane model, not an org chart, states which function talks to which.
Two consequences follow. First, the substrate parts are literally the integration prerequisites: the federation trust is a Vol I Book 03 token relationship; the provisioning pipeline authenticates with a Vol I Book 03 workload credential; the tenancy’s endpoints resolve through Vol I Book 01’s validating resolvers; and the DNS names those endpoints use are exactly the class of external dependency the naming plane’s egress policies already govern. An agency that built Vol I Books 01-03 has already built everything this integration touches. Second, the pattern generalizes: every future SaaS adoption should be evaluated on the same four surfaces — how it federates, how it provisions, how it resolves, how it exports evidence — and a candidate that demands enforcement-plane coupling (a site-to-site tunnel, an installed agent inside the boundary, a shared OS credential) is asking to be treated as infrastructure, with infrastructure’s obligations. The system of record is the template, not the exception.
What This Sets Up
This is the hinge from substrate to application. Every later part consumes this book’s truth in a specific, checkable way — none of them can substitute for it, and several silently presume it:
Downstream consumers of the identity and organizational SSOT
	Downstream Part
	What It Consumes From This Book

	Vol I Book 05 — network and identity modernization
	The authoritative HR-derived identity model that Principle 1 restores against twelve regional silos; the overlay-not-remediate doctrine for the drifted OU estate

	Vol II Book 01 — SQL authentication modernization
	Database access derived from HR-driven dynamic groups, so the DBA ticket queue and the orphaned SQL login end together

	Vol III Book 01 — privileged access management
	Eligibility for privileged roles scoped by position and worker type; JIT activation approvals routed by the supervisory org; the leaver sequence as the floor under every standing privilege

	Vol III Book 06 — SIEM / detection
	The employeeId join key that threads token events, host logs, and personnel context into one investigable person; separation events as detection context (activity from a separated worker’s identity is a first-class alert, not an anomaly score)

	Vol IV Book 04 — PII processing
	The HR data flows this book creates are themselves governed PII flows; the provenance stream doubles as the processing record

	Vol IV Book 06 — authorization package
	The measured-lifecycle metrics as continuous AC-2/PS-4/PS-5 evidence, packaged through slot-01


The honest caveat, stated once and governing everything: designating an authoritative source does not make it correct — it makes its errors authoritative. A drifted HR feed produces a drifted SSOT with excellent lineage. That is why Phase 1 below is source-data remediation rather than integration, why Phase 2 runs in shadow mode until every difference is explained, and why the data-quality obligation lands on the record’s owner rather than on the pipeline. The series’ rule that no scanner creates a source of truth has a corollary: no pipeline launders one.
Phased Implementation
The sequencing principle is inherited from Vol I Book 03 and sharpened: designate truth, prove the pipe, automate the lifecycle, then derive access. Each phase’s gate is the next phase’s precondition; the ordering is not optional, because deriving access from attributes nobody has agreed to trust is how fragmented truth gets rebuilt with better tooling. One honest caveat governs the whole program: the authoritative source must be correct, not merely designated — a drifted HR feed produces a drifted SSOT, so data-quality remediation is Phase 1 work, not a someday.
Phase 1 — Attribute Authority Agreement (Weeks 1–6)
Produce the attribute authority map as a governed artifact: every attribute consumed by any access decision, its authoritative plane, its derivation rule if derived, and its data-quality owner. Baseline the HR data against reality for the load-bearing fields (worker type, org placement, supervisor, status) and remediate at the source. Reconcile the existing directory population against worker records: every account matched to an employeeId, or flagged as an orphan candidate with an owner and a deadline.
Gate: the authority map is signed; every enabled account is either correlated to a worker record or on a dated exception list.
Phase 2 — Inbound Provisioning Pilot (Weeks 7–14)
Stand up the inbound provisioning pipeline — source adapter, middleware normalization and provenance emission, bulkUpload submission — against a pilot population, in shadow mode first: the pipeline computes what it would do, and its output is diffed against the directory’s actual state. Shadow-mode drift reports are the last data-quality net before automation acts. Size the envelope against the verified limits (batching toward 50 operations per call; daily call budget against the tenant cap) and deploy the provisioning-agent tier where AD writeback persists during coexistence.
Gate: thirty days of shadow operation in which every pipeline-versus-directory difference is explained — either a directory error (fixed downstream) or a source error (fixed in HR); provenance records emitted for 100% of events.
Phase 3 — Lifecycle Automation (Weeks 15–26)
Turn causation on: joiner, mover, and leaver actions execute from HR events, leaver first — revocation is where the risk lives and where the evidence is most valuable. Wire lifecycle workflows to the effective dates; measure the separation-to-revocation interval from day one; route exceptions (emergency terminations, litigation holds) through defined manual paths that end in the same evidence stream. Rehire and conversion matching rules are validated here, against history, before they act.
Gate: separation-to-revocation measured in hours across a full pay-period cycle with zero missed leavers; joiner day-one readiness demonstrated; the account-creation ticket queue retired for covered populations.
Phase 4 — Organizational-SSOT-Derived Access (Weeks 27–40)
Load the supervisory organization and position records; stamp organizational attributes tenant-wide; convert hand-maintained groups to dynamic membership rules, group by group, with report-only diffs preceding each cutover; re-base access packages so eligibility and approval routing read the org SSOT. Begin the OU-dependency inventory and retire OU-bound policy per the overlay-not-remediate doctrine, in coordination with Vol I Book 05’s directory program.
Gate: for covered applications, no direct group-membership assignments remain — every entitlement resolves to a rule, an attribute, and a worker record; a test reorganization (one division renamed and re-parented in HR) propagates to groups and approvals with zero manual directory changes.
The Program at a Glance
Implementation phases, outputs, and gates
	Phase
	Output
	Gate

	1 — Attribute authority agreement
	Signed authority map; source data remediated; account-to-worker correlation baseline
	Every enabled account correlated or on a dated exception list

	2 — Inbound provisioning pilot
	Inbound provisioning pipeline live in shadow mode; provenance stream; sized throttling envelope
	30 days with every pipeline-versus-directory difference explained

	3 — Lifecycle automation
	Joiner/mover/leaver executing from HR events; measured intervals; exception paths
	Zero missed leavers over a full cycle; hours-scale revocation; creation tickets retired

	4 — Org-SSOT-derived access
	Attributes stamped; dynamic groups and access packages re-based; OU dependencies retiring
	Test reorganization propagates with zero manual directory changes


The sequence deliberately front-loads the unglamorous work. Phases 1 and 2 produce no visible change for end users — which is precisely why estates skip them, automate against unverified data in month one, and spend year two explaining to their assessor why the automation deprovisioned a regional director. Truth first, pipe second, actions third, derivations last.
NIST SP 800-53 Rev 5 Control Closure
The table maps each control to its state without the architecture, its state with it, and — per the series’ Closure Necessity doctrine — why no alternate mechanism closes it. Control language follows NIST SP 800-53 Rev 5. One scoping note, stated plainly so the necessity claims stay falsifiable: PS-4 and PS-5 are personnel-security controls. Their procedural elements (exit interviews, property retrieval, the personnel actions themselves) are human obligations no platform performs. What this architecture supplies — and what has no alternate source — is the machine-readable initiating fact and the automation evidence: the timestamped chain from personnel action to access revocation that PS-4(2)’s automated mechanisms and every assessor’s evidence request presume.
NIST SP 800-53 Rev 5 control closure for Vol I Book 04 — OPM HRIT and the Identity & Organizational SSOT
	Control
	Title
	Without This Architecture
	With This Architecture
	Why No Alternative Closes It

	AC-2
	Account Management
	Accounts created, modified, and disabled by ticket against twelve regional OU trees; access authorizations undocumented or encoded in group names; AC-2(l)’s required alignment with termination and transfer processes exists as a memo; orphaned accounts recur after every sweep
	Every account traceable to an authoritative worker record; creation, modification, disablement, and removal executed as consequences of hire, transfer, and separation events; access authorizations resolvable to attribute, rule, and record; alignment with personnel processes is structural because the personnel event is the trigger
	AC-2 requires accounts managed in accordance with defined prerequisites and criteria, and requires account management aligned with personnel termination and transfer processes. Alignment presumes a machine-readable personnel truth to align to. Employment facts originate in the HR system as business acts; no scanner, review cadence, or directory hygiene project can generate the fact of employment — they can only copy it, late

	AC-2(1)
	Automated System Account Management
	Either no automation, or automation wired to the directory itself — which automates the propagation of stale truth
	Automated mechanisms (inbound provisioning pipeline + lifecycle workflows) support the full account lifecycle, keyed to effective-dated HR events, with provenance per action
	The enhancement requires automated mechanisms to support account management. Automation is exactly as correct as its input; the only input that is authoritative for existence, status, and placement of workers is the system of record. Automating from any downstream copy is drift at machine speed — signing broken authorizations efficiently

	PS-4
	Personnel Termination
	Termination communicated by email and checklist; access disabled days or weeks after the effective date, or never; each system deprovisioned independently; evidence assembled by hand for each audit
	The effective-dated separation record initiates the automated sequence — disable, session and token revocation, membership removal, credential revocation — on the effective date, per PS-4(2) automated actions, with a timestamped evidence record per step; the separation-to-revocation interval becomes a measured ConMon metric
	PS-4 requires disabling system access within an organization-defined period of termination. The clock starts at an event only the HR system records as a first-class fact — termination is not network-observable, and absence of logins is indistinguishable from leave. Only an event-driven feed from the system that owns the fact can start the automation on time, and only automation produces the within-time-period evidence

	PS-5
	Personnel Transfer
	Transfers invisible to the identity plane; access accretes across reassignments; the confirmation of ongoing operational need that the control requires has no trigger, so it happens annually or not at all
	The mover event triggers re-derivation of access from the new assignment and an access review on the residual, within the organization-defined period of the formal transfer action; old-division access leaves as new-division access arrives
	PS-5 requires reviewing and confirming ongoing operational need when individuals are reassigned or transferred, and initiating actions within a defined period after the formal transfer action. The formal transfer action is an HR record; to the network and the directory, the transferred person is the same account on the same laptop. No mechanism that cannot see the transfer can start the required review on time

	IA-4
	Identifier Management
	Identifiers minted per system; conversions and rehires create duplicate identities; reuse prevention unenforceable because no system remembers identifiers across account deletion; audit joins across systems impossible
	One identifier per person, assigned from the worker record at first affiliation, carried by every account, preserved across rehire and conversion; reuse structurally prevented because the worker record — and therefore the identifier’s history — persists after every account is gone; worker type available as the IA-4(4) status characteristic
	IA-4 requires authorized assignment, correct binding to the intended individual, and prevention of identifier reuse for a defined period. Non-reuse and rehire correlation require durable memory of persons, not accounts; directories track accounts and forget them at deletion. The only system whose records survive the end of every account — because its subject is the person — is the HR system of record

	SI-12
	Information Management and Retention
	Identity and organizational data scattered across stores with incompatible schemas and no lineage; the same fact exists in five places with five values; retention unenforceable because ownership is undefined
	One designated authoritative source per identity and organizational data type, with documented lineage from HR record through middleware provenance to every downstream consumer; retention applied at the source per applicable requirements; Evidence Act posture demonstrable
	SI-12 requires managing and retaining information in accordance with applicable laws, directives, and operational requirements. Lineage cannot be reconstructed afterward from copies — provenance must be emitted where the data originates and flows. Designating and instrumenting one source is the only mechanism that produces lineage rather than asserting it


Closure Necessity — AC-2 from an authoritative source. AC-2 and AC-2(1) close only with automated account management from an authoritative source — and you cannot automate a lifecycle from a source of truth that does not exist. The directory is not that source: it is the object of account management, not the authority for it, and provisioning against twelve drifted regional OU trees automates the drift. Vol 0 Book 00 states the structural dependency for the whole series: tokens work only if the authorization they assert is correct, and a token pipeline atop a broken authorization model signs broken authorizations efficiently. No scanner creates a source of truth; no review cadence generates the fact of employment. The only closure path runs through the system where hire, transfer, and separation are recorded as business acts — which is what makes the HR feed a control mechanism, not an HR convenience.
Closure Necessity — PS-4 same-day revocation. PS-4 requires disabling access within a defined period of termination, and the period is measured from an event that is invisible to every technical sensor the agency owns. No scanner detects that someone left: the leaver’s credentials are valid, their device is enrolled, their token requests are well-formed — on their last day and every day after. The SIEM sees silence, which is what vacation looks like. Exactly one system records the separation as a first-class, effective-dated fact, and only an event-driven feed from that system can start the revocation clock on time. Everything else — tickets, checklists, quarterly reviews — is the same fact arriving late through humans, and the control’s time period does not pause for the mail.
Closure Necessity — IA-4 across affiliations. IA-4’s identifier discipline — one person, one identifier, no reuse — must hold across events that end accounts: separation, rehire, contractor conversion. Any mechanism that tracks accounts loses its memory at exactly the moment the control is tested, because a deleted account takes its identifier history with it. Preventing reuse and re-linking a returning person to their prior identifier require a durable record of the person that persists when every account is gone. The worker record is the only artifact in the enterprise with that lifespan; identifier management is therefore an HR-plane property projected into the directory, and nothing projected can substitute for the projector.
FedRAMP 20x KSI Alignment — slot-01 identity
In the series’ continuous-monitoring architecture, this book’s evidence binds to the slot-01 identity evidence slot, which carries the KSI-IAM theme rules in the evaluation engine. Under the volume restructure, slot-01 — already fed by the cryptographic-identity evidence of Vol I Book 03 and the identity-plane parts downstream — additionally binds this book’s lifecycle evidence: the middleware’s per-event provisioning provenance records, lifecycle-workflow execution logs, the measured separation-to-revocation and transfer-to-review intervals, and the account-to-worker-record correlation state that makes orphan detection a query instead of a hunt.
Per the series’ conformance-tooling doctrine (Theme E): configuration baselines can attest that the identity platform’s settings match an intended state; they cannot attest that the accounts in it correspond to people the agency actually employs, in the roles it actually assigned them. That correspondence is authored by the pipeline in this book, and the slot-01 evidence stream is what makes the authored state continuously attestable. The authoritative KSI Closure Necessity Matrix lives in Vol 0 Book 00; Vol IV Book 06 carries the evidence procedures behind it.
Series Context — Vol I Book 04
This part completes the substrate on which the volumes that follow are built:
· Vol I Book 01 — the naming and addressing plane: what things are called, where they live, and the DDI source of truth that makes the estate enumerable.
· Vol I Book 02 — device identity at the port: what is physically connected, proven at the wire.
· Vol I Book 03 — cryptographic identity: how every claim is carried, signed, and verified, path-independently.
· Vol I Book 04 (this document) — the human and organizational truth those claims assert: who works here, in what role, under whom, until when — recorded once, derived everywhere.
The substrate in one line per plane: the naming plane knows what exists, the device plane knows what is connected, the cryptographic plane knows the claim is intact, and the HR plane knows the claim is true. Everything after this point is modernization and evidence. Vol I Book 05’s identity-modernization program executes Principle 1 against the directory estate using this book’s source; Vol II Book 01’s database authentication modernization inherits accounts whose lifecycle this book automates; Vol III Book 01’s privileged access assumes the joiner-mover-leaver discipline as its floor; and Vol IV Book 06 packages the lifecycle evidence this book emits.
How the Series Doctrine Lands in This Part
For readers tracking the six doctrine themes across the series:
The six doctrine themes as they appear in Vol I Book 04
	Theme
	Its Expression in This Book

	A — Closure Necessity
	AC-2, PS-4, PS-5, IA-4, SI-12 each closed by a mechanism with no alternative: employment facts originate only in the system of record; termination is not network-observable; identifier non-reuse requires memory of persons, not accounts; lineage must be emitted at the origin. AC-2(1) automated account management rides the same pipeline but is not a standalone necessity anchor

	B — DIA Fixes Nothing
	The same argument one plane up: a faster, flatter network moves authorization decisions everywhere — and thereby makes a wrong authorization available everywhere. Transport modernization raises the price of fragmented truth; it cannot pay it

	C — The ADC/Proxy Dissolution
	The hand-maintained security group is this book’s dissolving middlebox: a stateful, manually tended artifact that dissolves upward into attribute-driven rules and downward into the HR records that feed them

	D — Functional Planes, Not Divisions
	The system of record is named as a deployed technology (Oracle HCM Cloud), never as an owner; the SaaS integration section reasons entirely in plane functions — federation, provisioning, resolution, evidence — and needs no organizational chart to do it

	E — Conformance Tooling Coverage Gap
	Baselines attest settings; they cannot attest that accounts correspond to employed people in assigned roles. That correspondence is authored here and attested continuously through the slot-01 evidence stream

	F — Accreditation Substrate
	Does not land in this book. Theme F — the accreditation and ConMon gates that turn control closure into an authorization package — is carried by the governance volumes; this book supplies the lifecycle evidence those gates consume


The doctrine in one paragraph: names are authoritative (Vol I Book 01), devices prove themselves at the wire (Vol I Book 02), every claim travels in a credential mathematics can verify (Vol I Book 03) — and this part supplies the one thing mathematics cannot: a true sentence to sign. The token asserts; the worker record is what makes the assertion true. After this part, the series stops building sources of truth, because there are none left to build.

Federal Compliance — Vol I Book 04. Vol I Books 01-03 established the naming plane, device identity, and cryptographic identity; Vol I Book 04 establishes the human and organizational source of truth they assert. The books from Vol I Book 05 through Vol IV apply this four-book substrate to transport, applications, operations, and the authorization package.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-29 14:17 ET
Relationship to the published whitepaper. This narrative is also published, in provenance-anchored form, as the whitepaper Modernization Journey, whose closing section maps each Act-4 claim line-by-line to the governance engine’s decision records. That publication owns the narrative and its provenance mapping; this book owns the federal control-closure framing (NIST 800-53 mappings, FedRAMP 20x KSI alignment, TIC 3.0) and the Appendix A federal implementation reference.
For decision makers: read this page first.
This document tells the story of how your agency’s IT architecture evolved across forty years — and why the architecture that served you well through 2010 is now working against your mission. The first three acts are history. The fourth act is the path forward.
The core problem is not a technology shortage. Your agency has invested heavily in security tools, network capacity, and cloud migration. The problem is that the foundational services beneath those investments — the network, the directory, the address management, the access control model — were designed for a world that no longer exists.
Five things every decision maker needs to understand:
1. High bandwidth does not mean low latency. Your agency has invested in large private circuits connecting field offices to regional data centers. Those circuits provide guaranteed bandwidth. They do not change the physics of distance.
1. The federal government is five to ten years behind the commercial sector on this transition. Major banks, healthcare networks, and manufacturers hit these same breaking points between 2015 and 2020 and modernized. The path is known. The delay has a cost measured in program integrity, not just performance.
1. Your DNS, DHCP, and IP address management were not designed to be security controls — but they now are. Every Zero Trust policy references services by name. Every FedRAMP boundary enforcement decision depends on DNS resolution. Every device inventory required by federal compliance mandates depends on IP address management.
1. VPN is not Zero Trust. A VPN tunnel extends trust to everyone inside it. A compromised endpoint inside the tunnel has the same access as a trusted administrator. You cannot fully implement Zero Trust while VPN is the primary access mechanism.
1. The cost of not modernizing is not abstract. Duplicate payments, records that cannot be reconciled, benefits issued against data that cannot be traced to an authoritative source — these are the downstream consequences of accumulated architectural debt.
The one sentence the whole story turns on: Active Directory conflated the directory (truth) with the domain controller (the in-path enforcer). Every act of this story is a consequence of that conflation. NIST SP 800-207 and OMB M-22-09 require agencies to separate these roles: a governance layer holds and reconciles authoritative state; identity providers, network enforcement points, and data platforms remain the runtime data planes beneath it.
Prologue — The Mainframe Era (1940s–1990s)
Your agency’s entire operation ran on mainframes. IBM systems, mostly. One massive computer in a locked room. Everything happened there: all the data, all the logic, all the state.
Users didn’t have computers. They had terminals — green screens, keyboards. A terminal was a dumb device that sent keystrokes to the mainframe and received screen refreshes back. Text-based, synchronous, simple.
The model was brutally elegant: one source of truth. The mainframe was the truth. When you asked “how many people received benefits this month,” there was one answer, and it came from one place. No ambiguity. No regional variations. No hidden discrepancies.
Security was implicit. If you weren’t sitting at a terminal physically connected to that mainframe room, you couldn’t access anything. The network was the security perimeter. Control physical access, and you controlled everything.
And crucially: the machine that held the truth was the same machine that enforced access to it. Truth and enforcement lived in one box. Remember that; it is the seed of everything that follows.
Act 1 — The Great Decentralization (Late 1980s–2000)
By the late 1980s, the entire world was rejecting the mainframe model — not because mainframes stopped working, but because the economics broke and the technology changed.
Minicomputers had already proven you didn’t need one godlike machine. Then PCs arrived. Networks got faster. The vision became irresistible: put a SQL Server in every region. Put applications in every office. Spread programming expertise to the edges. Let local teams build solutions for their local problems — because they understood those problems better than Washington ever could.
For your agency, this was revolutionary. Twelve regional offices could each have their own database administrators, their own application developers, their own tools tailored to how their states and territories worked.
But here is where the architecture broke.
With the mainframe, there was one source of truth. One database. One version of the record. The moment you put SQL Servers in twelve regions, you lost that. Now California had its own database. Massachusetts had its own. New York had its own. And they didn’t always talk to each other — or they did, but inconsistently. Regional systems evolved their own schemas, their own business logic, their own definitions of what a “benefit” even meant.
The vision of distributed intelligence was real and good. But it came at a cost: distributed truth. And nobody replaced the single source of truth that the mainframe had given you.
That became the original sin — the moment the architecture started to drift. The regional variations that seemed like flexibility in 1993 would calcify into incompatible silos by 2020.
Act 2 — When Security Ate the Architecture (2010–2020)
Around 2010, your agency started consolidating compute. Simultaneously — and this is the critical inflection — cybersecurity became a board-level imperative. Not just “have a firewall.” Defense-in-depth. Layered security. Multiple inspection points.
But here is the problem: the tools chosen to enforce security were fundamentally incompatible with the session-based client-server model your entire infrastructure depended on.
Load balancers became inline proxies. Intrusion detection systems were inserted into the traffic path. Multiple NAT sessions. Firewalls stacked on firewalls. Every packet from a field office to a regional data center had to traverse security devices designed to break sessions — to inspect, decrypt, re-encrypt, verify, block.
Active Directory Kerberos tickets have a lifespan. They are bound to a specific session. When a packet gets intercepted, decrypted, re-encrypted, and NATted three times, the session breaks. The Kerberos ticket becomes invalid. The application loses trust in where the request came from.
The physics that cannot be negotiated: Portland to Washington is approximately 4,500 km in a straight line. Actual fiber routing adds roughly 20%, bringing the real fiber distance to approximately 5,400 km. At 200,000 km/second — the speed of light through glass fiber — that distance sets an unavoidable propagation floor of 27 ms one-way, 54 ms round-trip minimum, before any queue delay, security inspection, or application processing. Active Directory has no millisecond latency requirement — the widely-quoted five-minute Kerberos figure is clock-skew tolerance, not a latency budget — but the DC-dependent operations feel this distance directly: initial TGT acquisition at logon, SYSVOL/GPO retrieval, password changes, and hybrid Entra join registration. No amount of bandwidth changes this. Bandwidth is volume. Latency is distance. You cannot buy your way out of geography.
Asymmetric Routing: The Second Session Killer
Latency kills sessions by exceeding protocol timeouts. A second mechanism, equally destructive and entirely independent of latency, operated simultaneously: asymmetric routing.
Asymmetric routing occurs when the outbound path of a session and the return path traverse different physical or logical routes through stateful network devices. A stateful firewall maintains a session table keyed on the five-tuple. When a SYN packet arrives, the device creates an entry expecting the SYN-ACK to return through it. When the SYN-ACK returns via a different path, that second device sees a SYN-ACK with no corresponding session entry — it drops it as unsolicited. The TCP three-way handshake never completes.
Asymmetric routing vs. latency: independent killers that compound. Latency kills sessions by exceeding protocol timeouts. Asymmetric routing kills sessions by preventing TCP from completing its three-way handshake at all — even with perfect, sub-millisecond latency on both paths. In environments where both conditions exist simultaneously — the federal standard — they compound.
How SD-WAN overlay eliminates asymmetric routing: The SD-WAN overlay tunnel is established between two edge devices as a single logical connection. Inside the tunnel, individual packets may physically traverse any available path. But at the application layer, both directions of every session enter and exit the same SD-WAN edge device. The stateful inspection happens at the tunnel endpoint, which sees both directions. Asymmetric physical routing below the tunnel is structurally removed.
Where the Inline Tier Went: The Dissolution of the Load Balancer
Before leaving Act 2, follow its signature artifact to its ending. The load balancers that became inline proxies — and the forward proxies, VPN concentrators, and hardware application delivery controllers stacked beside them — do not survive into the modern architecture. But they do not migrate to any single successor either, and that is where modernization plans most often make a category error. The inline tier dissolves into three separate functional planes, and each of its legacy functions lands in a different one:
The Dissolution of the Load-Balancer / Proxy Tier
	Legacy function
	Dissolves into
	Functional plane

	Forward proxy / VPN concentrator / secure web gateway appliance
	SASE/SSE — cloud-delivered SWG, CASB, ZTNA
	Policy enforcement plane

	Hardware ADC / reverse proxy / TLS offload
	Cloud-native delivery services provisioned in the landing zone (application gateways, cloud load balancers, global front doors)
	Application delivery plane — a landing-zone function

	GSLB / global traffic steering
	DNS-based traffic steering — health-checked, policy-weighted authoritative DNS responses
	Naming and addressing plane — a DDI control-plane function (Vol I Book 01)


The category error this table pre-empts: “SD-WAN replaces the load balancer.” It does not, and claiming it does hands skeptics an easy rebuttal. SD-WAN does not replace the load balancer; it retires the WAN edge. The load-balancer tier dissolves upward into cloud-native delivery services and downward into the DNS control plane. The remote-access half of the tier — the forward proxies and VPN concentrators that extended per-network trust — dissolves sideways into the SASE/SSE policy enforcement plane described in Act 4. The global-steering half was always a DNS decision executed by an appliance; returned to the naming plane, it inherits the DNSSEC signing, IaC management, and audit logging that plane already carries. Nothing on the list needs a like-for-like appliance replacement, because none of the functions was ever really about the box.
Act 3 — The Breaking Point (2020–2026)
Then M365 happened. Microsoft forced the issue. Your agency migrated to Microsoft 365 — Exchange Online, Teams, SharePoint. Suddenly your email and collaboration lived in Azure, managed by Microsoft, unreachable by your session-based authentication model.
And here is the critical moment: the agency still had twelve regional Active Directory domains. Still had the OU tree structure designed for when compute lived regionally. Still had MPLS circuits connecting field offices to regional data centers that were increasingly just logical boundaries, not physical anchors.
Now a field office in Portland authenticates to a regional DC physically in Washington. An application running on VMware queries a service in AWS. Email lives in Azure. The session-based contract — the assumption that client and server are talking synchronously over a trusted link — is fracturing across three environments and an upcoming fourth.
The hard realization. The bulk of mission compute still runs on VMware on-premises. Red Hat workloads are moving to AWS GovCloud. Email and collaboration are in Azure. OPM HRIT on Oracle OCI is the next boundary arriving. Identity is still in twelve regional AD domains designed for a world where all four of those environments were the same room. The infrastructure could do things but could not verify them across that boundary. With program integrity now a national imperative, that is no longer acceptable.
Meanwhile, the regional variations that started in Act 1 had calcified into institutional silos. California’s benefit calculation differed from Massachusetts’s. Regional databases had evolved incompatible schemas. And because single source of truth had never been restored, nobody could see the discrepancies. The fragmentation that made the system agile in 1995 had become the hiding place for systemic error — duplicate payments across states, records that should have been closed years ago, reconciliations nobody could complete.
The Physics Argument Decision Makers Have Not Heard
When a decision maker hears “the MPLS hairpin is causing latency problems,” the response is almost always: “add a Direct Internet Access circuit at the branch.” DIA eliminates the geographic hairpin. That improvement is real.
And then leadership will conclude that the network problem is solved. It is not.
DIA is a pipe. It is a better-positioned pipe than the MPLS circuit it supplements, but it is still a single, unintelligent pipe with no visibility into what is happening on it, no ability to respond when it degrades, and no way to know whether it is actually the best available path to your destination.
The three-step every DIA conversation must survive. (1) What DIA solves: exactly one thing — the geographic hairpin. The latency budget is a physics constraint, and local breakout is the only fix. (2) What DIA satisfies: none of the protection controls claimed near it. DIA is a pipe; SC-7, SC-8, AC-4, SI-4, and CA-7 are satisfied by the SD-WAN, SASE, and TIC 3.0 stack that governs the pipe, never by the pipe itself — the one closure transport selection provides is CP-8 (Telecommunications Services), through the multi-transport diversity this book’s multipath design supplies. (3) What DIA breaks if deployed bare: the TIC boundary. A bare DIA circuit is an SC-7 regression against the MPLS/TIC baseline it replaced — from the assessor’s chair, it is worse than the hairpin it fixed.
Why Satellite Latency Is No Longer What You Remember
The satellite internet that federal IT professionals evaluated and rejected for decades was geostationary (GEO) — satellites parked at 35,786 km altitude. The physics are unforgiving: approximately 238 ms of one-way propagation delay. No enterprise application tolerates this gracefully. That ruling does not apply to LEO.
Starlink and similar Low Earth Orbit constellations operate at approximately 550 km altitude. Current practical end-to-end latency: 20–40 ms and improving. That places LEO satellite in the same competitive range as broadband DIA circuits.
The vacuum advantage: Light travels through optical fiber at approximately 200,000 km/second — two-thirds the speed of light in vacuum, due to the refractive index of glass. Light travels through the vacuum of space at 299,792 km/second. For the same physical path length, a signal through space travels 50% faster than a signal through fiber — it covers the same distance in about one-third less time. This is not a technology gap that better fiber will close. It is physics.
For the longest domestic paths — Pacific Northwest to mid-Atlantic — the terrestrial fiber route may traverse 4,000 km or more of physical cable. The LEO vacuum path traverses 550 km up, geometrically direct inter-satellite laser link hops through space, and 550 km down at propagation speed 50% higher than fiber. Under the right conditions the satellite path is not a compromise — it is the physics-optimal path. Two caveats bound the claim: inter-satellite laser routing is not guaranteed on domestic paths (traffic may be bent down to a nearby ground station and ride terrestrial backbone anyway), and satellite-to-satellite handovers introduce jitter that matters for voice — the G.114 jitter-buffer analysis in Vol I Book 06 §2.3 applies. The overlay’s continuous per-path measurement is what makes LEO usable despite both: it steers voice off the satellite path when jitter degrades and back when it recovers.
5G: Lower Latency Through Architecture, Not Just Physics
5G reduces latency through two distinct mechanisms:
The radio mechanism: 5G’s shorter radio slot duration reduces the fundamental waiting time — approximately 0.5 ms slots at the mid-band sub-6 GHz numerology (30 kHz subcarrier spacing), shrinking to 0.125 ms at mmWave (120 kHz), versus 1 ms in LTE. Practical mid-band sub-6 GHz 5G achieves 5–10 ms across the air interface.
The architectural mechanism: 5G’s Control and User Plane Separation (CUPS) and Multi-access Edge Computing (MEC) allow traffic to break out of the carrier’s network locally — at the cell tower or a nearby edge node — rather than backhauling to a central core. This is particularly significant for federal field offices in locations where broadband ISP options are limited.
What Application-Aware Networking Actually Means
The phrase “application-aware networking” appears in policy documents and vendor briefings without ever being explained in plain terms. Here is the plain version.
Your current network sees a packet. Specifically, it sees: source IP address, destination IP address, source port, destination port, protocol. It has no idea who sent the packet, what application it belongs to, whether the user is who they claim to be, whether the device is managed and compliant, or whether the data being accessed is the data policy says they should access. It sees a packet. It checks a rule. It allows or denies.
Application-aware networking sees a transaction. Specifically, it sees: a specific employee, on a managed government laptop that passed compliance check this morning, running Microsoft Teams, requesting a SharePoint document classified as internal, from an office location that is consistent with their normal work pattern, at a time of day that is expected, to access a file that their role and organizational attributes authorize them to access. The network enforces policy against the full context of the transaction — not against a packet.
The policy question that changes everything: Packet-level enforcement asks: should this IP address be allowed to reach this port? Application-aware enforcement asks: should this user, on this device, from this location, using this application, be allowed to access this specific data right now? The second question is the one that maps to your mission, your compliance requirements, and your program integrity mandate.
What SD-WAN Overlay Does With New Transports
The overlay treats 5G and LEO satellite exactly the same way it treats MPLS and broadband DIA: as transports to probe continuously, measure precisely, and steer traffic across based on what is performing best for each application class at each moment.
The agency does not need to decide in advance that Starlink is better than DIA for Teams calls. The overlay makes that determination empirically, in real time, and changes it when conditions change.
SD-WAN Active-Active Multipath
An SD-WAN overlay runs continuous, simultaneous probes on every available transport using sub-second probe intervals. The probes measure three things on each path independently: latency, jitter, and packet loss. When a path degrades, the overlay knows within seconds.
Forward Error Correction: Recovering Toward the Physics Floor
Forward Error Correction (FEC) sends redundant data alongside the primary transmission. The receiver can reconstruct a lost packet from the redundant data without any retransmission. The application experiences only the propagation delay — the physics floor — with no retransmission penalty.
FEC does not make the signal travel faster. It removes the latency tax that lossy paths impose on top of the physics minimum. On a path with consistent packet loss, the benefit scales with loss rate and round-trip time.
Active-Active vs. Active-Passive: The Failover That Is Not a Failover
Traditional WAN design is active-passive: MPLS is the primary circuit, DIA broadband is the standby. During switchover — typically 30–90 seconds — authentication sessions time out. VPN tunnels drop. Users re-authenticate.
Active-active multipath carries traffic on all available paths simultaneously, all the time. When a path fails or degrades, the remaining paths absorb its load within milliseconds. The voice session continues from the RTP sequence number where the failed path left off. The Teams call did not drop. The authentication session did not timeout.
Note the mechanism in the figure’s right panel: the failure is KDC unreachability at ticket issuance and middlebox session breaks — not the multipath overlay, which resequences packets and holds the transport session across path switches. Vol I Book 03 develops the full corrected argument.
Why this matters specifically for Kerberos and session-based authentication: A Kerberos ticket exchange that is mid-flight when a path fails is retransmitted automatically. Under active-passive failover, the client times out after several seconds — this is the “logon takes 45 seconds” symptom field offices report. Under active-active multipath, the request was already distributed across multiple paths. The user experiences a 50 ms pause rather than a 30-second timeout.
Why “DIA to M365 Will Solve It” Is Half the Answer
	Capability
	DIA Circuit Only
	SD-WAN Intelligent Overlay

	Eliminates MPLS geographic hairpin to cloud
	✔ Yes
	✔ Yes

	Visibility into path quality (latency, jitter, loss)
	✘ None
	✔ Continuous, per-transport

	Responds to path degradation before users notice
	✘ None
	✔ Sub-second reweighting

	Splits a single conversation across multiple paths simultaneously
	✘ One path only
	✔ Active-active multipath with resequencing

	Aggregates bandwidth from all transports
	✘ One path only
	✔ Bonded capacity = sum of all paths

	Routes audio, video, and data streams of one call to different paths
	✘ None
	✔ Per-stream application steering

	Fails over within milliseconds without dropping sessions
	✘ 30–90 second switchover
	✔ Seamless — all paths already active

	Uses 5G local breakout when faster than wireline
	✘ None
	✔ Measured and included in multipath pool

	Uses LEO satellite vacuum path when faster than fiber
	✘ None
	✔ Measured and included in multipath pool

	Applies FEC to recover toward physics minimum on lossy paths
	✘ None
	✔ Per-transport FEC

	Provides audit trail of path decisions (TIC 3.0 / AU-12)
	✘ None
	✔ Every decision is a logged event


Closure Necessity — SC-8 on DIA circuits. FedRAMP’s Rev 5 SC-8 guidance is protocol-agnostic: it requires FIPS 140-validated encryption edge-to-edge, names no protocol, and admits three closure paths — FIPS-validated cryptography of any protocol (TLS included), physical protection under SC-8(5) (a Controlled Access Area / Protected Distribution System), and inheritance for traffic contained within an authorized IaaS/PaaS boundary. So SD-WAN is not the only way to close SC-8 in general. But on a field-office DIA circuit egressing over the public internet, the SC-8(5) physical path and boundary inheritance do not apply, and application-layer TLS closes SC-8 only for the flows that negotiate it — DNS, legacy protocols, and misconfigured apps ride bare. The mechanism that closes SC-8 for every flow on that circuit at once is a network-layer overlay; among overlay classes (site-to-site IPsec, ZTNA tunnels, WireGuard-class), SD-WAN is the one that also delivers the SC-5 traffic-class and SI-4 telemetry closures this document bundles with it. The claim is coverage-completeness, not exclusivity.
Co-located rebuttal (the strongest counter-source). A reviewer will cite FedRAMP’s own post, “The Rev. 5 Approach to SC-8, and Protecting Data-in-Transit” (2023-07-13), which established the protocol-agnostic reading above and moved physical protection to SC-8(5) as a Controlled Access Area. That post does not undercut the necessity argument here — it narrows it. FIPS-validated TLS is a valid SC-8(1) closure per flow; the overlay’s contribution is uniform coverage of all flows on an ungoverned public-internet circuit, plus the co-delivered SC-5/SI-4 closures. State the FedRAMP guidance up front and claim only what survives it.
What the Commercial World Figured Out — and When
	Current Federal Practice
	When Commercial Moved On
	What Replaced It
	Why

	MPLS for all branch connectivity
	2014–2018
	SD-WAN on broadband + LTE
	Cost, flexibility, local breakout

	Central internet breakout through DC
	2016–2019
	Local internet breakout at branch
	Cloud apps do not need to go through DC

	VPN as primary remote access
	2019–2021
	ZTNA / SASE overlay
	Per-app access replaces per-network trust

	Windows DNS / per-site DNS servers
	2017–2020
	Unified DDI (InfoBlox, BlueCat)
	DNS became a security control surface

	DHCP as invisible per-site utility
	2017–2020
	IPAM as inventory and compliance evidence
	Zero Trust requires authoritative device inventory

	Network-layer firewall as primary security
	2018–2022
	Application-layer enforcement (SASE, ZTNA)
	Packets carry no useful identity or intent

	Session-based application authentication
	2015–2019
	Token-based (OAuth 2.0 / OIDC)
	Sessions break across WAN; tokens are stateless


This is not a forecast. Every item in this table is a completed transition in the commercial sector. The federal government is executing these transitions now, under compliance mandates — Zero Trust Executive Order, TIC 3.0, FedRAMP 20x — that commercial enterprises were not subject to. That makes the federal transition harder, not easier. The path is known. The delay has a cost.
Why Direct Internet Access Alone Does Not Satisfy NIST Controls
When agencies present DIA as a modernization achievement, they have solved a connectivity problem. They have not solved a compliance problem. DIA is a transit service — a pipe to the internet. It satisfies exactly one federal requirement: it provides network connectivity to internet-hosted services. Every security control governing what traverses that connectivity must be applied by a separate control stack. The pipe itself contributes nothing to compliance.
	NIST Control
	What It Requires
	What Provides It

	AC-4 Information Flow Enforcement
	Application-layer enforcement identifying the destination application, not just the destination IP
	CASB in SASE stack

	SC-7 Boundary Protection
	Application-layer inspection; detect C2 on port 443, exfiltration in DNS
	SWG / FWaaS in SASE stack

	SC-8 Transmission Confidentiality and Integrity
	Confidentiality and integrity for every flow the circuit carries — per-flow TLS covers only the flows that negotiate it
	SD-WAN IPsec tunnel — DIA alone encrypts nothing

	SI-3 Malicious Code Protection
	Inline malware inspection at appropriate locations
	SWG with SSL inspection in SASE stack

	SI-4 System Monitoring
	Application-layer telemetry — user, device, app, data, behavioral pattern
	AAN application telemetry

	AU-2 / AU-12 Event Logging / Audit Record Generation
	User Z on device D accessed application A, performed action V on data type C — not just IP flows
	Application-layer logging via AAN

	CA-7 Continuous Monitoring
	Per-session: identity verified, device posture, access consistent with policy — machine-readable
	AAN and SASE stack


Closure Necessity — SI-4 on transport. SI-4 requires monitoring the system to detect attacks and indicators of potential attacks, including monitoring inbound and outbound communications traffic for unusual or unauthorized activities or conditions. A pipe has no telemetry: a bare DIA circuit reports link state and byte counts, nothing more. Flow records collected off the circuit see five-tuples — IP addresses and ports — not users, devices, applications, or data types, and five-tuples cannot distinguish authorized use from exfiltration on port 443. The only source of application-layer telemetry on the transport is the overlay that classifies it: SD-WAN DPI identifying the application per flow, and the SASE stack recording identity, posture, and action per session. No collector attached to a bare pipe can produce telemetry the pipe does not carry.
The precise relationship: DIA enables compliance; AAN and SASE achieve it. DIA provides the connectivity that makes cloud-hosted services reachable without the MPLS hairpin. It is necessary. It is not sufficient. When an agency presents “we have DIA” as a compliance achievement, the correct technical response is: you have the pipe. Where is the control stack?
TIC 3.0 is the policy frame that turns this from good engineering advice into a compliance requirement. Under TIC 3.0, an agency may move enforcement from the consolidated TIC access point to a distributed policy enforcement point — but only if the TIC security capabilities catalog is satisfied at that PEP. The SASE stack is that distributed PEP. This is what makes DIA lawful: the pipe is permissible precisely and only when the enforcement point travels with it. A DIA circuit deployed without the distributed PEP has not modernized the TIC boundary — it has deleted it, and deleted boundaries surface as findings. The use-case-by-use-case mapping of the TIC 3.0 catalog onto distributed egress is developed in Vol I Book 06.
Act 4 — The Way Forward: Application-Aware Modernization
You can’t fix this by patching the old model. You can’t bolt Zero Trust onto a Kerberos-in-MPLS architecture. You can’t add more proxies. The only way forward is to rebuild the foundation around one structural move and four principles that follow from it.
The structural move is the one sentence this whole story turns on. Active Directory conflated the directory (truth) with the domain controller (the in-path enforcer). NIST SP 800-207 and OMB M-22-09 require the modern architecture to keep these separate: the governance layer holds and reconciles authoritative state, while identity providers, enforcement points, and data platforms remain the runtime data planes.
Principle 1 — Restore a Single Source of Truth
Every data type the federal government manages must have one authoritative source. Not twelve regional databases with eventual consistency. Not caches that drift. One source, cryptographically verifiable, auditable: you must know where every piece of data came from, who accessed it, when, and why.
For your agency, that means collapsing the twelve regional silos into a unified model — not by erasing regional autonomy, but by making it transparent. If California’s benefit calculation differs from Massachusetts’s, that difference is documented, auditable, and traceable back to policy, not hidden in schema variation.
The Federal Identity, Credential, and Access Management (FICAM) Architecture and NIST SP 800-63 require that every governed object carry a complete, authoritative set of identity attributes derived from authoritative sources such as HR systems and device management platforms. The Evidence Act (2018) and the Federal Data Strategy mandate that those attributes trace back to a single authoritative system of record for each data type, with a documented data lineage from source to decision.
Principle 2 — Application-Aware Networking and Cybersecurity
You can’t enforce security at the network layer anymore. The network is the Internet now. The only way to know whether a transaction is legitimate is to understand what the application is doing: Is this user authorized to access this data? Is the data being accessed the data policy says they should access? Is the request from a compliant device, from a location that makes sense?
That is application-aware networking. NIST SP 800-207’s seven zero trust tenets require exactly this: all communication secured regardless of network location; access determined per-session with least privilege; integrity and behavior monitored continuously. OMB M-22-09 §4 requires agencies to implement network visibility and traffic inspection that operates at the application layer, not the IP/port layer. TIC 3.0 publishes four use cases — Traditional TIC, Branch Office (v1.0, April 2021), Remote User (v2.2, July 2025) and Cloud (v1.2, July 2025). The Branch Office and Remote User cases describe application-layer visibility at the policy enforcement point, but TIC 3.0 is guidance rather than a mandate and prescribes no specific product class.
Application-Aware Networking framework alignment:
· SD-WAN is AAN at the transport layer. SD-WAN achieves application awareness through DPI or FQDN/signature-based identification, then applies per-application path selection dynamically based on real-time path quality measurement. SD-WAN alone does not enforce access control based on user identity or device posture. That requires SASE.
· SASE is the delivery architecture that completes AAN. SASE converges SD-WAN with cloud-delivered security services — CASB, FWaaS, ZTNA, SWG — at the network edge. It brings user identity (from the IdP via SAML/OIDC), device posture (from MDM/EDR), application identity (from DPI), and data classification (from CASB) into a single enforcement point distributed geographically near the user.
· CISA ZTMM maps AAN to the Networks pillar maturity progression. Traditional: all decisions at IP/port layer, no application visibility. Initial: basic application identification. Advanced: application-aware routing and enforcement — the FedRAMP ConMon standard posture. Optimal: fully dynamic, identity-driven, application-aware policy with continuous behavioral monitoring.
Principle 3 — Move From Session-Based to Token-Based Identity
Active Directory Kerberos assumes clients and servers are in the same room. Tokens assume they are strangers on the Internet.
A token is a cryptographically signed assertion: this user is who they claim to be; this device is compliant; this request is authorized; timestamp now; signature here. The server doesn’t need to trust the network or call back to a domain controller — it just verifies the signature.
Entra ID, Conditional Access, and device-compliance policies are the token-based equivalents of what AD used to do. BOD 25-01 mandates SCuBA secure configuration baselines for Microsoft 365 that require modern authentication throughout. OMB M-22-09 requires phishing-resistant MFA government-wide. The CISA Zero Trust Maturity Model v2.0 Identity pillar at Advanced and Optimal levels requires Certificate-Based Authentication (CBA) as the primary mechanism. NTLM has no zero-trust story: every NTLM event is opaque to telemetry, invisible to audit logs, and must be eliminated.
Tokens only work if the authoritative identity model is correct. If you don’t know what a user is actually authorized to do — if that is still encoded in twelve regional OU trees with no authoritative HR-derived source — tokens won’t save you. You will just be signing broken authorizations very efficiently. That is why Principle 3 depends on Principle 1: the token must assert an authorization that is true rather than merely well-formed.
FedRAMP 20x Consolidated Rules — What Modernization Must Achieve
FedRAMP published its Consolidated Rules for 2026 on June 25, 2026, establishing the most significant shift in federal cloud authorization since FedRAMP’s inception. The core change: periodic evidence assembly is replaced by continuously-verified, machine-readable Key Security Indicators (KSIs) enforced by infrastructure-as-code.
For agencies on the mainframe-to-AAN modernization path, this is not a compliance burden — it is the confirmation that the architectural direction is correct.
FedRAMP 20x Consolidated Rules Alignment
	FedRAMP 20x Requirement
	What the Modern Architecture Provides

	Continuous, automated KSI verification
	SD-WAN probes every transport every second; SASE logs every session; DDI logs every DNS query

	Machine-readable evidence format (JSON)
	SD-WAN telemetry APIs, SIEM structured exports, InfoBlox WAPI — all native JSON

	Infrastructure-as-code guardrails
	Terraform for DDI, IaC for SASE policy, GitOps for network config — guardrails enforced at commit

	No manual evidence assembly for assessments
	The control plane’s continuous observation IS the evidence — not a report prepared for an assessor

	Automated check: all DNS encrypted or integrity-protected
	DNSSEC on all zones; DoH/DoT on Grid Members

	Automated check: no CIDR overlap between environments
	Terraform InfoBlox provider blocks overlapping allocation at request time

	Automated check: every workload has machine identity
	SCEP/EST auto-enrollment triggered at IP provisioning


Key dates all agencies must track:
· July 28, 2026: FedRAMP Ready submissions cease — no new Ready pathway submissions accepted
· August 3, 2026: Class A pipeline opens
· August 31, 2026: Class B and C pipelines open
· January 1, 2027: Consolidated Rules mandatory for all certified systems — all ConMon evidence must meet machine-readable KSI format
· June 11, 2027: No new Rev5 certification applications accepted
The precise alignment: FedRAMP 20x’s demand for “continuous, automated, machine-readable evidence” maps exactly to what the drift-reconciliation control plane produces. A governance substrate that holds desired state, observes actual state, classifies drift, and reconciles toward intent — while generating structured JSON records of every observation and action — IS a FedRAMP 20x-compliant ConMon implementation. The architectural transition IS the compliance posture.
Principle 4 — Govern Actively: The Control Plane Over the Data Plane
A governance substrate that embodies these principles is not a passive registry that records desired state and reports divergence. It is an active reconciliation control plane: it holds desired state, observes actual state, classifies drift, and reconciles toward intent — while identity providers, network fabrics, endpoint management platforms, DDI systems, and SIEM platforms remain the data planes that authenticate, route, resolve, and store at runtime.
	CISA ZT Stage
	Governance Posture
	What This Means in Practice

	Traditional
	Record and observe only
	Desired state documented; actual state collected manually. No automated detection or correction.

	Initial
	Observe and advise
	Automated detection of drift from policy. Corrective actions generated and surfaced to operators. No automated writes.

	Advanced
	Gated actuation
	Governance framework generates a corrective action; a human approves before it executes. Dry-run required before production. Federal ConMon standard posture.

	Optimal
	Autonomous within guardrails
	Governance framework closes the loop without human intervention for enumerated low-blast-radius operation classes. High-blast-radius operations remain gated permanently.


What this means for authorizing officials: FedRAMP continuous monitoring and OMB M-22-09 expect agencies to operate at Advanced maturity as the production standard. Advanced maturity — gated actuation, where the governance framework generates a corrective action and a human approves before it executes — is the posture an Authorizing Official can sign. High-blast-radius operations — tenant-wide role changes, network policy updates that touch thousands of endpoints — remain gated permanently regardless of overall maturity level.
Federal Framework Alignment
The following table maps each concept in this narrative to the federal mandate, standard, or policy that requires or validates it.
	Concept / Narrative Claim
	Federal Mandate
	Standard / Reference

	Separate truth from runtime enforcement
	EO 14028 (May 2021), OMB M-22-09
	NIST SP 800-207 §2 (Zero Trust tenets)

	Single source of truth for identity and data
	Evidence Act (2018), Federal Data Strategy
	NIST SP 800-53 Rev 5 CM-8, SI-12

	Authoritative identity attributes from HR / authoritative sources
	FICAM Architecture, OMB M-22-09
	NIST SP 800-63 Digital Identity Guidelines

	Application-aware networking; per-transaction policy enforcement
	OMB M-22-09 §4, EO 14028
	NIST SP 800-207, TIC 3.0 Branch Office and Remote User use cases

	Phishing-resistant MFA / Certificate-Based Authentication
	BOD 25-01, OMB M-22-09
	CISA ZTMM v2.0 Identity pillar (Advanced/Optimal)

	Eliminate NTLM; move to token-based identity
	BOD 25-01 (M365 SCuBA baselines)
	CISA ZTMM v2.0 Identity pillar

	Device compliance as input to access decisions
	OMB M-22-09 §3
	CISA ZTMM v2.0 Devices pillar

	SD-WAN local internet breakout; eliminate MPLS hairpin
	TIC 3.0 (Trusted Internet Connections)
	CISA ZTMM v2.0 Networks pillar

	SASE / ZTNA as access model replacing VPN
	OMB M-22-09 §4, TIC 3.0
	NIST SP 800-207, CISA ZTMM Networks pillar

	Unified DNS as security control (DNSSEC, RPZ, threat blocking)
	FedRAMP Moderate SC-20/21
	NIST SP 800-53 Rev 5 SC-20, SC-21

	IP address inventory as compliance evidence (CM-8)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5 CM-8

	Audit provenance: every transaction traceable to authorized source
	FedRAMP Moderate AU-2/12
	NIST SP 800-53 Rev 5 AU-2, AU-12

	Continuous monitoring; automated KSI enforcement
	FedRAMP 20x Consolidated Rules (Jun 25, 2026); OMB Circular A-130
	NIST SP 800-53 Rev 5 CA-7 (RMF continuous-monitoring step per SP 800-37 Rev 2); FedRAMP 20x KSIs; mandatory Jan 1, 2027

	Gated actuation as standard governance posture (Advanced maturity)
	FedRAMP ConMon, OMB M-22-09
	CISA ZTMM v2.0 Automation and Orchestration pillar

	Machine-readable KSI evidence; no manual evidence assembly
	FedRAMP 20x Consolidated Rules — Class A/B/C pipelines open Aug 3/31, 2026
	FedRAMP 20x JSON evidence format; GitHub-published structured rules


Appendix A — Cisco Catalyst SD-WAN and Microsoft 365 Informed Network Routing: Federal Implementation Reference
Canonical split. The DNS-resolution interaction of this combination — how Cisco Catalyst SD-WAN DNS interception meets the Infoblox DDI resolution chain, and the DNSSEC forwarder-position analysis — is developed canonically in the Next Generation DNS whitepaper, Parts 8–9; this appendix owns the federal implementation reference (boundary partitioning, KSI evidence contracts, deployment sequence).
Scope: FedRAMP Moderate civilian agencies using Microsoft 365 GCC. This appendix is scoped to FedRAMP Moderate — civilian federal agencies operating M365 GCC tenants. GCC High, DoD IL4/IL5, and FedRAMP High authorizations are out of scope. Vol I Book 05’s main narrative describes SD-WAN in platform-neutral terms. This appendix addresses the specific combination that most FedRAMP Moderate agencies encounter: Cisco Catalyst SD-WAN as the branch transport platform and Microsoft 365 Informed Network Routing (INR) as the M365 traffic optimization layer.
INR telemetry is a commercial-cloud capability — it is unavailable in this appendix’s own scope. Microsoft 365 Informed Network Routing is not offered in the GCC Moderate cloud. Microsoft Learn states the feature “supports tenants in WW Commercial cloud but not the GCC Moderate, GCC High, DoD, Germany, or China clouds,” and the substrate encodes this as a machine-enforced contract fixture — FINDING-001 (tests/fixtures/contract/m365/informed-network-routing-unavailable-gcc-moderate.yaml), which requires the adapter to return a CapabilityUnavailable claim rather than assume INR telemetry.
What this means for the architecture below. The INR-fed telemetry channel — Microsoft sharing per-endpoint path and performance signals with the SD-WAN fabric — is not available to a GCC Moderate agency. Everything else in this appendix holds: the branch still runs Cloud OnRamp for SaaS, which probes the published M365 GCC Optimize/Allow endpoints directly and steers to the best local-breakout path from its own measurements. The control table, KSI evidence contracts, and TIC alignment are satisfied by probe-based steering; only the Microsoft-fed telemetry enrichment is lost. Where the sections below reference INR telemetry, read them as the commercial-cloud target state and Cloud OnRamp probe-based steering as the GCC Moderate implementation. Cite FINDING-001 in the boundary documentation so an assessor sees the constraint was designed for, not missed.
Confirming it in your own tenant. The check is first-party and takes five minutes, and it is worth running before the architecture is drawn rather than after. In the Microsoft 365 admin center, open Health → Network connectivity → Settings. A commercial tenant offers an SD-WAN solution configuration pane there; a GCC Moderate tenant does not. Absence of that pane is tenant-specific evidence an assessor can act on, which a documentation citation alone is not.
A.1 — Cisco Catalyst SD-WAN: What It Is and What It Is Not
Cisco Catalyst SD-WAN (formerly the Viptela platform, acquired 2017 and rebranded 2023) is Cisco’s enterprise SD-WAN solution. In federal contexts it is typically deployed as one of two configurations: on-premises managed (SD-WAN Manager self-hosted in agency data center or GovCloud) or cloud-delivered (Cisco SD-WAN Cloud SaaS, which carries its own FedRAMP authorization surface).
The platform has four functional planes:
Cisco Catalyst SD-WAN Functional Planes
	Plane
	Component
	What It Does

	Management
	SD-WAN Manager (vManage)
	Policy authoring, template deployment, telemetry aggregation, audit logging — the authoritative governance surface for all WAN configuration

	Control
	SD-WAN Controller (vSmart)
	Distributes routing policy and reachability information to all WAN Edge devices; OMP (Overlay Management Protocol) equivalent of BGP for the SD-WAN fabric

	Orchestration
	SD-WAN Validator (vBond)
	Zero-touch provisioning; authenticates WAN Edge devices before they join the fabric; single network-facing IP that field offices reach to onboard

	Data
	WAN Edge (cEdge / ISR / ASR)
	The physical or virtual device at the branch; applies policy, measures paths, performs DPI, steers traffic — the only plane users’ packets traverse


The FedRAMP boundary implication: Only SD-WAN Manager (the management plane) is a cloud-hosted SaaS component when using the cloud-delivered model. The data plane (cEdge at the branch) is hardware deployed within the agency boundary. The control and orchestration planes operate at the agency-managed FedRAMP boundary or in GovCloud. This boundary partitioning is the first question an Authorizing Official must document.
What Cisco Catalyst SD-WAN does not provide by itself. Like all SD-WAN platforms, Cisco Catalyst SD-WAN does not provide user identity awareness, device posture enforcement, or data classification. It provides application identification (via DPI signatures and FQDN matching), path quality measurement, and application-steered routing. The SASE layer — Cisco Umbrella, or a third-party CASB/SWG — provides the identity and data planes. The two must be present together for the full AAN control stack.
A.2 — Microsoft 365 Informed Network Routing: What It Is
Microsoft 365 Informed Network Routing (INR) is Microsoft’s named capability for sharing M365 path telemetry with partner SD-WAN platforms — and, more broadly, the operational model through which Microsoft routes M365 traffic across its global private backbone. Understanding it matters for Cisco Catalyst SD-WAN deployments because it changes the answer to a specific question federal IT architects regularly get wrong: where should agency SD-WAN terminate M365 traffic?
The model works as follows:
Microsoft’s global private backbone. Microsoft operates one of the largest private wide-area networks on Earth — approximately 200,000 km of dedicated fiber connecting Azure regions, edge PoPs, and peering sites globally. When an agency user’s Teams call reaches a Microsoft network edge node, it travels the remainder of its journey entirely on Microsoft’s private backbone — not the public internet. Microsoft’s backbone applies active routing intelligence: if the usual path experiences congestion or latency, traffic is rerouted on the private backbone automatically, in real time, without any action from the agency.
The front door matters more than the destination. The single most important routing decision in a Cisco Catalyst SD-WAN + M365 deployment is: which Microsoft edge node does agency traffic enter through? Traffic that enters the Microsoft network at the nearest geographically optimal PoP travels the rest of its path on Microsoft’s private backbone. Traffic that backhauled to a central agency DC first — and then exits from that DC’s internet connection — enters a geographically suboptimal PoP and forfeits the backbone optimization.
The physics in one sentence: A Teams call from a Portland field office that breaks out to the internet locally and reaches Microsoft’s Seattle edge PoP will have lower latency than the same call backhauled to a DC-area internet connection and entering Microsoft’s Ashburn PoP — even though the Ashburn PoP is geographically closer to Microsoft’s Teams infrastructure.
Microsoft 365 Network Connectivity Principles. Microsoft has published formal connectivity principles for M365 that SD-WAN deployments must follow to activate INR optimization. The three that drive Cisco Catalyst SD-WAN configuration are:
1. Local network egress for M365 traffic. Branch offices must break out M365 traffic directly to the internet — not haul it to the agency DC first. In Cisco Catalyst SD-WAN, this is implemented as a Cloud OnRamp for SaaS policy that matches M365 IP/domain prefixes and steers them to a DIA or 5G path with direct internet access.
1. Avoid network hairpins. Traffic must not flow through an agency proxy or security stack that introduces geographic detours. FedRAMP-compliant proxy inspection must occur at or very near the local breakout point, not at a central scrubbing center. In Cisco Catalyst SD-WAN, this is typically handled by integrating Cisco Umbrella at the branch or in the SASE PoP geographically nearest the breakout point.
1. Differentiate M365 traffic categories. Microsoft publishes three endpoint categories — Optimize (Teams media, SharePoint Online), Allow (general M365), and Default (non-M365). The Optimize category carries the strictest routing requirements: no inspection, no proxy, no detour. Cisco Catalyst SD-WAN DPI signatures for the Optimize category steer that traffic directly to the best available local path with maximum priority.
Optimize-category bypass and SC-8 — reconciled, not in tension. The Optimize category’s “no inspection, no proxy, no detour” requirement means Teams media steered by Cloud OnRamp may egress outside the IPsec overlay entirely. That is not an SC-8 gap; it is the per-flow closure the coverage-completeness doctrine already concedes — Teams media is SRTP-encrypted and M365 sessions ride FIPS-validated TLS — while the overlay continues to close SC-8 for every flow that does not carry its own validated encryption. What the WAN Edge adds is that the exemption is deliberate and attestable: the DPI classification that steers an Optimize flow around the overlay is itself a logged, per-flow record of which traffic rests on application-layer encryption and which rides the IPsec tunnel — SI-4 telemetry over flows the overlay does not carry. State the split this way in the boundary documentation and Microsoft’s connectivity principles and the SC-8 closure claim never collide.
A.3 — The Integration: How Cisco Catalyst SD-WAN Activates Microsoft INR
The integration is implemented through Cisco SD-WAN Cloud OnRamp for SaaS, a native feature of Cisco Catalyst SD-WAN that monitors the quality of multiple paths to SaaS destinations and routes each application to its best-performing path in real time.
How it works in practice:
1. Cloud OnRamp probe architecture. From each branch WAN Edge, Cloud OnRamp sends periodic HTTP probes to Microsoft’s M365 service endpoints using each available transport simultaneously — MPLS, DIA broadband, 5G, LEO satellite. The probes measure round-trip latency and loss to the Microsoft front door specifically (not a synthetic endpoint).
1. Real-time gateway selection. For each branch, Cloud OnRamp maintains a per-transport quality score for each M365 service. When a Teams call begins, the WAN Edge steers it to whichever transport is currently delivering the lowest latency to the Microsoft Optimize endpoint — this path selection is re-evaluated continuously, not at session start only.
1. Microsoft Peering Service (MAPS). For agencies with MPLS circuits from carriers that participate in Microsoft Azure Peering Service (MAPS), Cisco Catalyst SD-WAN can route M365-bound traffic to the carrier’s MAPS hand-off point. The carrier then delivers the traffic directly to the nearest Microsoft edge over a private BGP-peered connection — bypassing the public internet entirely while maintaining the local breakout benefit. This is the highest-fidelity INR activation path for agencies with qualified MPLS carriers.
1. Azure Virtual WAN integration. For agencies using Azure for other workloads, Cisco Catalyst SD-WAN can peer directly with Azure Virtual WAN hubs. In this architecture, M365 traffic flows from the branch WAN Edge through an IPsec tunnel to the Azure Virtual WAN hub in the geographically nearest Azure region, then onto Microsoft’s backbone to the M365 service. This is the preferred architecture for agencies already using Azure Government — it unifies the WAN topology.
Cisco Catalyst SD-WAN + Microsoft INR Integration Paths — FedRAMP Moderate
	Integration Path
	What Agency Has
	What INR Quality Level It Achieves

	Cloud OnRamp + DIA local breakout
	DIA circuit at branch; any ISP
	Good — reaches nearest Microsoft front door; public internet hand-off

	Cloud OnRamp + 5G local breakout
	5G radio at branch
	Good to excellent — low latency to local cell tower; ISP hand-off to Microsoft

	Cloud OnRamp + MPLS (non-MAPS carrier)
	MPLS circuit; carrier not MAPS-enrolled
	Moderate — MPLS reach may introduce geographic suboptimality

	Cloud OnRamp + MAPS carrier
	MPLS circuit; MAPS-enrolled carrier
	Excellent — private BGP hand-off to Microsoft backbone

	Cisco SD-WAN + Azure Virtual WAN (commercial)
	Azure commercial presence; FedRAMP Moderate
	Excellent — traffic on Microsoft backbone from Azure VWan hub

	Cisco SD-WAN + Azure Virtual WAN + MAPS
	Both Azure presence and MAPS carrier
	Optimal — dual private backbone integration; maximum redundancy


The failure mode that looks like success: resolution that is not local to the egress. Cloud OnRamp measures the path to whichever front door the branch actually resolves. Microsoft’s connectivity principles require name resolution to occur close to the network egress, and name remote lookups as a cause of network hairpin — the Distributed Service Front Door steers on where the resolver appears to be, not where the client is. A branch that egresses locally but resolves through a datacenter resolver is therefore given a datacenter-proximate front door, and then reaches it across the local circuit.
That defeats the local-breakout benefit while leaving every indicator green. The probes report the path healthy because it is healthy; it is simply the wrong front door, and no SD-WAN telemetry says so. The per-location network scores that would expose it are part of the admin-center layer GCC does not have.
Two consequences for the build. First, A.4.2’s Umbrella requirement closes SC-20/SC-21 and the TIC DNS capability, but the geographic question is a separate one and has to be answered on its own terms: confirm that the resolver a branch actually uses yields a front door near that branch, measured from the branch rather than inferred from configuration. Second, audit conditional forwarders — a rule returning Microsoft 365 queries to a core resolver reintroduces the hairpin however the branch is otherwise built.
A.4 — FedRAMP-Specific Considerations
The Cisco Catalyst SD-WAN + Microsoft INR architecture introduces four categories of FedRAMP-specific compliance questions that do not arise in the platform-neutral SD-WAN narrative.
A.4.1 — Boundary Documentation
FedRAMP requires that the authorization boundary be precisely documented: every component that processes, transmits, or stores federal data must be identified, and components outside the boundary must be documented as external services with appropriate data flow diagrams.
In a Cisco Catalyst SD-WAN + Microsoft INR deployment, the boundary documentation must account for:
Cisco Catalyst SD-WAN + INR — FedRAMP Boundary Component Classification
	Component
	Inside or Outside FedRAMP Boundary
	Documentation Required

	Branch WAN Edge (cEdge)
	Inside
	Component inventory; CM-8 entry

	SD-WAN Manager (self-hosted GovCloud)
	Inside
	Full FedRAMP control inheritance

	SD-WAN Manager (Cisco cloud SaaS)
	Outside — external service
	Interconnection Security Agreement (ISA); verify Cisco SD-WAN Manager FedRAMP authorization status

	SD-WAN Controller (vSmart)
	Inside
	Component inventory

	Microsoft M365 GCC
	Outside — FedRAMP-authorized external service
	Microsoft CSP ISA; FedRAMP Moderate package reference (M365 GCC)

	Azure Virtual WAN hub (commercial)
	Outside — FedRAMP-authorized external service
	Azure FedRAMP Moderate package reference; data flow to/from

	MAPS carrier hand-off point
	Outside — carrier service
	Service agreement; no federal data at rest at carrier POP

	Cloud OnRamp probes to M365
	Telemetry only; no federal data in probe
	Document as monitoring telemetry; not a data flow

	Cisco ThousandEyes for Government, where the the program decision rebuild path is adopted
	Outside — FedRAMP-authorized external service
	ThousandEyes for Government package reference; evidence that agents registered to the government instance and not the commercial platform


The most common boundary documentation error. Agencies document the WAN Edge hardware and stop. They do not document the SD-WAN management plane (SD-WAN Manager) as a separate component with its own authorization surface. If SD-WAN Manager is cloud-hosted by Cisco, it must either be covered by a FedRAMP-authorized Cisco offering or excluded from the boundary with an ISA documenting what data crosses to it — typically configuration and telemetry, not federal mission data. Check Cisco’s current FedRAMP authorization status with the FedRAMP Marketplace before designing the boundary.
A ThousandEyes agent registers to the commercial platform unless it is told not to. Where the program decision’s rebuild path puts Cisco ThousandEyes in the architecture, note that ThousandEyes for Government is a separate platform instance, not a setting inside the commercial one. Agents have to be directed to it: for a Linux-package agent that means adding the -m advanced option to the installation script with the value set to FEDRAMP. Docker installs carry their own government-instance prerequisites, taken from the ThousandEyes for Government documentation rather than the general installation pages.
An agent installed without that step registers to the commercial platform, placing agency branch-path telemetry outside the authorized boundary. That is a data-placement incident rather than a configuration defect, and a component inventory will not catch it — the agent is present, healthy and reporting, just to the wrong platform. Make registration an explicit build step with a post-install check that each agent appears in the government console and nowhere else.
A.4.2 — TIC 3.0 Alignment
TIC 3.0 Use Cases E (Branch/Remote Office Internet Access) and F (Remote Users) govern how SD-WAN local breakout interacts with federal security requirements. The Cisco Catalyst SD-WAN + Microsoft INR local breakout architecture is aligned with TIC 3.0 Use Case E — but only if the following conditions are met:
1. TICAP or MSSP security stack is present at or near the local breakout point. TIC 3.0 allows local breakout (eliminating the backhaul through a TICAP) for agencies that implement a branch-based security stack that provides equivalent inspection — typically Cisco Umbrella (DNS security, CASB) collocated with the branch SD-WAN Edge or via a nearby SASE PoP. Cisco Catalyst SD-WAN natively integrates with Umbrella via the SD-WAN Manager Umbrella connector; this integration must be in the architecture or TIC 3.0 compliance is not met.
1. Optimize-category M365 traffic is the only traffic exempted from proxy inspection. Microsoft’s INR guidance for the Optimize category states that proxy inspection degrades Teams media quality and is not required — Microsoft’s own TLS encryption is the transmission confidentiality control. TIC 3.0 permits this exemption only for the Optimize category and only when the traffic goes exclusively to Microsoft-published IP/domain prefixes. All other traffic must pass through the inspection stack.
1. Audit telemetry from the local breakout is forwarded to the agency SIEM. TIC 3.0 requires that the security posture of local breakout paths be continuously observable. In Cisco Catalyst SD-WAN, the path decision log (which transport was selected for which flow, at what quality) and the Umbrella DNS log must be exported to Sentinel or equivalent. This is the AU-12 evidence contract for the SD-WAN layer.
A.4.3 — NIST Control Satisfaction
Cisco Catalyst SD-WAN + Microsoft INR — NIST SP 800-53 Rev 5 Control Satisfaction
	NIST SP 800-53 Rev 5 Control
	What It Requires
	How Cisco Catalyst SD-WAN + INR Satisfies It

	SC-8 Transmission Confidentiality and Integrity
	Encrypt all WAN traffic
	IPsec BFD tunnels between all cEdge WAN Edges — including DIA and 5G paths; Cisco’s DTLS-over-UDP for data-plane encryption; cipher suite is configurable to FIPS 140-3 validated AES-256-GCM

	SC-20 / SC-21 Secure DNS
	DNS responses integrity-protected
	Cisco Umbrella (DNS-over-HTTPS / DNS-over-TLS) on branch; SD-WAN Manager integrates Umbrella DNS policy — all branch DNS queries resolve through Umbrella, not local recursive resolvers

	AC-4 Information Flow Enforcement
	Application-layer flow control
	DPI-based application identification classifies each flow by application ID (Teams, SharePoint, O365, etc.); Cloud OnRamp policy applies per-application path selection; CASB in Umbrella applies per-application data classification and DLP

	AU-2 / AU-12 Event Logging / Audit Record Generation
	Every flow traceable to source, destination, application, policy decision
	SD-WAN Manager retains full flow telemetry: WAN Edge ID, source/destination IP, application ID, path selected, policy applied, timestamp; exported via syslog or streaming telemetry to SIEM

	CA-7 Continuous Monitoring
	Real-time observation of security posture
	Cloud OnRamp path-quality metrics (per-transport latency, jitter, loss) exported continuously; Umbrella DNS security events; deviation from desired path policy triggers alert in SD-WAN Manager

	SI-4 System Monitoring
	Detect anomalies in communications
	Cisco SD-WAN integrates with Cisco Cyber Vision and Cisco XDR for behavioral anomaly detection; Umbrella cloud-delivered security provides CASB and threat intelligence integration

	CM-7 Least Functionality
	Disable unused services on branch devices
	cEdge configuration templates in SD-WAN Manager enforce device hardening baseline (no unused services, no local management plane access); template drift is detected and alerted by SD-WAN Manager

	CM-2 Baseline Configuration
	Maintain authorized baseline
	SD-WAN Manager configuration templates ARE the authoritative baseline — every device must conform to the template; configuration drift triggers an automated alert and corrective action

	IR-4 Incident Handling
	Contain and isolate during incident
	SD-WAN Manager policy can be pushed to isolate a branch or device within seconds — change the data-plane policy to block all traffic except OOB management; no physical access to branch required


A.4.4 — Branch Egress Ranges and the Scope of the Optimize Exemption
A.4.2’s second condition exempts the Optimize category from proxy inspection. That exemption has a scope, and the scope is a list of circuits — which makes the per-circuit public egress range a boundary artifact rather than a network-engineering detail. Record one row per circuit, not per site: a site with two internet circuits occupies two rows, because attribution and steering both operate per circuit.
Five rules govern the range column. Each describes an error that yields a fabric which looks correctly configured while attributing traffic to the wrong place:
1. Record the post-NAT public address the branch presents to the internet — not the WAN interface address, and not the inside pool. The address Microsoft and the probe endpoints observe is the one that identifies the circuit.
1. Give each circuit a unique range. Where two circuits at a site share a NAT pool, per-circuit attribution is not possible. Fix the NAT design before listing the site, or record why path comparison at that site is not meaningful.
1. Ranges must be static and assigned to the agency for the life of the exemption. A dynamically assigned or ISP-rotated address moves a site outside the approved scope without anyone deciding to move it.
1. Verify from the branch, then reconcile to IPAM — not the reverse. The site is authoritative and the record is not; a register built from IPAM alone inherits whatever has drifted.
1. List the IPv6 range wherever the circuit is dual-stacked. An IPv6-capable client egressing on an unlisted range sits outside the recorded scope even though its site is listed.
Completed, this register is a map of branch egress — public addressing, circuit topology, and which sites carry reduced inline inspection. Mark and handle it under the agency’s own rules for network architecture information.
A.5 — FedRAMP 20x KSI Evidence Contracts
The following table maps the Compliance evidence layer to FedRAMP 20x KSI themes for the Cisco Catalyst SD-WAN + Microsoft INR configuration.
Cisco Catalyst SD-WAN + Microsoft INR — FedRAMP 20x KSI Evidence Contracts
	FedRAMP 20x KSI Theme
	CR26 Control
	What Cisco Catalyst SD-WAN Produces
	Evidence Format

	KSI-CNA (Cloud Native Architecture)
	KSI-CNA-EIS
	Cloud OnRamp SaaS policy defines authorized M365 egress paths; deviation from policy is a logged event
	SD-WAN Manager audit log (JSON)

	KSI-MLA (Monitoring, Logging, Alerting)
	KSI-MLA-OSM
	Per-flow telemetry: every WAN Edge flow with application ID, path selected, policy applied, timestamp
	Streaming telemetry to SIEM (structured JSON or syslog)

	KSI-MLA
	KSI-MLA-OSM
	SD-WAN Manager alert correlation: path quality degradation + flow reroute event = correlated security event
	Cisco XDR or SIEM correlation rule

	KSI-SVC (Service Configuration)
	KSI-SVC-VRI
	cEdge device configuration must match SD-WAN Manager template; any drift is detected and logged
	Configuration compliance report (SD-WAN Manager REST API export)

	KSI-CMT (Change Management)
	KSI-CMT-LMC
	Every policy change in SD-WAN Manager is a timestamped audit log entry: who changed what, when, from what prior state
	SD-WAN Manager change audit log (JSON)

	KSI-CMT
	KSI-CMT-VTD
	Policy template validation runs in dry-run mode before commit; template is version-controlled in Git
	SD-WAN Manager template commit log + Git SHA reference


The Compliance slot binding for this appendix. The evidence contracts in the table above are satisfied by Compliance slot 03 (network control plane), which binds to Vol I Book 05 (SD-WAN/SASE/UC) in the Conformance Adapter. The Cisco Catalyst SD-WAN + Microsoft INR configuration is a specific implementation of the generic SD-WAN evidence described in slot 03. No additional slot binding is required — the slot-03 controls (KSI-CNA, KSI-MLA, KSI-SVC, KSI-CMT) are already satisfied when the platform-specific configuration in this appendix is in place.
A.6 — Implementation Sequence for a Greenfield FedRAMP Moderate Deployment
The following sequence reflects what a Cisco Catalyst SD-WAN + Microsoft INR deployment looks like in a FedRAMP Moderate civilian environment, from authorization to production.
Step 1 — Boundary documentation. Classify every SD-WAN component against the FedRAMP Moderate boundary table in §A.4.1. Determine whether SD-WAN Manager will be self-hosted or cloud-delivered (Cisco SaaS); verify that the cloud-delivered option holds a current FedRAMP Moderate authorization on the FedRAMP Marketplace before including it in the authorization boundary. Draft ISAs for all external service connections (Microsoft M365 GCC, Azure VWan if used).
Step 2 — Baseline template development. Build cEdge configuration templates in SD-WAN Manager for each branch archetype (small office, large office, high-availability site). Templates should enforce: FIPS mode, no local management plane, Umbrella DNS integration, minimum cipher suite (AES-256-GCM), NTP synchronized to agency time sources, SNMP disabled in favor of streaming telemetry.
Step 3 — Cloud OnRamp policy for M365. Configure Cloud OnRamp for SaaS using Microsoft’s published Optimize and Allow category endpoint lists (GCC or GCC High). Validate that Teams media (Optimize category) is steered to the best-measured DIA/5G path, not through a proxy. Configure the fallback policy for when all local paths degrade below threshold — fail to the MPLS circuit with minimal additional latency rather than dropping sessions.
Step 4 — Umbrella DNS integration. Activate the SD-WAN Manager + Umbrella integration. Verify all branch DNS queries resolve through Umbrella and do not fall back to local resolvers. Configure Umbrella DNS policy to block known-malicious domains, apply CASB policy for M365 tenant restriction (preventing personal tenant use on government devices).
Step 5 — SIEM telemetry wiring. Configure SD-WAN Manager streaming telemetry export to the agency SIEM (Sentinel or equivalent). Verify receipt of: flow event records, policy change audit log, path quality metrics, device compliance state. Confirm AU-12 evidence is being generated for every flow.
Step 6 — FedRAMP 20x KSI evidence validation. Using the evidence contracts in §A.5, verify that SIEM receives the required structured events for each KSI. Confirm the evidence passes the format and completeness requirements of the governance engine’s OSCAL assessment-results generator (any engine satisfying the series evidence contract).
This appendix does not substitute for Cisco professional services or a system integrator. The implementation sequence above is a decision-maker-level orientation, not an engineering runbook. Every agency deployment requires site surveys, carrier qualification (MAPS enrollment), and Cisco SD-WAN Manager template development that must be executed by certified Cisco Catalyst SD-WAN engineers. What this appendix provides is the compliance framing and boundary documentation structure that should govern that engagement from the start — not the configuration commands.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-28 09:05 ET
For decision makers: This document establishes that the agency’s two most visible telecommunications platforms — the national inbound contact center on Amazon Connect and the internal unified communications platform transitioning to Microsoft Teams Phone — share a single, solvable network problem and a single network solution. Voice quality on the N8NN is not a preference: it is a measurable, auditable obligation with a pass/fail threshold defined by international standard. The SD-WAN investment that fixes Amazon Connect fixes Teams Phone simultaneously. That investment does not need to be made twice.
Four things this document establishes:
1. Voice has a pass/fail threshold, not a performance preference. ITU-T G.114 specifies one-way voice delay must not exceed 150 ms. Field office agents in western locations already exceed this limit before a call begins under MPLS hairpin architecture.
1. Amazon Connect runs on AWS commercial (.com) by specific authorized exception. The exception is documented in the ATO, must be maintained at each renewal, and carries specific boundary obligations described in this document.
1. Teams Phone in GCC Moderate is the correct path for internal telephony replacement. It introduces no new authorization boundary beyond the existing GCC Moderate ATO — the PSTN/SBC interconnect is the one new boundary interface, and it is documented in this book — while its network dependencies are identical to Amazon Connect.
1. One network modernization investment enables both platforms. SD-WAN local breakout, per-DSCP steering, active-active multipath, and FEC apply to both platforms without modification.
The N8NN: The Front Door to the Agency
The N8NN is not a telephone feature. It is the primary channel through which citizens reach the agency. Every call that fails to connect, every conversation degraded by choppy audio, every dropped session during a complex transaction represents a citizen who did not receive the service the agency exists to provide.
Behind the N8NN sits Amazon Connect processing calls on AWS commercial infrastructure, a network carrying voice from the platform to agents at field offices across fifty states, and agents whose ability to hear and be heard clearly is determined entirely by the network segment between their desk and the cloud. That segment — the agency’s own network — is where the problem lives and where the solution must be built.
Why voice exposes network problems that other applications hide: A web application with 200 ms of extra latency loads slowly. A file transfer with 2% packet loss retransmits and completes. A Teams meeting with moderate jitter buffers and recovers. A voice call with 200 ms of one-way delay is barely intelligible. A voice call with 2% packet loss has audible dropouts every few seconds. Voice does not hide network problems behind buffers and retransmissions. It makes them immediately, publicly audible — to the citizen, to the agent, and to the supervisor on quality monitoring. That is why network modernization must begin with voice: voice is the canary.
The Physics of Voice: Standards With a Pass/Fail Threshold
Unlike most enterprise applications, voice quality has internationally standardized, measurable pass/fail thresholds that are not preferences or benchmarks but engineering specifications with a direct relationship to intelligibility.
ITU-T G.114: The One-Way Delay Limit
ITU-T G.114 is the international standard governing one-way delay in voice communications. Its specification: one-way mouth-to-ear delay must not exceed 150 ms for most applications. Above 150 ms, talker echo becomes perceptible and conversation degrades. Above 400 ms, the call becomes unusable for interactive conversation. These are not targets — they are ceilings.
The 150 ms limit covers the entire path: codec encoding (~20 ms for Opus), network propagation and queuing, jitter buffer at the receiver (~55 ms adaptive), and decoding. Subtracting the ~20 ms codec and ~55 ms jitter buffer from the 150 ms ceiling leaves approximately 75 ms of budget for the network itself. That is the target.
MOS and the E-Model: Quantifying Call Quality
The ITU-T G.107 E-model translates network conditions into an R-factor (0–100), which maps to the Mean Opinion Score (MOS, 1–5) reported by call quality monitoring systems.
	R-Factor
	MOS
	Quality
	User Perception

	90–100
	4.3–5.0
	Excellent
	Imperceptible impairment

	80–90
	4.0–4.3
	Good
	Perceptible but not annoying

	70–80
	3.6–4.0
	Fair
	Slightly annoying

	60–70
	3.1–3.6
	Poor
	Annoying

	Below 60
	Below 3.1
	Bad
	Very annoying; many callers abandon


The N8NN contact center must sustain MOS above 4.0 consistently across all agent locations. Below 3.6 generates citizen complaints. Below 3.1, calls are abandoned and reported.
Jitter and Packet Loss
Jitter — the variance in packet arrival time — must stay below 30 ms. Jitter buffers compensate by holding packets briefly, but a buffer large enough to absorb 80 ms of variance adds 80 ms of delay, breaching the G.114 ceiling. You can absorb jitter or meet the delay budget; a jittery network forces the choice.
Packet loss above 1% produces audible dropouts. Voice RTP does not retransmit lost packets — they are concealed or skipped. The Opus codec handles occasional single-packet loss gracefully; consecutive losses or rates above 3% produce gaps no concealment algorithm can hide.
Amazon Connect: Architecture, .com Exception, and Network Dependencies
Platform Overview
Amazon Connect is AWS’s cloud-native contact center platform, providing inbound and outbound call handling, IVR via contact flows, skills-based routing, real-time and historical analytics, call recording, and the agent desktop (Contact Control Panel) as a managed SaaS service. Agents access all contact center functionality through a browser-based WebRTC softphone. There is no proprietary hardware at the agent’s desk, no on-premises call processing equipment, and no PBX to maintain.
The GovCloud vs. Commercial Decision and the Authorized Exception
AWS structures its federal cloud offerings differently from Microsoft and Oracle:
	Provider
	Moderate Delivery Model
	High / Sovereign Model

	AWS
	US East/West commercial regions (FedRAMP Moderate P-ATO)
	GovCloud us-gov-east-1 / us-gov-west-1 (FedRAMP High P-ATO; ITAR; US-persons operations; physically separate)

	Microsoft
	Partitioned .com (GCC Moderate on Azure Commercial)
	GCC High / DoD on physically separate infrastructure

	Oracle
	Partitioned .com (OCI Moderate)
	OCI Government Cloud (separate)


AWS has exactly two FedRAMP boundaries — there is no middle tier. Amazon Connect is available in AWS GovCloud, where it holds FedRAMP High authorization. At the time the agency evaluated platforms for the N8NN contact center, the GovCloud version presented operational capability gaps relative to the commercial (.com) version in three categories:
· AI-assisted contact center capabilities: Contact Lens (real-time speech transcription, sentiment analysis, supervisor alerting) and Amazon Q agent assist availability lagged in GovCloud at time of evaluation.
· Third-party integration ecosystem: AWS Marketplace integrations for CRM connectors, workforce management, and reporting were predominantly certified for commercial Connect.
· Operational tooling and support maturity: AWS support procedures and feature release cadence in GovCloud lagged commercial, creating a growing capability gap.
Stated as the trade it actually was: the agency accepted commercial-at-Moderate with the capabilities it needed over GovCloud-at-High without them. That is a starker trade than a tier label suggests — and it is exactly the kind of trade an AO can own explicitly, which is what the authorized-exception process did.
Current evaluation required before any new agency deployment. AWS continuously updates GovCloud service parity. The capability gaps identified at the time of this agency’s evaluation may have closed. Any agency evaluating Amazon Connect for a new deployment must conduct a current-state evaluation of GovCloud Connect against its specific requirements before concluding that a commercial exception is necessary.
What the .com Exception Means Structurally
The agency’s use of Amazon Connect on AWS commercial (.com) is the same structural pattern as GCC Moderate on Azure Commercial: a federally authorized service running on commercial infrastructure with FedRAMP Moderate controls applied. AWS commercial data centers are US-based. Data is encrypted in transit and at rest. Amazon Connect holds FedRAMP Moderate authorization in the commercial regions (and FedRAMP High in GovCloud). But the personnel screening, physical separation, ITAR/US-persons handling, and High control baseline of GovCloud do not apply on the commercial side.
This does not make the deployment less secure — FedRAMP Moderate controls are extensive. It means the authorization boundary is explicitly a commercial environment with federal controls applied, and that boundary must be accurately reflected in the SSP, understood by the AO, and re-evaluated at each authorization renewal.
The Call Path: From Citizen to Agent
1. Citizen dials the N8NN from any PSTN telephone
1. Call terminates at an AWS voice connector into Amazon Connect on AWS commercial
1. Contact flow answers, runs IVR, and routes to a queue
1. Agent selected; Connect establishes WebRTC session to the agent’s browser
1. Voice travels: agent desktop → agency network → internet → AWS .com → Amazon Connect → citizen
Steps 1–3 happen inside AWS commercial and are unaffected by the agency’s network. Step 5 — the agent-to-cloud path — is determined entirely by the agency’s network architecture and is where G.114 compliance is won or lost.
The MPLS Hairpin Applied to the N8NN
An agent in Portland whose network routes all internet traffic through Washington before egress reaches AWS us-west-2 as follows:
Portland → MPLS → Washington → internet → AWS us-west-2 (.com) → Amazon Connect
One-way network latency: 100–130 ms (engineering estimate: ~50 ms coast-to-coast propagation plus inspection-stack and queuing overhead; validate with per-site measurement during discovery). G.114 network budget: 75 ms. Over spec. The citizen hears the degradation.
The same agent with local internet breakout:
Portland → local DIA → AWS us-west-2 (.com) → Amazon Connect
One-way network latency: 5–15 ms. Portland and us-west-2 are geographically adjacent. This is the physics minimum for this path, and it is far within budget.
WebRTC Network Requirements
	Parameter
	Requirement
	Notes

	One-way delay
	≤75 ms network budget
	G.114 limit minus codec and jitter buffer overhead

	Jitter
	<30 ms
	Above this, buffer compensation breaches delay budget

	Packet loss
	<1%
	Above 1% audible; above 3% unintelligible

	Bandwidth per agent
	~100 Kbps
	Opus codec including RTP overhead

	Protocol
	RTP/SRTP over UDP
	TCP fallback degrades quality; avoid

	DSCP marking
	EF (46)
	SD-WAN must honor, not remark

	NAT traversal
	STUN/TURN
	Direct UDP path preferred; TURN relay adds latency

	Firewall
	UDP 3478, 443 outbound
	Must reach AWS .com endpoints without hairpin inspection delay


Asymmetric Routing: The Session Killer Latency Does Not Explain
Asymmetric routing occurs when the outbound path of a session (client to server) and the return path (server to client) traverse different physical or logical routes through stateful network devices. A stateful firewall maintains a session table. When the SYN for a TCP connection passes through Firewall A, Firewall A creates an entry expecting the SYN-ACK to return through it. If the SYN-ACK returns via a different path through Firewall B, Firewall B drops it as unsolicited.
For Amazon Connect WebRTC, asymmetric routing means the TLS handshake that establishes the agent’s voice session may fail completely. The HTTPS session setup for the Contact Control Panel is TCP-based. If the request goes through one stateful device and the response through a different one, the session fails before audio is ever established.
Asymmetric routing produces call failures that look like configuration errors. An agent whose Amazon Connect sessions fail to establish will report “the phone system is broken.” A Teams Phone call that fails at SIP signaling will be attributed to “SBC misconfiguration.” The diagnostic path requires capturing TCP session establishment and verifying that both directions traverse the same stateful devices.
SD-WAN overlay eliminates asymmetric routing as a failure mode. The SD-WAN tunnel is established between two edge devices as a single logical connection. Stateful inspection happens at the tunnel endpoint, which sees both directions. Asymmetric physical routing below the tunnel is structurally invisible to the application.
Microsoft Teams Phone: Replacing the Legacy PBX in GCC Moderate
What Teams Phone Is
Microsoft Teams Phone is the cloud PBX capability within Microsoft 365 that enables Teams to replace a traditional on-premises telephone system — extension dialing, voicemail, call transfer, call queues, auto attendants, and PSTN connectivity, all delivered through the Teams client. For the agency, Teams Phone operates within GCC Moderate, subject to the same FedRAMP Moderate authorization, data residency requirements, and feature availability constraints as the rest of the Microsoft 365 GCC environment.
Teams Phone is not a separate application or interface. An agent answering a Teams Phone call and an agent joining a Teams meeting use the same client, the same audio path, the same DSCP EF marking for audio streams, and the same network dependency on low-latency, low-jitter connectivity to Microsoft’s GCC infrastructure. Fixing the network for Teams meetings fixes it for Teams Phone simultaneously.
PSTN Connectivity: Direct Routing and the SBC
Connecting Teams Phone to the PSTN requires one of two approaches:
Microsoft Calling Plans — Microsoft provides PSTN connectivity as a licensed add-on. Availability in GCC Moderate should be confirmed for the agency’s specific geographic footprint and number types before committing to this path.
Direct Routing — the agency connects its PSTN carrier to Teams Phone via a certified Session Border Controller. The SBC terminates SIP trunks from the carrier and presents them to Teams via a Microsoft-certified SIP interface. For the agency, which operates existing Cisco voice infrastructure at data center locations, a Cisco CUBE or a cloud-hosted SBC from an AudioCodes or Ribbon-class vendor are the natural candidates.
SBC deployment guidance: Two deployment models are viable. On-premises SBC: Deployed at the Washington data center. All PSTN traffic from any agent location hairpins through the SBC. Familiar operational model; creates a single point of failure. Cloud SBC (hosted by SBC vendor): Runs in the vendor’s FedRAMP-authorized cloud, geographically distributed, with multiple PoPs. Removes the single point of failure. The cloud SBC used with a FedRAMP Moderate system must itself hold a FedRAMP Moderate or High authorization — confirm before procurement.
E911: Federal Legal Requirements
Two federal laws impose specific requirements on any multi-line telephone system, including cloud PBX:
Kari’s Law (2018): Users must be able to dial 911 directly without dialing an access code or prefix. A notification must be sent to a central point when 911 is dialed. Teams Phone satisfies both requirements when emergency calling policies are correctly configured.
Ray Baum’s Act (2018): The “dispatchable location” — not just a building address but the specific floor, room, or workstation — must be transmitted with the 911 call to the PSAP. Teams Phone supports dispatchable location via the Location Information Service (LIS) and Emergency Location Identification Number (ELIN) configuration.
E911 is not optional and must be validated before go-live. E911 compliance is a federal legal requirement under 47 CFR Part 9. For each location where Teams Phone will be activated, the agency must: (1) configure a Location Information Service entry with dispatchable location, (2) configure an emergency calling policy that routes to the correct PSAP, (3) test 911 dialing and callback from a representative device at that location, and (4) document the test in the deployment record. Remote workers present an additional challenge — location awareness policy must capture the remote worker’s current location at sign-in.
Legacy PBX Migration: Number Porting and Transition
Porting in tranches. Number porting should be done in geographic tranches — one field office region at a time — rather than as a single nationwide cutover.
Parallel operation. During transition, the legacy PBX and Teams Phone must operate in parallel. Calls to ported numbers must route correctly to Teams. Calls to un-ported numbers must still reach the legacy system.
Hunt groups and call queues. Legacy PBX hunt groups must be recreated as Teams Call Queues. Auto attendant menus must be recreated as Teams Auto Attendants.
Fax lines. Legacy analog fax lines cannot be replaced with Teams Phone without a fax-over-IP (FoIP) solution or a cloud fax service. Fax lines should be inventoried and handled separately from voice number porting.
One Investment: Two Platforms
The Architecture Both Platforms Require
Both Amazon Connect and Teams Phone are cloud SaaS voice platforms. Both generate real-time RTP/SRTP streams. Both are broken by the same MPLS hairpin and repaired by the same network solution. That solution is not simply “add a DIA circuit.” It is Application-Aware Networking — a network architecture in which policy decisions, path selection, security enforcement, and traffic treatment are determined by the full context of a transaction: application identity, user identity, device posture, and behavioral characteristics. Not by source IP and port alone.
The Hybrid Agent: Two Simultaneous DSCP EF Streams
When an agent has an active Amazon Connect call and simultaneously receives a Teams Phone call, the workstation is generating two concurrent voice streams, both marked at the highest QoS priority (DSCP EF). The SD-WAN per-DSCP policy must provide sufficient bandwidth on the lowest-latency path to carry both streams simultaneously.
Capacity planning formula: (maximum concurrent hybrid agents) × 200 Kbps = reserved DSCP EF capacity on lowest-latency path.
At a field office with 20 concurrent hybrid agents, this is 4 Mbps of DSCP EF traffic that must be accommodated on the lowest-latency path at peak.
Headset and Browser Configuration
Browser selection matters: Amazon Connect’s Contact Control Panel is optimized for Chromium-based browsers. Microsoft Teams Phone is optimized for the Teams desktop client. Running Connect in Chrome and Teams as the desktop client avoids browser compatibility edge cases.
Headset standardization: Headset configuration must be standardized across the agent population before go-live on both platforms. Ad hoc headset choices create support complexity and inconsistent audio quality that confounds troubleshooting.
Per-DSCP Steering for the Hybrid Agent Workstation
A hybrid agent workstation generates three simultaneous traffic classes during active calls:
· Amazon Connect voice (DSCP EF): citizen call audio. Lowest-latency path, unconditionally. FEC enabled if path loss ≥0.5%.
· Teams Phone voice (DSCP EF): supervisor or internal call audio. Same lowest-latency path.
· Contact Control Panel web app and Teams UI (HTTPS): the browser interface for Amazon Connect and the Teams application interface. Highest-throughput path. These tolerate 200–500 ms of latency without affecting call quality and should not compete with voice for the latency-sensitive path.
SD-WAN and SASE Stack Architecture
The telecommunications modernization in this book requires three distinct components that operate at different layers and are frequently conflated:
SD-WAN and SASE Stack Components (agency selection pending for all three)
	Component
	Layer
	Function
	Representative vendors

	SD-WAN overlay
	Layer 3 — Network
	IPsec encrypted transport; intelligent path selection; QoS traffic classification; DIA local breakout
	Cisco Catalyst SD-WAN / VMware VeloCloud (Broadcom) / Palo Alto SD-WAN

	SASE SSE (Secure Service Edge)
	Layer 7 — Application
	SWG, CASB, FWaaS, SSL/TLS inspection; TIC 3.0 security capabilities catalog
	Zscaler Internet Access (ZIA) / Netskope SSE / Palo Alto Prisma Access

	ZTNA (Zero Trust Network Access)
	Layer 7 — Application
	Per-application micro-tunnels; device posture enforcement; least-privilege session access
	Zscaler Private Access (ZPA) / Netskope Private Access / Palo Alto Prisma Access ZTNA


SD-WAN and SASE SSE are distinct products procured separately (though some vendors bundle them). These transport components are where several boundary controls are implemented on the field-office path; the formal closures are registered to other books, and this book cross-references them rather than re-claiming them. The SD-WAN overlay provides the SC-8 network-layer encryption on DIA circuits (SC-8 closure anchored in Vol I Book 07). The SASE SSE stack provides AC-4 information-flow enforcement, SC-7 boundary protection, and SI-3 malware protection via SSL inspection (AC-4 and SC-7 anchored in Vol I Book 07), plus CA-7 continuous-monitoring records (anchored in the multi-cloud evidence fabric). The application-aware layer above them supplies the audit and monitoring telemetry — SI-4 (application-layer telemetry and behavioral analysis) and AU-2/AU-12 (application-layer audit logging: user, device, app, action, data type, timestamp) — whose closures are likewise owned by the enforcement-substrate and evidence-fabric books. Neither the SD-WAN overlay nor the SASE stack substitutes for the other; all are required to satisfy TIC 3.0 and the controls cited in this book.
Vendor Selection Pending
The shortlists above reflect FedRAMP authorization status and federal use-case alignment at time of writing. Agency procurement authority, current FedRAMP Marketplace listings, and environment-specific testing must inform final selection. OIS should participate in vendor evaluation for all three components.
Why Direct Internet Access Alone Does Not Satisfy NIST Controls
When telecommunications modernization proposals include “we will add DIA at field offices,” the technical response must be precise: DIA is a pipe. It solves the geographic hairpin problem. It does not solve any NIST control requirement.
	NIST Control
	Requirement
	What Provides It

	AC-4
	Information Flow Enforcement
	CASB — application-layer identification

	SC-7
	Boundary Protection
	SWG — application-layer inspection and malware scanning

	SC-8
	Transmission Confidentiality and Integrity
	SD-WAN IPsec tunnel — network-layer encryption

	SI-3
	Malicious Code Protection
	SWG — SSL inspection and malware scanning

	SI-4
	System Monitoring
	AAN — application-layer telemetry, behavioral analysis

	AU-12
	Audit Record Generation
	AAN logging — user, device, app, action, data type, timestamp

	CA-7
	Continuous Monitoring
	SASE stack — per-session identity, posture, access records


Why SC-8 Cannot Be Inherited — the voice path. A DIA circuit carries traffic unencrypted at the network layer. SRTP protects the media payload of a call; it does not protect the signaling, the softphone HTTPS session’s metadata, or any of the non-voice traffic sharing the circuit — and application-layer TLS covers no non-TLS flows at all. FIPS-validated application-layer encryption (TLS, SRTP) closes SC-8 for the flows that negotiate it; the only mechanism class that encrypts all traffic on a DIA path regardless of application behavior is a network-layer overlay, and among overlay classes SD-WAN is the one that also delivers the SC-5 traffic-class and SI-4 telemetry closures this book depends on. The claim is coverage-completeness, not exclusivity. There is no configuration setting, scanner finding, or policy document that closes SC-8 for every flow on a bare pipe. The formal SC-8 closure-necessity anchor is registered in Vol I Book 07; this book applies that mechanism on the telecommunications path.
DIA enables; SASE and AAN achieve. For Amazon Connect and Teams Phone, DIA solves the G.114 latency problem by eliminating the geographic hairpin. That is its entire contribution to the compliance picture. A field office deployment that adds DIA without the SASE control stack has better latency and the same compliance gaps. The NIST controls are not satisfied by the pipe. They are satisfied by what governs the pipe.
TIC 3.0: The Policy That Makes Local Breakout Lawful
The G.114 argument is the physics half of the case for local breakout: the 150 ms one-way ceiling is an engineering specification, the MPLS hairpin spends the budget before the call begins, and no procurement decision changes the propagation delay of a Portland-to-Washington detour. Physics explains why the agency needs DIA at field offices. It does not answer whether the agency may have it. That is a policy question, and the policy is TIC 3.0.
Under the TIC 2.x model, every byte of agency internet traffic was required to egress through a small number of consolidated TIC access points — the architecture that created the hairpin in the first place. TIC 3.0 (OMB M-19-26) replaced mandatory consolidation with a use-case model: agencies may distribute their internet egress, provided the protections that the consolidated boundary used to provide are re-established at each distributed egress point. Those protections are enumerated in the TIC 3.0 Security Capabilities Catalog, and the place they must be applied is the policy enforcement point (PEP) governing each traffic path.
The Two Use Cases That Govern Agency Voice
Two TIC 3.0 use cases map directly onto the telecommunications populations in this document — the Branch Office use case (elsewhere in this series shorthand-labeled Use Case E) and the Remote User use case:
	TIC 3.0 Use Case
	Agency Population
	Traffic Path It Governs
	Where the PEP Must Be

	Branch Office
	Field office agents on Amazon Connect and Teams Phone
	Field office → local DIA → AWS .com / M365 GCC
	At or near the branch egress: SD-WAN edge + SASE security services

	Remote User
	Teleworking agents and staff on agency or managed devices
	Home network → internet → cloud voice platforms
	Cloud-delivered SASE PoP the user’s traffic traverses; ZTNA replacing VPN


Both use cases permit traffic to leave for the internet without hairpinning through a TIC access point. Neither use case permits the traffic to leave ungoverned. The condition attached to both is the same: the applicable security capabilities from the catalog — the universal capabilities (auditable central log management among them) and the relevant PEP capability groups spanning web protections, network protections, and DNS resolution protections — must be demonstrably in place at the distributed PEP for that path.
This is the formal statement of the permissibility rule: under TIC 3.0, DIA requires a distributed PEP providing protection commensurate with the agency’s risk tolerance — in practice the applicable security-capabilities catalog entries — and the SASE stack is that PEP. The mapping is one-to-one with the NIST table in the previous section: the SD-WAN IPsec overlay provides encryption in transit, the SWG provides traffic inspection and malware protection, the CASB provides application-layer flow enforcement, protective DNS provides resolution security, and the telemetry pipeline to the SIEM provides the auditing and continuous-monitoring capabilities. An agency that deploys the SASE stack at its breakout points has not found a loophole around the TIC — it has implemented TIC 3.0 as designed.
Why SC-7 / SC-7(7) Cannot Be Inherited — distributed egress. SC-7 requires communications at external boundaries to be monitored and controlled at managed interfaces. Local breakout creates an external boundary interface at every field office, and remote work creates one at every home — while removing the central boundary stack from the path entirely. SC-7(7) makes the remote-user case explicit: split tunneling on remote devices is prohibited unless the split tunneling capability is provisioned securely — and local breakout for voice is precisely a split tunnel. The only mechanism that puts a managed, monitored interface on every distributed egress path is the distributed PEP — the TIC 3.0 SASE stack. The central firewall cannot close it (it is no longer in the path), the circuit provider cannot close it (a carrier hands off packets, not policy), and no document closes a boundary that has no enforcement point. The formal SC-7 closure-necessity anchor is registered in Vol I Book 07; this book shows why the distributed PEP is mandatory on the telecommunications egress path.
An ungoverned DIA circuit is not modernization; it is a finding. The bare circuit that fixes G.114 simultaneously deletes the SC-7 boundary that the MPLS-to-TIC path, whatever its latency, did provide. Presented to an assessor, that trade is a regression. Presented with the SASE PEP in place, it is the TIC 3.0 target architecture. The difference between the two deployments is not the circuit — it is the control stack riding on it.
The operational conclusion joins the two halves. The physics half — G.114’s budget — remains the driver: it is why the network must be modernized before either voice platform goes live, and it is measured in milliseconds at every agent location. The policy half — TIC 3.0’s catalog-at-the-PEP condition — is what makes the resulting architecture authorizable. The same SD-WAN + SASE investment satisfies both at once, which is why this document treats them as one program: local breakout to meet the delay budget, and the distributed PEP to make that breakout lawful.
FedRAMP Boundary Considerations for Telecommunications
FedRAMP 20x Consolidated Rules — June 2026 Update
FedRAMP published its Consolidated Rules for 2026 on June 25, 2026. Three key implications for agencies operating Amazon Connect and Teams Phone:
Timeline agencies must track:
	Date
	Event
	Telecommunications Implication

	July 28, 2026
	FedRAMP Ready submissions cease
	No new Ready pathway for Connect or SBC vendors

	August 3, 2026
	Class A pipeline opens
	Evaluate whether Connect .com falls under Class A

	August 31, 2026
	Class B and C open
	Multi-platform unified comms likely Class B or C

	January 1, 2027
	Consolidated Rules mandatory
	All ConMon evidence must align to 20x KSI format

	June 11, 2027
	No new Rev5 certification applications accepted
	Plan for 20x pathway on next ATO cycle


What 20x means for Amazon Connect continuous monitoring: FedRAMP 20x replaces periodic evidence assembly with continuously-verified Key Security Indicators (KSIs) in machine-readable format. For Amazon Connect, this means:
· Call audit logs (AU-12): every agent session, call recording access, and contact flow execution must generate structured, queryable records — not just archived log files
· Federated authentication events (IA-2): Entra ID → Amazon Connect SAML assertions must produce KSI-verifiable authentication telemetry — the agents are agency (organizational) users authenticating through the agency IdP, so this is IA-2 rather than the non-organizational-user control IA-8
· Boundary traffic logs (SA-9): API calls crossing the .com boundary (CRM integration, recording access, contact flow analytics) must be captured in machine-readable format
· ATO exception documentation: The .com exception itself must be maintained in a format compatible with 20x continuous review rather than point-in-time SSP snapshots
What 20x means for Teams Phone GCC Moderate: Teams Phone in GCC Moderate inherits Microsoft’s existing FedRAMP authorization. The 20x transition requires that the agency’s continuous monitoring evidence — voice quality monitoring, E911 testing records, SBC boundary documentation — align to machine-readable KSI format.
SD-WAN as 20x Evidence Generator: The SD-WAN overlay that solves the G.114 latency problem also generates the machine-readable evidence 20x requires. Every path decision, every jitter measurement, every FEC activation is a logged, queryable event. The network investment that enables Amazon Connect to meet G.114 is simultaneously the compliance evidence generator for FedRAMP 20x continuous monitoring. These are not separate investments.
Amazon Connect: .com Boundary Documentation Requirements
The agency’s use of Amazon Connect on AWS commercial (.com) requires specific boundary documentation:
· SSP SA-9 documentation: Amazon Connect is an external information system service. The SSP must identify Amazon Connect, its FedRAMP authorization status, the specific authorized exception, and data types (voice audio, call recordings, call metadata, citizen interaction logs).
· Call recordings: Stored in S3 on AWS commercial. Access controls, encryption key management (KMS), and data lifecycle policies must be documented. Recordings containing PII must be classified accordingly, and access logging must satisfy AU-9 requirements.
· CRM and case management integration: API calls between Amazon Connect contact flows and agency systems cross the .com boundary. The data flow diagram in the SSP must trace these calls.
· Agent authentication federation: Agents authenticate to Amazon Connect via the agency IdP (Entra ID in GCC Moderate). The SAML/OIDC federation is a cross-boundary credential flow that must be documented in the SSP.
· ATO exception maintenance: The specific authorization permitting .com Connect must be reviewed at each ATO renewal. The exception is not a permanent waiver; it is a time-bounded, condition-bounded authorization that requires active maintenance.
Teams Phone: GCC Boundary and PSTN
Teams Phone in GCC Moderate operates within the GCC boundary for all call signaling, voicemail storage, call history, and user policy management. The PSTN interconnect (via Direct Routing SBC or Calling Plans) is a boundary crossing by definition: the PSTN is a public network. The SBC in Direct Routing handles the crossing point. Its configuration must be documented in the SSP as a boundary interface.
Amazon Connect vs. Teams Phone: Complementary, Not Competing
	Dimension
	Amazon Connect (N8NN Contact Center)
	Microsoft Teams Phone (Internal UC)

	Primary function
	Citizen-facing inbound contact center
	Employee-to-employee and PSTN calling

	Users
	Contact center agents, supervisors
	All agency employees

	Call volume
	High-volume inbound (thousands concurrent at peak)
	Standard enterprise PBX volume

	IVR / routing
	Sophisticated contact flows, skills-based routing, queuing
	Auto attendants and call queues

	AI capabilities
	Contact Lens (transcription, sentiment, analytics), Amazon Q agent assist
	Teams transcription, voicemail transcription (GCC availability varies)

	Agent interface
	Browser-based Contact Control Panel (WebRTC)
	Teams desktop client or browser

	Recording
	S3 on AWS .com; SA-9 boundary documentation required
	GCC-boundary-compliant storage

	Authorization
	FedRAMP Moderate (AWS .com by specific agency exception)
	FedRAMP Moderate (M365 GCC Moderate; partitioned .com)

	PSTN connectivity
	AWS Voice Connector
	Direct Routing SBC or Calling Plans

	Voice protocol
	WebRTC / RTP / DSCP EF
	WebRTC / RTP / DSCP EF

	Network requirement
	Identical: <75 ms one-way, <30 ms jitter, <1% loss
	Identical: <75 ms one-way, <30 ms jitter, <1% loss

	SD-WAN solution
	Identical: local breakout, DSCP EF steering, multipath, FEC
	Identical: local breakout, DSCP EF steering, multipath, FEC


The shared network requirement row is the most operationally significant in this table. The SD-WAN investment that enables Amazon Connect to meet G.114 from all field office locations is the same investment that enables Teams Phone to deliver acceptable call quality. These are not separate network projects. They are one network modernization that enables both platforms.
Implementation Roadmap
Prerequisite: no telecommunications migration before network validation. Voice quality failures discovered after contact center or PBX migration are dramatically more expensive to remediate than network infrastructure investments made before migration. No field office should go live on Amazon Connect or Teams Phone until the network foundation for that office is validated against G.114 requirements. Validation means measuring actual one-way latency, jitter, and packet loss from each agent workstation to AWS us-west-2 and to the Microsoft GCC edge, with local breakout active, and confirming all three parameters are within specification.
Phase 1 — Network Foundation (Months 1–3)
· Deploy SD-WAN at all field offices with contact center agents or significant phone populations
· Configure local internet breakout for Amazon Connect (.com AWS IP ranges/FQDNs) and Microsoft 365 GCC endpoints
· Enable per-DSCP steering: DSCP EF → lowest-latency path; standard HTTPS → highest-throughput path
· Enable FEC on any path with measured loss rate ≥0.5%
· Verify direct outbound UDP to Amazon Connect and GCC endpoints without hairpin or deep inspection delay
· Measure and document G.114 compliance at each agent location before proceeding to Phase 2
· Size DSCP EF capacity for peak hybrid agent load: (max concurrent hybrid agents) × 200 Kbps
Phase 2 — Amazon Connect Deployment (Months 2–5)
· Confirm .com exception is current in ATO; update SSP SA-9 for Amazon Connect with current architecture
· Design and build contact flows replicating and improving current N8NN IVR routing
· Configure agent authentication via IdP federation (Entra ID GCC Moderate → Amazon Connect)
· Pilot with single queue and agent cohort; measure MOS, jitter, and loss from pilot locations
· Validate call recording pipeline to S3; confirm KMS key management, access controls, and AU-9 logging
· Validate CRM/case management integration; document data flow in SSP
Phase 3 — Teams Phone Deployment (Months 4–8)
· Confirm Teams Phone feature availability in GCC tenant: Calling Plans availability, voicemail transcription, mobile calling
· Deploy and configure SBC (on-premises or cloud-hosted); validate Microsoft certification and FedRAMP authorization
· Configure E911 with dispatchable location for every office location; verify PSAP connectivity; document testing
· Inventory legacy PBX numbers: classify each as voice, fax, emergency, or special service
· Build Teams Call Queues and Auto Attendants replicating legacy PBX hunt groups and menus
· Port numbers in geographic tranches; maintain parallel PBX operation through each tranche
Phase 4 — Continuous Monitoring and FedRAMP 20x Alignment (Months 6+)
· Instrument SD-WAN dashboards to surface G.114 violations by location before they become citizen complaints
· Integrate Amazon Connect Call Analytics with agency SIEM for AU-12 continuous monitoring
· Establish MOS floor SLA (≥4.0) per agent location; alert when sustained MOS drops below threshold
· Review Amazon Connect commercial exception at each ATO renewal; evaluate whether GovCloud capability gaps have been resolved
· FedRAMP 20x alignment (mandatory January 1, 2027): Configure SD-WAN telemetry exports in machine-readable JSON format; ensure Connect audit logs, authentication events, and boundary crossing records meet structured KSI format requirements; validate SBC event logs feed SIEM in queryable format
Federal Framework Alignment
	Concept / Requirement
	Federal Mandate
	Standard / Reference

	Voice one-way delay ≤75 ms (network budget)
	Agency SLA obligation; G.114
	ITU-T G.114; ITU-T G.107 E-model

	Jitter <30 ms; packet loss <1%
	Agency SLA obligation
	ITU-T G.107; RFC 3550 (RTP)

	Amazon Connect on AWS .com; specific authorized exception
	FedRAMP (FISMA); agency ATO
	FedRAMP Moderate P-ATO; NIST SP 800-53 Rev 5 SA-9

	Amazon Connect .com boundary documentation
	FedRAMP; Privacy Act
	NIST SP 800-53 Rev 5 SA-9, AU-9, SC-28; agency SSP

	ATO exception maintenance at each renewal cycle
	FedRAMP ConMon
	NIST SP 800-53 Rev 5 CA-7; NIST SP 800-37 Rev 2 (Monitor step); FedRAMP ConMon requirements

	Teams Phone in GCC Moderate boundary
	FedRAMP Moderate (M365 GCC)
	Microsoft 365 GCC FedRAMP Moderate ATO

	E911 direct dialing without prefix (Kari’s Law)
	Kari’s Law (2018)
	47 CFR §9.4; FCC rules

	E911 dispatchable location (Ray Baum’s Act)
	Ray Baum’s Act (2018)
	47 CFR Part 9; FCC rules; NENA i3 standard

	Local internet breakout for voice
	TIC 3.0, OMB M-22-09
	TIC 3.0 Branch Office Use Case; NIST SP 800-207

	Per-DSCP steering for voice (DSCP EF)
	OMB M-22-09 §4
	RFC 3246 (DSCP EF); IETF RFC 4594

	Active-active multipath; sub-second failover
	TIC 3.0; OMB M-22-09
	CISA ZTMM v2.0 Networks pillar

	SBC as PSTN boundary interface
	FedRAMP; agency SSP
	NIST SP 800-53 Rev 5 SA-9; SC-7

	Call recording access controls and audit logging
	FedRAMP; Privacy Act
	NIST SP 800-53 Rev 5 AU-9, SC-28; 5 U.S.C. §552a

	Agent IdP federation across .com boundary
	OMB M-22-09; FICAM
	NIST SP 800-63; SAML 2.0 / OIDC federation documentation

	Continuous call quality monitoring
	FedRAMP ConMon; OMB A-130
	NIST SP 800-53 Rev 5 CA-7; NIST SP 800-37 Rev 2 (Monitor step)


Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-09 08:41 ET
Provisional position. This book was drafted at temporary series slot 20 to avoid renumbering the series while the Vulnerability Management book is under active edit. Its intended home is with the network cluster (immediately after the Telecommunications Modernization book); the series-wide renumber will move it there. Cross-references in this document name other books by title and role, not by number, so the move does not break them.
Series Context — The naming/addressing, identity, and transport planes established earlier in this series describe what each network function must do — resolve a name, authenticate a device, encrypt a circuit, enforce a flow. This book describes the customer-owned equipment that performs those functions at the network edge, and the federal accreditation gate that lets an agency buy and field it. It is the realization layer for the network side of the Functional Plane Model: the transport (plane 1), identity (plane 3), and policy-enforcement (plane 4) planes made of metal, at the part of the architecture the cloud provider’s authorization does not reach.
What This Document Addresses
Every control-closure argument in this series that ends in a cloud service — InfoBlox DDI, Entra ID, Sentinel, a SASE point of presence — inherits its federal authorization from the cloud provider’s FedRAMP package. That inheritance is real, and it is clean, right up to the edge of the provider’s boundary. It stops there.
The network between a field office and that boundary — the switch in the wiring closet, the firewall at the branch, the router terminating the DIA circuit, the NAC appliance authenticating the port — is customer-premises equipment. No cloud provider’s FedRAMP authorization covers it, because the provider does not operate it. Yet this equipment is exactly what closes a specific, enumerable set of NIST SP 800-53 Rev 5 controls at the edge:
· SC-7 / SC-7(8) — boundary protection and forced-proxy egress, at the branch
· SC-8 / SC-8(1) — network-layer encryption on the circuit itself
· AC-4 — information-flow enforcement where the traffic actually egresses
· IA-3 — device identity at the physical port, before any user authenticates
· AC-17 — remote access termination
· SI-4 — the telemetry that proves any of the above happened
These controls cannot be inherited. They must be closed by gear the agency owns — and that gear is accredited on an entirely different registry than a cloud service, with different evidence. This book states that gate (Theme F of the series), then maps it across the three network-equipment manufacturers a federal agency is most likely to field: Cisco, Palo Alto Networks, and Juniper Networks.
The Shared-Responsibility Line Decides Who Closes the Control
FedRAMP answers “is this cloud service authorized for federal use?” It does not, and cannot, answer “is the firewall in your branch office hardened and validated?” The shared-responsibility model draws the line:
	Layer
	Who operates it
	How the control is attested

	SaaS / PaaS control implementation
	Cloud provider
	Inherited from the provider’s FedRAMP package (leveraged authorization)

	IaaS guest OS and workload
	Agency
	Agency ConMon evidence (see the identity, patch, and telemetry books)

	Network path to the cloud boundary — branch, WAN edge, DIA circuit, access layer
	Agency
	The equipment’s own NIAP evaluation, DISA STIG compliance, and FIPS 140-3 module — not a FedRAMP package


The line matters because an assessor asked to see evidence for SC-7 at a field office will not accept “our cloud provider is FedRAMP-authorized.” The boundary protection at that office is enforced by an appliance the agency bought, configured, and operates — and the evidence lives in that appliance’s accreditation, not the provider’s.
Theme F Formalized — The Accreditation Gate for Network Gear
A cloud service passes one gate: FedRAMP. Network and endpoint gear passes a composed gate of four federal mechanisms, each certifying a different property.
The Four-Part Accreditation Gate for Network Gear
	Mechanism
	Registry / authority
	What it certifies

	NIAP Common Criteria
	NIAP Product Compliant List (Protection Profiles for Network Devices, Stateful Firewalls, etc.)
	The product was independently evaluated against a federal Protection Profile — its security functions work as claimed in an evaluated configuration

	DISA STIG
	DoD Cyber Exchange
	The hardened configuration baseline the device must run in; STIG-compliance scans are the operational evidence

	FIPS 140-3
	NIST Cryptographic Module Validation Program (CMVP)
	The cryptographic module performing SC-8/SC-13 encryption is validated — not merely “AES-capable”

	DoDIN APL
	DISA Approved Products List
	The product is approved to connect to DoD networks (the strictest federal fielding gate; civilian agencies frequently treat APL listing as an assurance signal)


These compose: an appliance may be NIAP-evaluated (its design was assessed), running a DISA STIG baseline (it is hardened), with a FIPS 140-3 module (its crypto is validated), and DoDIN APL-listed (it is approved to field). An agency’s control evidence for edge-enforced controls is assembled from these four sources — the NIAP validation report, the STIG scan output, the CMVP certificate number, and the APL listing — none of which appears in any cloud provider’s FedRAMP package.
FedRAMP scope reminder
This series targets FedRAMP Moderate. Where a vendor also offers a cloud-delivered capability that carries its own FedRAMP authorization (for example, a SASE service — see Where Gear Becomes a Cloud Service below), state the CSO’s actual authorization status verified on the FedRAMP Marketplace at procurement, and never claim a level above Moderate.
The Enforcement Substrate — Vendor Realization
The series rule holds: mechanism, not product. The function is the control; the vendor product is a deployed example of the mechanism. The matrix below maps each edge function to how each of the three manufacturers realizes it, and to the NIST control it closes. Every cell is a candidate implementation, not a recommendation; final selection is a procurement decision validated against the NIAP PCL, the CMVP list, and the DoDIN APL at time of buy.
Edge Function → Vendor Realization → NIST Control
	Function / NIST control
	Cisco
	Palo Alto Networks
	Juniper Networks

	Boundary protection — SC-7, SC-7(8), AC-4
	Secure Firewall (Firepower)
	NGFW / PAN-OS + Panorama
	SRX Series / Junos + Security Director

	Encrypted overlay — SC-8, SC-8(1)
	Catalyst SD-WAN (Viptela)
	Prisma SD-WAN
	Session Smart Router (128T)

	Distributed PEP / TIC 3.0 — SC-7, AC-4
	Secure Access / Umbrella (cloud)
	Prisma Access (cloud SASE)
	— (partners for SASE)

	Device identity / NAC — IA-3, AC-19
	ISE + TrustSec
	— (integrates 802.1X)
	Mist Access Assurance

	Config-as-truth — CM-2, CM-6
	Catalyst Center
	—
	Apstra (intent-based)

	Detection / telemetry — SI-4, AU-6
	Secure Network Analytics, XDR
	Cortex XDR / XSIAM
	— (flow export to SIEM)

	Remote access — AC-17
	Secure Client (AnyConnect)
	GlobalProtect
	—


Worked closures — the functions that must be gear
Three functions in the matrix are necessity closures: no cloud inheritance and no scanner can substitute for the equipment.
SC-8 network-layer encryption on the circuit (necessity). A DIA or MPLS circuit carries traffic that is unencrypted at the network layer unless an overlay encrypts it. Application-layer TLS is not a substitute — it covers only TLS-aware flows and provides no network-layer integrity for the rest. The only mechanism that encrypts all traffic on the path is an IPsec (or MACsec, hop-by-hop) overlay terminated on customer edge equipment — Catalyst SD-WAN, Prisma SD-WAN, or Session Smart Router. The cipher must be a FIPS 140-3 validated module, which is a property of the appliance, not of the protocol.
IA-3 device identity at the port (necessity). Before any user authenticates, the network must know what is physically connected. That is an 802.1X authenticator function performed by the access switch, paired with a NAC policy service — ISE on-premises, or a cloud-hosted service such as Mist Access Assurance. The authenticator itself is always on the wire, in gear the agency owns; the port-level enforcement cannot move off the switch. Where the NAC policy service is cloud-delivered it is a second gear-becomes-cloud-service crossover alongside the SASE PEP below, carrying FedRAMP-side evidence for its policy plane even though the IA-3 authenticator anchored here stays on-premises under the NIAP/STIG/FIPS gate.
SC-7 boundary protection at the branch (necessity under TIC 3.0). Under TIC 3.0, a branch running Direct Internet Access requires a distributed enforcement point providing protection commensurate with the agency’s risk tolerance — in practice the applicable security-capabilities catalog entries. That PEP is either an on-premises NGFW (Secure Firewall, PAN-OS NGFW, SRX) or a cloud-delivered SASE service — and which one it is determines which gate applies (next section).
Where Gear Becomes a Cloud Service — the FedRAMP ↔ NIAP Crossover
Two of the functions above have a cloud-delivered form. When the distributed PEP is an on-premises appliance, it passes the NIAP/STIG/FIPS/APL gate. When it is a cloud-delivered SASE service — Cisco Secure Access, Palo Alto Prisma Access — it passes the FedRAMP gate instead, and the boundary documentation treats it as an external service (interconnection agreement, Marketplace verification). The same control (SC-7) is closed by different equipment with different accreditation depending on where the enforcement point physically sits.
This crossover is the single most common source of federal boundary confusion, and stating it explicitly is the point of Theme F: name the enforcement point’s location, and the accreditation gate follows from it. An agency that mixes on-premises NGFW branches and cloud-SASE remote users will carry both kinds of evidence — NIAP validation reports for the appliances and FedRAMP Marketplace listings for the service — and its authorization package must not conflate them.
Interoperability Seams — Why Multi-Vendor Is the Normal Case
Federal networks are rarely single-vendor, and the enforcement substrate is designed around open seams rather than a single manufacturer’s fabric:
· 802.1X separates the authenticator (any vendor’s access switch) from the authentication server (RADIUS — ISE, Mist, or a third-party). A Cisco switch can authenticate against a policy service that also serves Juniper access points; the supplicant, authenticator, and server need not share a vendor.
· MACsec (SC-8, hop-by-hop) encrypts link-by-link at Layer 2 between compliant devices and is standardized (IEEE 802.1AE), so a mixed-vendor access layer can still encrypt every hop.
· RADIUS / TACACS+ carry policy and device-administration authentication across vendors, binding the whole substrate to the identity plane established earlier in the series.
The seams are why the series speaks of a substrate rather than a platform: the functions compose across manufacturers precisely because they rest on open protocols, not a proprietary controller.
Closure Necessity — The Edge Controls With No Alternate Path
Closure Necessity — SC-8 on a bare circuit. There is no configuration setting, scanner finding, or cloud authorization that encrypts a DIA circuit at the network layer. Only an IPsec/MACsec overlay terminated on FIPS 140-3 validated customer edge equipment does. Inherit nothing here — the control is closed by gear or it is open.
Closure Necessity — IA-3 at the port. You cannot inventory or authenticate what you cannot see at Layer 2. Device identity at the physical port is an 802.1X authenticator function on customer-owned access gear; the switchport enforcement cannot be relocated to the cloud, even when the NAC policy service that decides the outcome is cloud-hosted (Mist Access Assurance). This is the same necessity the Network Access Control book argues, viewed from the equipment that performs it.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
The table below is generated from the series compliance spine (federal-compliance-compliance-spine.yml) and regenerated by render_authorities_table.py; it is not hand-maintained. Each row names the closing mechanism as a function, the accreditation gate (all NIAP/STIG/FIPS/APL for this book’s customer-owned gear), the authority drivers, the evidence slot, and whether conformance tooling alone can attest it (uniformly No here — edge-gear evidence is assembled from NIAP/STIG/FIPS/APL sources, not a SCuBA-style tenant scan).
Authorities Closed Here — Network Enforcement Substrate (Cisco/Palo Alto/Juniper) († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	SC-8 †
	Transmission Confidentiality and Integrity
	IPsec/MACsec overlay on customer-premises transport (function: network-layer encryption)
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; EO 14028
	Network
	KSI-CNA
	No

	SC-8(1)
	Cryptographic Protection
	FIPS 140-3 validated cipher suite on the overlay
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5
	Network
	KSI-CNA
	No

	AC-19
	Access Control for Mobile Devices
	NAC posture gating at the access layer
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; OMB M-22-09
	Endpoint
	KSI-IAM
	No

	IA-3 †
	Device Identification and Authentication
	802.1X authenticator + NAC at the port (function: device identity at the edge)
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; NIST SP 800-207; CISA ZTMM v2.0
	Network
	KSI-IAM
	No

	AC-17
	Remote Access
	Vendor ZTNA/remote-access gateway (function: per-session remote access)
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; OMB M-22-09; CISA ZTMM v2.0
	Network
	KSI-CNA
	No

	AC-4
	Information Flow Enforcement
	Application-aware flow policy at the NGFW/SASE PEP
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; NIST SP 800-207; CISA TIC 3.0
	Network
	KSI-CNA
	No

	SC-7
	Boundary Protection
	NGFW boundary enforcement at the customer-owned edge (function: distributed policy enforcement point)
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; CISA TIC 3.0; NIST SP 800-207
	Network
	KSI-CNA
	No

	SC-7(8)
	Route Traffic to Authenticated Proxy Servers
	Forced-proxy egress through the SASE/SWG enforcement point
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; CISA TIC 3.0
	Network
	KSI-CNA
	No

	SI-4
	System Monitoring
	Network detection/telemetry export from the enforcement substrate to the evidence contract
	NIAP CC + DISA STIG + FIPS 140-3 + DoDIN APL
	NIST SP 800-53 Rev 5; OMB M-26-14
	Telemetry
	KSI-MLA
	No


FedRAMP 20x KSI Alignment
The edge substrate feeds two KSI themes. KSI-CNA (Cloud Native Architecture / network segmentation and boundary) draws its edge evidence from the boundary, overlay, and flow-enforcement controls above — the on-premises half of the same theme the cloud SASE service serves. KSI-IAM gains its device-identity evidence (IA-3) from the NAC substrate, complementing the user- and workload-identity evidence the identity books provide. KSI-MLA receives the SI-4 network telemetry export. In every case the KSI is attested from the gear’s own accreditation and telemetry, not from a tenant-configuration scan — which is why the Tool-attestable? column is uniformly No and the evidence routes through the unified compliance contract described in the coordination doctrine (Executive Summary).
Vendor Selection Status
Network-equipment manufacturer selections are pending agency procurement review. The three manufacturers mapped here (Cisco, Palo Alto Networks, Juniper Networks) reflect federal fielding prevalence and Protection-Profile coverage at time of writing; other NIAP-evaluated, DoDIN APL-listed manufacturers (e.g., Fortinet, Arista) satisfy the same mechanism classes. Final selection requires validation against the current NIAP Product Compliant List, the NIST CMVP validated-modules list, the applicable DISA STIG, and the DoDIN APL, plus agency-specific environment testing and procurement authority.
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